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The following is a visual representation of research conducted by the SEC that shows the
potential mitigation services that Security provides to an organization. A review of core

competencies and centers of excellence supports the involvement and possible
leadership for Security in these crucial risk management areas.

Potential Realm of Security Responsibilities:
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The current security practitioner trend and assertion is that these elements can make up
the responsibilities of a "true" Chief Security Officer within an organization. However,
this is often in conflict with the organizational view of Security.

Recently the SEC has found many businesses have generated increased value by
incorporating an enhanced view of security—one where risk mitigation is integrated
throughout the organization. Instead of viewing risk mitigation as the realm of a single
department or functional group, it needs to be cross-functional and team driven.

Improved View of Security Responsibilities:

Areas of responsibility
where partnership

is required between
Corporate Secunty, IT
Security, and often olher
groups {e.g., Human
Resources, Legal,
Compliance, Audit)

Traditional IT
Security
exclusive areas
of responsibility

Traditional Corporate
Security exclusive areas
of responsibility
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You may be assigned responsibility for the mitigation of specific risks, but for the good
of the organization you must think of it as a cross-functional activity now.

It is not about what you own, but who you must collaborate with to make it effective.
The real power message to senior management is how well the security leader is
working within the organization to make risk mitigation as effective as possible.
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Visit the Security Executive Council website for other resources
in the Security Leadership: Next Generation Security Leader
series.

About the Security Executive Council

The SEC is the leading research and advisory firm focused on corporate security risk
mitigation solutions. Having worked with hundreds of companies and organizations we
have witnessed the proven practices that produce the most positive transformation.

Our subject matter experts have deep expertise in all aspects of security risk mitigation
strategy; they collaborate with security leaders to transform security programs into

more capable and valued centers of excellence. Watch our 3-minute video to learn more.

Contact us at: contact@secleader.com

Website here: https://www.securityexecutivecouncil.com/
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https://www.youtube.com/watch?v=6TEkl3b_BZQ
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