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Sharing is Caring: Business Continuity Playbook

At the onset of the COVID-19 pandemic, the robustness of a company’s business continuity plan
often decided whether it would thrive, survive, or sink. As we move forward from this crisis,
executive management are uniquely motivated to continue to press for new or enhanced
assurances of business continuity.

This Playbook is meant to serve as a framework to help security leaders build a business
continuity program from the ground up or enhance the program that is currently in existence.
The materials have been compiled using various accredited sources, international standards, and
the collective knowledge of the Security Executive Council and its subject matter experts, which
represents decades of experience managing business continuity programs.

The Playbook is adaptable to companies of all sizes from all industries, and its appendices include

templates, job descriptions, structural diagrams, sample meeting agendas, decision matrices, and
more.

Ways to use this resource:

. To guide the development of a new business continuity program

o To identify gaps and determine where your«existing program may be enhanced
. To formalize or document a currently informal pfogram

. To educate management on the direction’in which you plan to take your BCP

. To assist in the hiring process for new,BC roles

Send feedback about this resource to: contact@secleader.com
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v their varied experiences and knowledge
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reach your desired outcome. We call
this Collective Knowledge™.
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How Do | Implement the Four Pillars
of a Business Continuity Program?

Establish Pillar I: Pillar I1: Pillar 111: Pillar 1V:

program assesment preparedness response recovery
o Purpose o Hazard o Mutual o Goals o Damage checklist
o Legal requirements identification aid/assistance o Notification o Record keeping
o  Scope o  Business impact o  Communication levels o  Corrective action
o  Policies analysis systems o Crisis plan
o  Objectives o Vendor resiliency o  Training management
o Budget questionnaire o  Exercises }zsgi(jrigf)e“ng
©  Maintain records
o Roles and o Emergency

responsibilities operations

o Training needs centre

assessment o Procedures
o Program review

o Review program

Consistently review, adjust, and modify the BCP

The four pillars of a successful business continuity program (BCP).

The figure above highlights the four'interdependent risk-based func-
tions of a BCP: assessment ‘of business needs and risks, and prepared-
ness for, response to, and’recovery from emergencies. These functions
can be undertaken séquentidlly or concurrently, and they are not inde-
pendent of each other. This’ diagram can be used as a quick checklist
for security leaders to~compare what’s currently in place in their orga-
nization and compenents of the plan that are missing. It will also bene-
fit the security leader by its flexibility for customization specific to the
current company personnel structure by illustrating who in the com-
pany should: be involved, which components security exclusively runs,
and when security should partner with other internal/external
stakeholders.
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PILLAR I: ASSESSMENT

Business disruptions can take many forms. Before a BCP can be devel-
oped to address these disruptions, one must understand what the risks
to the organization are and how these risks might affect the business.
This is the goal of the first core element of the BCP, known as the risk
assessment.

Risk assessments should be conducted by a team of individuals who
represent various business functions and support groups. As business
plans change, risks and their possible effects on the business may
change. Therefore, risk assessments need to be reviewed on a regular
basis to ensure they remain relevant and effective. The assessment pro-
cess should include hazard identification and risk evaluation. This
information becomes the needs or requirements that the remainder of
the BCP must address.

Hazard Identification

Hazards are typically grouped into three categories: natural (fire,
flood, pandemic), human-caused (hazardous matenal spill or release,
terrorism, fraud), and technological (softwarefhardware malfunction).
Risk information should be gathered fromwall local, regional, and
national industry, association, and governmentalssources. During this
process, keep in mind that threats and, vulnerabilities can be internal
or external to the business. For example, disruption to the business can
be indirectly caused by crises suffered by,suppliers, customers, the local
community, or government.

Risk Evaluation

Not all risks are equal. Risks that are extremely improbable or that
have little impact.on the organization may need to be treated differ-
ently than high-cost‘events. Therefore, after identifying the hazards to
the organization.the-next step is to determine the likelihood and possi-
ble impact of the events.

In order to effectively analyze and communicate the results of the
assessments, they usually result in the construction of a threat matrix
and heat map which show the relationship of risks to their probability
and amount of damage to the organization. (Note: Examples of a
threat matrix and heat map can be found in Appendix 4.)
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Risk assessments should be conducted by a team of individuals who
represent various company functions and support groups. The ASIS
Business Continuity Guideline® recommends that when companies are
performing a risk assessment, the company should keep the following
four objectives in mind:

1. Identify internal and external threats and vulnerabilities

2. Identify the likelihood of an event arising from such threats or
vulnerabilities

3. Define the critical functions necessary to continue an organization’s
operations

4. Define the controls in place or necessary to reduce exposure and evalu-
ate the cost for such controls

Business Impact Analysis

To complete the risk assessment process, the probable impact of a threat
or vulnerability on the organization must be determined. The process of
determining and recording the extent and potential costs of business dis-
ruption is called a business impact analysis (BIA). The BIAwill be used
to develop recovery strategies and therefore needs to inelude enough
information to support this task. (Note: An€xamplesof a BIA template
can be found in Appendix 5.) According tg“the ASIS Business
Continuity Guideline, the four major functions of‘the BIA are:

1. To identify critical processes

2. To assess impact if crisis wetesto happen

3. To determine maximum allowablé outage and recovery time objectives
4. To identify the resourees required for resumption and recovery

The identificatien and“documentation of critical business processes
should considefynot only¥all business functions but also how they inter-
relate to each other.Allowable outage and recovery times should take
into consideration.seasonality. For example, longer outage recovery
times may bewacceptable during a time of the year where slower sales
are expectéd. The resources required for recovery may include people,
technology, data records, and third parties such as vendors or public
sector personnel. When possible, the BIA should quantify the opera-
tional impacts in terms such as lost sales, increased expenses, regula-
tory fines, penalties, or other financial terms.
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Vendor Resiliency Questionnaire

Most companies rely on outsourced vendors to support their opera-
tions in one or more areas. As these outsourced vendors are key
members of a company’s BCP, it is as important to assess their crisis
readiness as it is the company’s. This will provide the organization’s
leaders with a comfort level that the vendor is performing its diligence
within the four pillars of the BCP to an acceptable minimum
standard.

The company should establish a standard minimum score that the
vendor must achieve in order to be deemed in compliance with the
company’s crisis readiness guidelines. If the vendor receives a failing
score, it should be required to take remedial action within a designated
timeframe in order to achieve the acceptable passing score and con-
tinue as an approved company vendor.

PILLAR II: PREPAREDNESS

The “Emergency Management Planning Guide 2010—2011,%2 issued
by Public Safety Canada, is an excellent resource for a discussion of
preparedness and the purpose of preparatory training .¢Xercises. The
guide states that “the objective of planning activities§associated with
preparedness is to have an effective and coordinatedvapproach to BCP
and operational readiness.” The goals of ‘planningidctivities related to
preparedness, according to the guide, should include:

* Maintain a level of sustainable ‘¢apaeity,” supplies, and resources to
meet the goals outlined in departmental’ BCP plans that are based on
priorities, needs analysis, and-capability requirements

* Incorporate lessons leatned and best practices into the BCP process for
continuous improvement

As with other*continuous improvement methodologies, the BCP
will benefit from @, continuous cycle of planning, implementation,
testing, and impfoyvement. Each iteration of the cycle provides learn-
ing opportunities that can be used to identify gaps or issues with the
BCP. The opportunity for ongoing training this cycle provides
ensures that all BCP team members, management, and employees
are aware of and capable of carrying out their responsibilities in the
BCP process.
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Mutual Aid/Mutual Assistance

A mutual aid/mutual assistance agreement is any formal agreement
between entities to share or provide resources, facilities, services, and
other required support to one another during an incident. Examples
include cooperative assistance agreements, service level agreements,
and intergovernmental compacts. Such agreements may include neigh-
boring or nearby private sector entities, as well as relevant government,
private sector, and nongovernmental organizations. Mutual aid/mutual
assistance agreements should be:

* developed in consultation with the parties involved,
* in writing,

» reviewed by legal counsel, and

» signed by responsible individuals.

At a minimum, a mutual aid/mutual assistance agreement should
include the following elements or provisions:

* Definitions of key terms used in the agreement

» Roles and responsibilities of individual parties

» Procedures for requesting and providing assistarice

* Procedures, authorities, and rules for payiment, reimbursement, and
allocation of costs

» Notification procedures

* Protocols for interoperable commiumications

» Relationships with other agreements . among entities

* Employment standards/oceupationial> health and safety/workers’
compensation coverage

* Treatment of liability ‘and immunity

» Recognition of qualifications’and certifications

Communication Systems

Telecommunication and ‘other communication systems should support
all components of.the program in order to notify and update key inter-
nal and external stakeholders regarding the incident. These systems
can include the following:

» Traditional phone, wireless, and satellite telephones

* Pagers

* Fax machines

» Computer systems and networks, including personal digital assis-
tants (PDAs), company intranet, external web sites
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* Automated, purchased, or hosted systems and services that can
simultaneously send and/or verify receipt of messages to telephone
and computer devices

* Two-way radios operating on public, private, or amateur radio
frequencies

* Public radio and television systems, including provision for inter-
rupting broadcasts with emergency messages or superimposing mes-
sages on current programming

 Sirens and other outside warning devices

» Computerized incident management systems for sharing operational
communications

Training

Individuals who perform tasks related to any aspect of the com-
pany’s BCP are expected to be competent as a result of appropriate
education, training, and experience. Training or instruction should
be conducted at all levels of the organization, including ,C-level,
and be specific to emergency management and businessgcontinuity
duties and responsibilities as determined by, @’ trdiming needs
assessment.

Training may be conducted through workshops,  webinars, confer-
ence calls, internal or external courses,cand industry-specific seminars.
In the “Emergency Management Planhning.Guide 2010—2011,” Public
Safety Canada recommends thatthe traihing plan should address the
following questions:

* What are the objectives of thestraining and what will it consist of?
Who will be trained?

Who will do the tfaining?

* What trainingactivities'will be used?

* When and where willyeach session take place?

How will the session(s) be evaluated and documented?

Exercises

An exercise provides the chance to simulate a real-world crisis. It pro-
motes preparedness while offering the best opportunity to test the BCP
and identify weaknesses. A simulation is a valuable way to improve
the coordination and communication between various teams as well as
judge the effectiveness of the training. It is crucial to involve all
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key stakeholders with involvement in the organization’s crisis response
plan.

Exercises can be designed to test certain portions of a plan or the
entire plan(s). Some common exercise formats include:

» Tabletop exercise: A facilitator, who is not a member of the com-
pany’s current crisis management, provides the group of attendees
with details of a mock crisis scenario. Participants review and dis-
cuss the actions they would take in response to the scenario details
presented by the facilitator. Specific response actions are not
performed.

* Functional exercise: A facilitator, who is not a member of the
company’s current crisis management, provides the group of atten-
dees with details of a mock crisis scenario. Participants perform
some or all of the actions they would take in the event of plan
activation to respond to the scenario. Specific response actions are
taken.

» Full operational exercise: A facilitator, who is not a member of
the company’s current crisis management, providessthe group of
attendees with details of a mock crisis scenario. Rarticipants sus-
pend normal operation and activate ,the” plams, ‘as if the event
were real.

It is important to consider any<applicable legislative requirements
when determining exercise frequency and format. Exercises should
be conducted when there haveibeensignificant changes to the busi-
ness’ key personnel respomnsible for implementing the plan or a new
risk to the organization rwith. ‘@ high probability of impact has
emerged.

In order fof %an .organization to realize a high degree of
benefit from an’ exercise, the following best practices should be
considered:

» The scenarioishould be as real as possible and be based on the risk
assessment. This means that key stakeholders and resources, inside
and outside the company, should be involved.

* Debriefing sessions should be included at the end of the exercise,
with lessons learned documented.
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PILLAR Ill: RESPONSE

A critical incident is a sudden, unplanned event that affects or poten-
tially affects the company’s ability to execute critical business
functions and results in great damage or loss. A critical incident is
characterized by:

* an interruption of normal business operations;

* the need for an immediate, coordinated response by numerous
resources;

» and the potential to draw extensive news media and public attention
on the organization.

The goals of critical incident response are to:

* protect human life,

* protect company assets and the surrounding community,
» contain the incident,

« communicate to all stakeholders and media,

+ assess the effects of the critical incident, and

* decide on and implement optimal response plans

Key principles in the management of all incidents include:

* initial assessment of the incident’s impaet,

* communication to involve stakeholders as;>deemed by initial
assessment,

* continuous assessment, response; ‘and communication updates to all
internal and external stakeholders.

Important Crisis Management:Skills

* Be calm—Crisis management requires clear thinking, emotional
control, and balanee:

* Be open-mindéd>Take in large quantities of information without
tunnel vision and focus on listening.

* Be decisive—Degisiveness needs to be balanced with a willingness to
consider ideasiand input from others. Be willing to prioritize and
make decisions with only partial knowledge.

* Be flexible—Adapt to rapidly changing situations. Remember that
some information relayed about critical incidents is incorrect or
incomplete.

* Be persuasive—Crisis management requires the ability to convince
others to follow directions.
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Response Teams and Expectations
Three interrelated teams may manage incident response at different
levels within the organization.

1.

Crisis Management Team (CMT)—The CMT manages the upper-
most level of incident response, providing senior executive guidance
and making decisions regarding policy, procedure, and finances as
they relate to the management of critical incidents. The CMT may
be led by the functional leader of a company’s security department
and should include executive-level representation. Other relevant
external stakeholders may be brought in to support the CMT as
required.

. Incident Management Team (IMT)—The IMT actively manages

critical incidents that extensively threaten employees, assets, and
brand reputation from the corporate office. This group consists of
subject-matter experts (SMEs) from each critical business function
and may be led by a leader within the company’s security depart-
ment. Other relevant external stakeholders may be browught in to
support the IMT as required.

. Local Response Team (LRT)—The LRT responds <o, local critical

incidents that extensively threaten employéesy assets, and brand rep-
utation. This group consists of local SMEs frem»each critical busi-
ness function and may be led by the local‘leader of a company’s
security department. Other releyant”external stakeholders may be
brought in to support the LRT as required.

Members of the CMT, IMT, andiBRT must:

Attend training, exercises, and ‘meetings as required (or send back-
ups when necessary).

Be knowledgeable»in the*four pillars of the company’s BCP and
review it at lgast quarterly.

Keep the BCP withithem at all times.

Ensure that théirdesignated backups are aware of their roles.
Provide funetional expertise as required during crisis management
meetings:

(Note: A template to capture the names, functions, and contact num-

bers for CMT, IMT, and LRT primary and backup members can be
found in Appendix 6. CMT, IMT, and LRT members and lead roles and
responsibilities can be found in Appendix 7.)
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Incident Notification and Escalation

Crisis Management

Incident to L

* Full functional C”

Cr|S|S fIOWChart representation (cMT)

Response steps:
Get updates from IMT
Provide company updates
Address external audience
Negotiate with stakeholders
Ultimate decision makers

Incident Management Team (IMT)

IMT Leader
Functional SMEs

Assess

Local Response
Team (LRT)

(IMT)

Respond Composition of Team Response steps:
Emgllitiz oy FREER R Evaluate incident level
f ‘ Conduct response meetings
Coordinate response fully
Update CMT
Update Site Managed

managed - iaht b by IMT -
IMT and CMT e CMT and site (LRT)
notified g ST Response steps:

Manage incident locally
Provide functional expertise

Informational Alert Immediate
level level level

Process development—role definition—approvals —rollout—monitor- validate —train—
exercise — incident analysis — debriefing —after action—-lessons learned

&
Incident to crisis flowchart, including the r&)l&\'ﬂch xe@k team.
s
)

The diagram above illustrat::ns&y '?framework of incident
management along with the i ncies of all stakeholders.
Regardless of the level of thed ~den} e IMT lead notifies the CMT
lead of an emerging critic t»Based on the incident’s severity,
the CMT lead determl it is appropriate to communicate to
respective CMT me of the three levels, which each include
steps that should b

A\)

Information Level q

1. The CMT& is contacted by the IMT lead regarding the inci-
dent. Th T lead then contacts the remaining CMT members
regardingg\he critical incident on a convenient basis, usually dur-
ing working hours. The incident does not require a call to
action.

2. The IMT meets in order to manage the incident. The IMT lead is
responsible for tracking the incident status and updating the CMT
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lead as necessary, who in turn updates the other CMT members
accordingly.

3. If the incident is at a local level impacting people, assets, or brand,

the LRT lead is responsible for alerting the IMT lead.

Alert Level

1.

The CMT lead is contacted by the IMT lead regarding the incident.
The CMT lead contacts the remaining CMT members regarding the
critical incident regardless of the time of day.

. The CMT lead contacts the other CMT members to establish repre-

sentation and availability in the event that the situation escalates
and a meeting is required.

. Additional key internal and external stakeholders are identified and

placed on call if the situation escalates.

The IMT meets in order to manage the incident from the corporate
office level. The IMT lead is responsible for tracking the incident
status and updating the CMT lead as necessary, whelin turn
updates the other CMT members accordingly.

. If the incident is at a local level impacting people, assets, or brand,

the LRT lead is responsible for alerting the IMT ‘lead. The LRT
meets.

Immediate Level

1.

The CMT lead is contacted\ 'by .the> IMT lead regarding the
incident. The CMT lead=ithen¢'contacts the remaining CMT
members regarding thescriticaliincident regardless of the time of
day.

The CMT lead coitacets the,other CMT members to establish repre-
sentation and availability,

. Upon activation, réspective CMT members will meet at one of

these predesignated.sites described below.

The IMT meets«n order to manage the incident from the corporate
office level:Fhe IMT lead is responsible for tracking the incident
status and-'updating the CMT lead as necessary, who in turn
updates the other CMT members accordingly.

. If the incident is at a local level impacting people, assets, or brand,

the LRT lead is responsible for alerting the IMT lead. The LRT
meets.
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Crisis Management Meeting Locations

The CMT, IMT, and LRT should have clearly defined locations at
which to meet and manage an incident. Some basic requirements of a
primary and secondary meeting locations are the following:

* They are equidistant in opposite directions of the corporate office/
key facility.

» There are sufficient tables, chairs, and meeting supplies for the team
members.

* An extra copy of the company’s BCP is secured there.

* There is ample parking.

* The site has redundant power, Internet, television, and telephone
capability.

» The site is accessible 24/7.

(Note: A form for documenting the locations of crisis management
meetings as well as critical phone numbers and contact information is
provided in Appendix §.)

Emergency Operations Center

An emergency operations center (EOC) is a roomi“er facility staffed by
personnel charged with commanding, controllifig;and.ceordinating the
use of resources and personnel in response to,a crisis: This room may
be located at the corporate office. The EOC must be available to use
24/7 to monitor emerging risks to thetcompany and may also be used
to support the management of a erisis. The)EOC should have similar
features to the CMT meeting locationsgmentioned above.

Response Procedures
When an incident occursyat the“loeal level, the IMT lead will need to
initiate an update from the LRI lead to determine the following:

* What information is.confirmed and what is unconfirmed?

* What decisions hayeralready been made?

* Does a decision‘on any portion of the emergency need to be made
immediately?

* What are4umelines for pending items?

* Who is impacted?

» Are any employees, customers, vendors, or members of the commu-
nity still in danger?

* Are any employee emergency contacts arriving on site? Who will
meet the emergency contacts and where will they be taken?
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* Is the incident area now secure?

» If needed, can ingress and egress be controlled?

 Is additional security needed?

* What confirmed damage has occurred?

* Has anyone spoken to the media? What was said and to whom?
» Has a site spokesperson been established?

* Is there a need for an immediate media statement?

Subsequent to the primary collection of information, CMT, IMT,
and LRT meetings may be held to assess, update, and respond accord-
ingly to the incident during the response and recovery. In order to
maximize the efficiency and effectiveness of the meeting, an agenda
outline should be used when managing the crisis. (Note: Examples of a
CMTI/IMT and an LRT meeting agenda are shown in Appendix 9.)
Meetings also serve to collect and disseminate information and to sup-
port the determination and prioritization of action steps. (Note:
Examples of a critical incident decision matrix and a critical incident
individual decision matrix are shown in Appendices 10 and 11.9

PILLAR IV: RECOVERY

Once the extent of damage is known, the pro¢ess recovery needs
should be prioritized and a schedule fortresumption needs to be deter-
mined and documented. The prioritization, should take into account
the fundamental criticality of therocess:and other factors, including
relationships to other processes; “critical schedules, and regulatory
requirements, as identified id:the BLA. Decisions regarding prioritiza-
tion of processes should ‘berdociimented and recorded, including the
date, time, and justification for the decisions.

Once the processes to«be restored have been prioritized, the recov-
ery work can begin. The resumption of these processes may occur at
either the current worksite or an alternate worksite, depending on the
circumstances of ‘the crisis. A facility property damage checklist is an
effective tool.to*provide documentation of the damage suffered and
how recovery*should be prioritized. (Note: An example of a facility
property damage checklist is shown in Appendix 12.) As the critical pro-
cesses resume, the resumption of the remaining processes can be
addressed. Where possible, decisions about the prioritization of these
processes should be thoroughly documented in advance, as should the
timing of actual resumption.
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Postincident Recovery and Record Keeping

The company’s employees are encouraged to follow the instructions
below once authorities have reported that the area is safe and has been
cleared for reentry. If possible, obtain written evidence of this
authorization.

* Attempt to secure the site. If you are not able to complete this task
alone, contact your manager and use your best judgment.

» If the site cannot be secured, consult with management regarding
the removal of high-value items from the site. Complete the facility
property damage checklist (Appendix 12). Take detailed notes on all
damage and take photographs, if possible.

* Take detailed notes on all damaged assets. Record the item descrip-
tion, item number, and quantity. Be realistic when estimating
quantities.

* Test all equipment before use. If equipment needs repair, contact
company-approved vendors for the specific equipment.

* Keep accurate records for hours spent by employees and%eutside
vendors for clean-up or emergency repairs.

» Keep receipts for any expenses incurred for_€mergency repairs or
replacement or for expedient replenishment of equipment, inventory,
etc.

» Keep accurate records as to when sites are closed, by day and num-
ber of business hours, including financial jnformation on lost reven-
ues and any continued expenses.dusing.the shutdown period.

* Coordinate with the appropriate’company management representa-
tives prior to reopening the)impaeted facility(ies). Note date and
time that the site reopened, together with the site’s normal business
hours.

* Report any publie,0r governmental order affecting site operation.

* Report on activity of ether businesses in the vicinity or any unusual
activity or extraordinary conditions occurring in the vicinity.

* Fill out the conipany incident report form (Appendix 13). Attach
additional pages” of documentation with the incident report if
necessary.,

* Send the completed incident report form along with all documenta-
tion to the appropriate company department.
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Return to Normal Operations

The main objective of a BCP is to bring the company back to normal
operations. If it is not possible to return to the precrisis normal, a new
normal should be established. This new normal creates the expectation
that, while there may be changes and restructuring in the workplace,
the organization will phase back into productive work. Each step of
the process and all decisions should be carefully documented.

As a rule, it is at this point that the crisis may be officially declared
over. Again, it is important to document this decision. Press confer-
ences and mass media communications may be undertaken to bolster
employee and client confidence.

Corrective Action Plan

Any time a simulation exercise or an actual crises occurs a postmortem
should be performed. If any failures, deficiencies, or weaknesses in the
BCP are identified during the postmortem, a corrective agtion plan
should be created. This documentation is then used to guide changes
to the BCP in order to improve the process and .avoid future problems.

When evaluating the response to an event,ysimulated or otherwise,
notes should be gathered about what went well\and what could be
improved upon. This evaluation should include)people, processes, and
resources. It may be helpful to notesthat‘the NFPA 1600 Standard®
categorizes corrective actions asfollows:

1. Plan or standard operating procedures (SOP) revisions
2. Training
3. Equipment additiens or modifications and facilities

Once the corréctive ,action plan is completed, the results should be
used to guide the necessary modifications to the existing BCP. As with
any changes tosthe BCP, the BCP team should plan for and perform
the appropriate training and exercise(s) to ensure the changes are com-
municated and prepared for.
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