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CHAPTER 11
Information Protection Function One:
Governance

The governance function establishes and maintains a framework to
provide assurance that information protection strategies are aligned
with business objectives and consistent with applicable laws and regu-
lations. The objectives of the governance function and how they might
best be implemented are as follows:

Objective Implementation

1. Develop the IP strategy in support of business strategy and direction. Strategic management

2. Obtain senior management commitment and support. Reporting and
communication

3. Ensure the definition and implementation of roles and responsibilities
throughout the organization.

Roles and responsibilities

4. Establish reporting and communication channels that support IP
governance activities.

Reporting and
communication

5. Identify and assess the impact of current and potential legal and
regulatory issues.

Regulations and compliance
management

6. Establish and maintain policies that support business goals and
objectives.

Policies

7. Ensure the development of procedures and guidelines that support the
policies.

Procedures and guidelines

8. Develop business case and organization value analysis that support IP
program investments.

Portfolio management

IP is fundamentally a management problem, and its effectiveness is
significantly impacted by the organization’s approach to governance.
The implementation of sound IP will require the following seven
governance-related implementations.

IMPLEMENTATION ONE: STRATEGIC MANAGEMENT

Strategic management is the process of making and implementing strate-
gic decisions. It is a mechanism used to bring change to organizations to
facilitate the movement from what the organization is toward what the
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organization seeks to become. Creating an IP strategy requires that the
organization knows and understands its current resources and capabilities
for IP functionality, and also knows and understands the threats that are
present in the operational environment. The potential for a value-adding
strategy lies in management’s ability to identify opportunity for managed
change, and to move toward the desired future state with the resources
available for such a change. Strategy is the vehicle that uses an organiza-
tion’s objectives to design, develop, and deploy policies that will guide its
activities as it moves to achieve its desired future state. As shown in
Figure 1.1, there are three main elements of strategic management in this
context:

1. Strategic analysis: Understanding an organization’s strategic situation
2. Strategic choice: Choosing between courses of action
3. Strategic implementation: Putting the chosen course of action into

effect

Major Milestones
Using this model of strategic management, the process can be resolved
into six major milestones. Each of these milestones maps to one of the
main elements.

Critical business structures
& processes

Strategic
analysis

Identify strengths,
weaknesses, & gaps

Generation of
strategic options

Evaluation of
options

Selection of
strategy

Resource & budget
planning

Organization
structure

Strategic
implementation

People, processes, &
systems

Expectations &
objectives

Strategic
choice

Figure 1.1 Strategic Management.
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Six Strategic Management Milestones
1. Start-up
During the start-up part of the process, there is agreement on the
details of the work plan. The key deliverables from this part of the
work are an agreed scope, plan, and schedule. Key aspects are:

• Create a preliminary definition of the Information Protection
Management Group (called the IPM Group hereafter). Who is in
the group, how does it operate, and who is the champion represent-
ing senior management.

• Agreeing on the scope of the work (i.e., what’s in and what’s out)—
consider various dimensions: the locations, functions, and depart-
ments to cover.

• Brainstorming (and possibly using other creative management tech-
niques) and agreeing to an initial set of key issues to address as part
of the work.

• Agreeing to the plan—consider timeframes and milestones.
• Agreeing to the work schedule. Consider the candidates to interview

(top managers and other key people) and the timescales, and draft a
briefing note to give to relevant individuals.

2. Examine Existing Strategy
When examining existing strategy, a brief report on opinions, observa-
tions, comments, and key issues will be completed. The following tasks
will be done:

• Understand the business drivers for IP as the motivation for strate-
gies within the organization.

Milestones Strategic Management Element

1. Start-up Strategic analysis

2. Examine existing strategy Strategic analysis

3. Compare best practice Strategic analysis

4. Strategic options Strategic choice

5. Strategy and road map� Strategic implementation

6. Close-down� Strategic implementation
�
Strategy and road map and close-down partly map onto the strategic implementation element of the model.
The mapping is partial as the actual roll-out of the implementation of the strategy occurs over several years.

3Information Protection Function One: Governance
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• It is assumed that the members of the project team who are engaged
in this process are familiar with the:
� Statement of the organization’s values (sometimes referred to as

an organization’s operating principles). This might best be
described as “the essential nature of the organization’s culture.”

� Statement of the organization’s vision. This might best be
described as “where the organization is headed.”

� Statement of the organization’s mission (often referred to as a
mission statement). This might best be described as “how will
the organization get to where it is headed.”

Many organizations use these core documents to prepare an annual
list of strategic objectives.

• Conduct interviews with the organization’s top-level managers and other
key people to solicit their insights, views, comments, and ideas concern-
ing IP in the organization. The following areas will be explored:
� What (realistic) position does the organization currently give to IP?
� What are the main threats to the organization’s business over

the next three years?
� How is risk management effected and what is the organization’s

appetite for risk?
� What is the organization’s attitude toward enforcement of IP

polices (soft—with incentives, hard—with sanctions, mix of soft
and hard—in what proportions)?

� Budget provision for IP—historic/current/currently anticipated
for the future?

• Study the IP department to understand the department’s:
� Structure and organization (especially how it relates to other

areas of the organization).
� Objectives and targets (i.e., what are its current drivers?).
� Processes and functions (i.e., what is actually done and achieved?).

3. Compare Best Practice
When comparing best practice, a report on strengths, weaknesses, and
gaps will be completed. The following tasks will be done:

• Gather relevant information from various regulations and guidelines,
and draw upon relevant experience with other companies. Possible
sources of relevant information are:
� Sarbanes-Oxley Act (United States), European Union’s Data

Protection Directive, Canada’s PIPEDA, OECD’s Guidelines on
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the Protection of Privacy, FTC Fair Information Practices,
HIPAA, HITECH, GLBA, Safe Harbor, and so on.

� ISO 27000 series, NIST, COBIT, NFPA 1600, British Standards
Institution (BSI), PAS 56:2003 (Guide to Business Continuity
Management).

• Undertake the best practice comparison, identifying the strengths
and weaknesses of the organization’s existing IP organization, prac-
tices, and operations as well as the threats and opportunities the
organization faces at the present time. Some organizations call this
process and the resulting assessment a SWOT analysis.

• Identify and assess any gaps. This would highlight any missing prac-
tices, misaligned objectives, and inefficiencies (particular attention
will be paid to any areas where potential cost savings could be made
and/or critical investment is needed).

4. Strategic Options
During the strategic options part of the process, a report on the strate-
gic options and their change implications will be provided. There is a
need to consider “strategic fit” of the options; for example, is the pro-
posed strategy suitable, feasible, and acceptable to the organization? Is
it playing to key strengths, exploiting opportunities, capitalizing on dis-
tinctive competencies? Will it meet the organization’s objectives? Will
it fit the organization’s management values and culture? Will it be
acceptable to the organization’s stakeholders? The following tasks,
which will require working very closely with key organization staff,
will be done:

• Develop and discuss strategic options for the future of IP within the
organization. These options may cover such areas as: organization,
relationships, processes, standards, skills, resources, technologies,
and knowledge base.

• Consider the implications of these options for strategic change
within the organization. Explore positive drivers and negative resis-
tance factors for the strategic change.

• Prepare and give a presentation to key people in the organization.
• In coordination with the organization, select the most appropriate

strategic options to take forward.

5. Strategy and Road Map
During the strategy and road map part of the process, a documented
IP strategy and a road map for its implementation over the next
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several years will be provided. The following tasks, which will require
working very closely with key organization staff, will be done:

• Develop and document the IP strategy for the organization.
• Develop a road map for the next two to three years. This will be a

high-level implementation plan for the rollout of the IP strategy for
the organization. This document will deal with priorities and time-
frames for the various components of the IP strategy. Draft, first-
cut budgets, and resource levels will also be proposed wherever
possible.

• Prepare and give a presentation to communicate the strategy and
road map to key members of the organization.

6. Close-Down
During the close-down part of the process, a brief report will be pro-
vided on the lessons learned. The key aspect to include in the report is:

• Reflecting on the work and documenting what went well and any
areas of future improvement.

Key Points of the Strategic Management Process
As the governance management process proceeds, keep in mind eight
crucial issues that should be addressed:

1. Assure the alignment of IP strategy with the organization’s business
objectives.

2. Verify that the organization’s risk appetite is well understood, and
that it accurately reflects management’s attitude toward the risk of
operating and information systems.

3. Confirm that IP activities are well coordinated with and mutually
supportive of business processes.

4. Document the implemented approach to IP investment.
5. Finalize the structure, organization, and placement of the IP group.
6. Define the future structure of the IP group, identify resources

that will be needed for those plans, and define the future state
skills mix.

7. Plan for the integration and assimilation of IP strategy throughout
the organization.

8. Have a defined plan for sustaining the IP strategy.
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