
 Globalization Developments
 Terrorism
 Intellectual Property 

Protection
 E-commerce Fraud
 Security Technology
 Nation-States/Advanced 

Adversaries
 Organized Crime
 Business Intelligence Analysis
 AI Understanding

Deterrence,
Detection,

Enforcement
& Mitigation

Security
Organization
Elements

 Knowledge of the Business 
 Corporate Culture
 Succession Planning/

Knowledge Transfer
 Internal Customer Goals and 

Priorities
 Internal and External 

Partnerships 
 Brand/Reputational Risk 

Issues
 People and Asset Protection
 Supply Chain Protection
 Policy and Awareness
 Risk Assessment
 Preparedness
 Response
 Recovery

 Security Technology Systems
 Intelligence-Driven Mitigation
 Criminal Law
 Statutory and Regulatory 

Requirements
 Documented, Repeatable, 

Scalable Programs
 Stakeholder Acceptance and 

Involvement
 Incident Response and Root 

Cause Correction

Executive
Leadership 

 Project Management
 Business Organizational 

Perspective
 Strategic Thinking 
 Relationship Management
 Global Perspective 
 Cross Functional Team Building
 Diplomacy
 Judgment
 Leadership Presence
 Ethics 
 Stakeholder Understanding
 Change Management and 

Adaptability
 Financial Management

 10K and Annual Report (and 
International Equivalents) 

 Mission Values and Strategies
 Business Strategy
 Organizational Growth
 Regulation and Compliance 

Knowledge 
 Organizational Resilience
 Business Value Measures and 

Metrics
 Revenue and Cost 

Optimization
 Enterprise Risk Management 
 Knowledge of Critical Assets
 Business Process Knowledge
 Integrity Assurance

Business
Acumen
Alignment &

Acceptance
Executive Influence

CyberSecurity
& Information

Security

Emerging
Issue
Awareness

Brand Protection
& Resilience

Agility 

Comprehensiveness & 
Effectiveness Proactive & Reactive Excellence

The

Next

Security Leader

The

Next

Security Leader
GenerationGeneration

How many elements can your security function 
check off in each category?  

The Security Executive Council can help you on 
your path to becoming the high-performing 
security leader of tomorrow. 
Contact us today.
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Do You &
Your Team

Have what it takes?

 Threat intelligence 
 Data Confidentiality, Integrity, 

and Accessibility 
 Cybersecurity Operations and 

Monitoring (SOC) 
 Operational Technology Policy 

and Protection  
 Cyber Intelligence  
 AI Defense and Optimization  
 Digital Investigations

SEC
SECURITY EXECUTIVE COUNCIL

A research and advisory firm


