Define the Value of
Security's Accomplishments
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Security’s value proposition is driven by a combination of
facts—real results—and perception.

Security often has to demonstrate a risk avoided or prevented.
But there are real deliverables offered across our spectrum of
services that can (and should) be assembled to demonstrate
where and how we deliver value to the bottom line.

The following are samples of how to define and present the
value Security is bringing to the organization.
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Financial Perspective Internal Business

How do we look to shareholders? Perspective

What goals and measures in
safety, security, integrity or
other safeguards are
perceptible to shareholders?

What should we excel at?

What goals and measures in
our key protection programs
demonstrate best-in-class
practices?

Innovation & Learning

Perspective
Can we continue to improve
and create value?

What goals and measures are
calculated to improve security
at reduced cost and thereby
add value?

Customer Perspective
How do our customers see us?

What goals and measures will
contribute to customer
satisfaction and our ability
to deliver value to them?
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SEC Internal Customer Value Analysis
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This is an analysis of who values your
services and why.

Why is this important?

* Proactive defense against potential
cuts or allies take on the budgetary
burden for a service they do not
want to lose.

* Opportunity to create loyal
customers.

* Remind BUs that Security does not
own the risks, the business units do.

Example of way to roll-up findings:

Affected Organizations

Crop Protection

Yegetable and
eeds
Row Crops

Intellectual Property
Research & Development Securi
International Securi

Travel/Personal Security

Intelligence Anaysis and Reports

Cargo Theft

Public Image - Commercial
Executive Protection/Executive Travel
Site Security Facility A
Site Security Facility B
Activists

Partner X

Guardforce Services
Access Control Services

Information Security/PII
Global Security Operations Center
Crisis Management
Training and Awareness

LEGEND:
Regulatory/Contractual Requirements

Corporate Culture/Optional
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Connecting
Board-Level
Risks to
Security
Mitigation

BOARD LEVEL RISK
& SECURITY PROGRAM ELEMENTS*

Board Level
Risk Categories

Business Areas
with Security-

Security Department
Security Program
Strategies/Mitigation

\

+ Privacy policies &
compliance
« Law enforcement liaison

. Regulatory security
adherence
« Allegation response

\

« Intelligence analysis
& mitigation

« Country business risk
assessment

« Information safeguards

« Due diligence investigations

« Business intelligence
gathering

\

+ Asset protection

« Exceptions management

«Violation detection &
reporting

« Allegations of manipulation
investigations
« Regulatory inquiries

\

+ Data classification

« Intrusion detection

« Authentication & access
control

« Physical access controls
« Digital .D. management

\

« Background checks

+ Awareness & training
+ Code of conduct

+ Drug testing

« Benefits loss prevention

« Labor disruption planning

« Intellectual property
protection

\

. Re%ulatory controls

« Risk assessment

« Security programs
certification

« Partner due diligence

+ Records retention policy

« Investigations

« Program Integrity

« Regulatory compliance

«Vendor contracts/code of
ethics & regulations

\

« Information safeguards and
intellectual property
protection

« Disruption detection

« Mitigation management
« Emergency response
« Disaster recovery plans

\

\ related Risk
Brand Reputation « Customer Relationship Data
&Ethics + Community Relations
N\ + Corporate Governance
New or Emerging + Global/International
+ Mergers & Acquisitions
Ma"‘e?s for + Competition
Business
s ——
« Assets Management
« Accounting & Reporting
\L « Market Fluctuations
\\"<>\
\"‘hz—_—\\“ L
Information « Information & Privacy
« Intellectual Property
+ Networks
\ + Applications
5 « Hardware
e — + New Technologies
Human « Misconduct I )
: « Environmental Hazards
Capital « Turnover
« Employee Skills
& Performance
« Compensation & Benefits
« Labor Union Issues
« Services 1
Legal « Antitrust \folation
. +Noncompliance
Regul?tlon/ - Audits
Compliance - Accreditation
& Liabilit « Third-party Vendors
y + Supply Chain
« Liability
« Litigation
« Partnerships &
Service Providers
« Sales & Marketing
+ Procurement .
Business + R&D & Manufacturing
i « Logistics
cont_"_‘mty « Environment/Safety
& Resiliency + Distribution
+ Business Continuity
+ Outsourcing
+Branding o+

Physical/Premises
&Product

e e nnnm b et e eSS N L

« Inventory & Products
« Unauthorized Access
« Partnerships/Services
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«Warehouse facility
protection

« Property protection program
« Facility access policy

« Product protection program {
9 T



Preparedness & Competence = Anticipated Value

Preventive & Detective Measures

Responsive & Recovery Measures

Proactive identification of vulnerability mitigates
consequent risk

Quality reporting to management assures support
for programs

Tested and confirmed safeguards enable reduced
insurance costs

Innovative security enables business to safely
engages in processes deemed too risky by
competitors

Budgeted security activities favor prevention over
response

Investigation / post mortem identifies root cause of
incident to enable preventative measures in future

Demonstrated awareness by employees proactively
identifies vulnerability or hazard

Periodic testing of contingency plans affirms
preparedness

Deploying tools and activity-level safeguards
eliminate vulnerability

Potentially

Significant

®)

Business
Interruption
or Security 5
Event
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Effective planning, deployment and testing of
security technology affirms high probability of
detection and reduced response times

Security response times are x% faster than public
agencies

There is no perfect security. We are willing to
learn from our mistakes

Depth of planning and quality of response
affirmed in minimal disruption and fast recovery
from incidents

Measurably effective security countermeasures
support regulatory compliance and defense
against litigation

Management’s confidence in Security ensures
timely engagement

Quality of employee training and awareness
ensures timely and definitive response to risk
events

Security initiatives are supported because we can
demonstrate their effectiveness 6




SEC About the SEC

SECURITY EXECUTIVE COUNCIL

A research and advisory firm

SUCCESSFUL SECURITY LEADERS AND PROGRAMS

The Security Executive Council is the leading research and advisory firm
focused on corporate security risk mitigation strategies and plans. We
work with security leaders to transform security programs into more
capable and valued centers of excellence.

Get to know the SEC: Watch our 3-minute video for a quick overview.
Read what your peers have to say about working with us. Or contact us
at: contact@secleader.com

© 2018 The Security Executive Council


https://www.youtube.com/watch?v=6TEkl3b_BZQ
https://www.securityexecutivecouncil.com/about/index.html#testimonials
mailto:contact@secleader.com

