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Security
Defect

Undetected access/egress
to data center after hours

Critical doors placed in
open access mode with
no visitor control

Confidential information
unsecured in trash
in the open

Ability to obtain another's
user ID/password
in workspace
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Likely
Consequence

Sabotage/business
interruption: >$1 mil

Theft, workplace
violence potential
liability: >$1 mil

Potentially significant
depending on content

Potentially significant
depending on
user privileges

Objective: To estimate the probability of loss in areas of concern, given known

vulnerabilities.
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Results Sought: Engage management in essential areas of risk ownership and
accountability. Ideally, you want to hear: “I support your objectives in assessing these
risks. | accept our responsibility to ensure remedial action on each of these corporate
risks and will ask our general auditor to track resolution of each of these findings.”

Risk Management Strategy: In the example above, Security has examined the lessons
learned from several incidents and reviewed the results of Security Operations’ tours
and inspections over the past several months. They noted that four security defects
were frequently encountered across the range of corporate facilities: undetected access
to the 24/7 data center after hours, critical doors placed in open access mode with no
visitor control, confidential information found in unsecured trash in the open, and the
ability to obtain another’s user ID and password in the workspace. These defects, if
exploited, would have varying degrees of consequence.

To quantify the exploitability of each vulnerability, the security team conducted 10
penetration tests over a two-week period during business and non-business hours,
within spaces that management acknowledged to be sensitive. The results were as
follows:

1. Five of 10 attempts to gain access and egress to the 24/7 data center after hours
went undetected or unchallenged.

2. Seven of 10 tests found critical doors placed in open access mode with no visitor
control.

3. All 10 tests found confidential information in unsecured trash in the open within the
C-suite.

4. Four of 10 tests discovered examples of the ability to obtain another’s user ID and
password in the workspace, typically involving a note left in the open on or about a
workstation.

Security’s plan is to take these four fairly simple and straightforward examples of
exploitable security defects first to the “owners” of the various spaces where
penetration was achieved. They not only want to make these owners aware of the
defects, but they also want to acknowledge where they affirmed the effectiveness of
security practices. When pointing out deficiencies, they especially want to avoid
accusation or surprise attacks. The goal is to use this data as a strong security awareness
tool with the management team.

Where Is the Data? The data for exercises like this is in the risk assessments you should
be routinely performing. Establish standards for protection at key locations and within
routine business operations. It is essential to examine the adequacy of these protection
measures to uncover gaps in the quality of internal controls around critical assets and
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business processes. This exercise also underscores the value of post-incident, lessons-
learned examinations that reveal basic vulnerabilities in security measures. As far as
potential consequences are concerned, Security can speculate on impact of the noted
defect or they can obtain specific impact data from the business unit.

George Campbell is emeritus faculty of the Security Executive Council and former CSO of
Fidelity Investments. His book, Measures and Metrics in Corporate Security, may be
purchased through the Security Executive Council Web site. The information in this
article is copyrighted by the Security Executive Council and reprinted with permission. All
rights reserved.

Originally published in Security Technology & Design
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https://www.securityexecutivecouncil.com/secstore/index.php?main_page%20=product_info&cPath=77_65&products_id=324

Visit the Security Executive Council website for other resources
on the Security Metrics: Specific Examples series.

About the Security Executive Council

The SEC is the leading research and advisory firm focused on corporate security risk
mitigation solutions. Having worked with hundreds of companies and organizations we
have witnessed the proven practices that produce the most positive transformation.

Our subject matter experts have deep expertise in all aspects of security risk mitigation
strategy; they collaborate with security leaders to transform security programs into

more capable and valued centers of excellence. Watch our 3-minute video to learn more.

Contact us at: contact@secleader.com
Website here: https://www.securityexecutivecouncil.com/
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