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In a 2007 Security Executive Council survey, nearly 70 percent of respondents stated
that they do not collect security program metrics for the purposes of presenting to
senior management. There is little evidence to show that the statistic has changed much
since then. Sadly, the metrics boat we are missing is not just a vehicle that might take us
to a cozier career life. It's where we are supposed to be, it's where our job asks us to be,
and it’s where our senior management should want us to be — whether they can
verbalize it or not.

The survey referenced above asked respondents why they did not collect metrics, and
three themes emerged among their answers:

1. Management has not shown interest or requested such information.
2. My program does not have the funding or budget to do that.
3. I would not know where to start.

This article will eliminate the third obstacle by laying out the basic steps for creating a
security metrics program. But before we go there, let’s quickly address obstacles 1 and
2.

Problem: Management has not requested security metrics.
Solution: Surprise them.

In one way, you are lucky. You are flying so far below the radar that they do not even
know you are there. Consider this: Does your management want to be able to clearly
see whether you are conforming with corporate values and policies? Would they like to
have a visual representation of the state of the company’s risk — desirable or
undesirable? Would they like to have measurements and data at hand that show
whether the company is in compliance with applicable laws and regulations? Do they
want to know whether past and current security investments have resulted in decreased
risk or fewer incidents, so they can more easily determine the direction of future
investment?

You can provide all this with security metrics. If management is not asking for them, the
best-case scenario is that they do not realize that metrics are the way to get these
results.

The worst-case scenario is that either they do not consider Security an important part of
the business, or they do not know what Security does. They are asking for metrics from
nearly every other business unit. If they are not asking you, it might be because they are
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not thinking about you at all. If that is the case, you have big problems.

But when it all comes down, it does not matter why management is not asking us for
metrics. We should be providing them. As the security experts, it is our job to manage
risk and to inform management on our status. We should be taking metrics to them —
we should not have to wait to be asked.

Problem: We do not have the money to create a security metrics program.
Solution: What money?

Measuring your various programs is not something extra to do. It is a key element of
management and an expectation of your position. Metrics are the outputs of the
measuring process. The tools and data you need to create security metrics already exist.
If you conduct after-action reviews, if you speak to your peers about trends and best
practices, if you assess your risk on a regular basis, if you track project status or log
incidents, you already have the necessary data. If you have access to a computer with
PowerPoint, you already have the necessary tools and technology. Do you need to do
some analysis to turn this data into metrics? Of course. You might not have the budget
to dedicate a staff member to metrics creation, but who better to develop the necessary
metrics than you? You know the program, the business, the risk, the needs, and you
have the authority to collect and access all the information you need.

And again, if we as security professionals are not doing what we can to ensure that
management is informed of business risk and how we are addressing it, we are not
meeting the obligations of our position. If building metrics means we have to put in
more time, then as difficult as it may be, every security manager at every level should
put in that time.

With those objections behind us, let’s consider five steps in building a responsive
security metrics program.

Step 1: Identify the business drivers and objectives for the security metrics program.

A security metrics program is as important for the business as for Security. As discussed,
security metrics can provide all kinds of results that senior management would
appreciate, such as evidence of regulatory compliance and assessment of security
program investments. Before you set out building your program, consider your business’
goals, needs, values and policies. Think about the specific results metrics could provide
and how they match your company’s objectives. Focus on creating a metrics program
that responds to the primary concerns of your business.

Then, lay out the objectives of your metrics program. Do you wish to use metrics to
make a positive impact on company policy and culture? To impact risk exposure? To
demonstrate Security’s alignment with business goals? To demonstrate cost
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effectiveness and the value of Security? Be clear on your priorities and objectives as you
begin to develop your program, and record them in writing as a resource for the future.

Do not take this step lightly. Create a formal process for identifying what management
wants and needs, and communicate to them Security’s role in their vision. There is a
clear correlation between how well you identify these needs and how successful your
program will be.

Step 2: Determine who your metrics are intended to inform and influence.

Chances are, as you begin to create security metrics, you will find that different metrics
address different business units and different levels of the management hierarchy. For
example, a metric that demonstrates a business unit’s inaction to correct a known,
reported vulnerability could be presented to the business unit manager (to encourage
them to correct the issue) or to an internal audit committee (to preemptively show that
Security reported the problem for correction). Each of these audiences has a unique
agenda and set of needs, and the presentation of the metric should be tailored to speak
to the needs of the given audience. It might be helpful to create a list of all potential
audiences and their primary business goals, which you can use as both a reminder and a
reference as you create individual metrics.

Regardless, metrics should be presented as enabling tools rather than criticisms
whenever possible. They will more likely result in positive action if the audience feels he
or she is being given an opportunity rather than a tongue-lashing.

Step 3: Identify the types and locations of data essential for actionable security
metrics.

Actionable metrics require analysis, draw conclusions and tell a story. The results they
demonstrate provide direction for decisions, affirm actions taken, or provide clarity for
next steps. Non- actionable metrics simply count things and have little value for
influencing or finding causes of risk.
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Step 3:ldentify the types and locations of data

essential for relevant and actionable security metrics.
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Take a look at the business drivers and objectives you outlined in step one, and then
consider the types of data you might need in order to create meaningful metrics that
help meet those objectives. Have your programs resulted in an improved state of risk
management? How, by how much and why? What was learned that should modify
business process and thereby eliminate future risk? You have a staggering amount of
data in the files associated with your service portfolio. You have invested financial,
personnel and technology resources into understanding, preventing and responding to
the risks on your watch. What have these investments accomplished?

Step 4: Establish relevant metrics.

Relevant metrics clearly link to something you want to accomplish that has a direct
benefit to the business. We can approach this step in a couple of ways:

A. Establishing metrics that demonstrate our role in enterprise risk management; and
B. Establishing metrics that demonstrate our alignment with business strategy and
objectives.

4A) Risk-related metrics.

Risk-related metrics enable you to determine and to demonstrate to management how
Security programs and services are impacting the risk to the business.

To develop these: 1. Prioritize the risks confronting your enterprise. Which are most
important to the business, and which have the greatest potential negative impact?

2. Determine which risks Security has full or partial responsibility for managing.
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(Remember that these may be assigned to any business unit)
3. Inventory the products and services you have in place to address these risks.

4. Identify the results management wants to see from its investment in these products
or services; how these products and services are impacting risk management (positively
or negatively); and whether they are doing the job reliably and cost-effectively.

These four steps will help you narrow your focus to develop metrics that matter to the
business and that can demonstrate meaningful results you can use. In step 4, you will be
pulling from the data you just identified to make your metrics.

The graphic below offers one example of how a risk that is identified as high priority can
be combined with data to create an effective metric.

Translating an Incident Trend into Metrics

Area of Risk | | Increases in frequency and severity of workplace violence incidents |
Contributing For past year, 42% 32% on night Postmortems indicate | | Security not informed
Vulnerabilities | | involved spousal shift involved poor coordination & by HR of pending
conflicts with alcohol training of HR & terminations
restraining °rdi“/ Security personnel
Mitigating New policies on First line supervisors receive | [ HR/Security Workplace violence
Actions restraining orders || managing aggressive Intervention Team | | protocols & training
& no alcohol on site|| behavior training formed & trained || implemented
Measures & Increases in reporting % reductions in % reductions in
Metrics of restraining orders workplace violence alcohol-related cases
& confrontations
Postmortems show training Employee surveys
& intervention techniques work show improved safety

4B) Metrics that show Security’s business alignment and value.

Can you envision a metric that demonstrates the results of the steps are you taking to
reduce or manage program costs while maintaining or improving the state of security in
your company? For example, do we not have a value story to tell if we have significantly
reduced hours of costly guard post coverage by installing technology? If our safeguards
measurably remove a vulnerability that could impact brand reputation and compromise
customer confidence in our products or services, do we not provide a value to our
shareholders while contributing to customer satisfaction? When our benchmarking
demonstrates that a service we provide is delivered at lower cost than that of our
competition, isn’t this a value metric understood by top management?

As you establish your metrics, focus on developing ones that could serve the dual
purposes of assessing risk and demonstrating value. Highlight metrics that show such
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benefits as increased protection and decreased cost, enhanced customer satisfaction or
confidence due to security measures, increased recovery of losses, reduced risk to
revenue-generating activities, reduced insurance costs, reduced risk of attack, and
reduced notable audit findings attributable to security defects.

Step 5: Establish internal controls to ensure integrity of data and data assessments,
and to protect confidentiality.

Without data integrity, your metrics will be useless. In this case, data integrity means
more than basic information security. It also encompasses ensuring that data is reliable,
accurate and appropriately managed. There are several levels of internal controls
necessary.

e Ensure accountability. Someone must be responsible and accountable for data
integrity.

* Ensure integrity. Make sure the content of reports, logs, incident and investigation
reports and other sources is accurate and verifiable. These sources must be competently
prepared and reviewed.

* Manage data appropriately. Ideally, data should be stored in a way that enables
searching, analysis and enterprise-wide data entry from approved sources.

* Keep it relevant. Maintain a process of data analysis and assessment that enables you
to reach timely conclusions that matter to the core needs of the business.

* Ensure data security. Store data and metrics securely in a manner that is appropriate
to the sensitivity of the data, and maintain a process for labeling and handling of
metrics.

If You Are Not Measuring, You Are Not Managing

Security metrics is not rocket science. Our IT security colleagues do it, so we can use
their business performance measures and metrics to guide our resource allocation plans
and enable reliable assessment of their impact. When we apply intelligence and
discipline to their analysis and reporting, we positively influence enterprise protection
and contribute directly to corporate health and profitability.

It is important for us as individual business leaders to develop metrics programs in our
organizations, not just because it is good for business and security, but because outside
forces may be stepping in to strongly recommend that we do.

George Campbell is emeritus faculty of the Security Executive Council and former CSO of
Fidelity Investments. His book, Measures and Metrics in Corporate Security, may be
purchased through the Security Executive Council Web site. The information in this
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https://www.securityexecutivecouncil.com/secstore/index.php?main_page=product_info&cPath=77_65&products_id=324

article is copyrighted by the Security Executive Council and reprinted with permission. All
rights reserved.

Marleah Blades is senior editor for the Security Executive Council (SEC). Prior to joining
the SEC she served for six years as managing editor of Security Technology & Design
magazine.

Originally published in Security Technology Executive
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Visit the Security Executive Council website for other resources
on the Getting Started with Security Metrics series.

About the Security Executive Council

The SEC is the leading research and advisory firm focused on corporate security risk
mitigation solutions. Having worked with hundreds of companies and organizations we
have witnessed the proven practices that produce the most positive transformation.

Our subject matter experts have deep expertise in all aspects of security risk mitigation
strategy; they collaborate with security leaders to transform security programs into

more capable and valued centers of excellence. Watch our 3-minute video to learn more.

Contact us at: contact@secleader.com
Website here: https://www.securityexecutivecouncil.com/
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