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and responsible in that medium as well as in the physical world. 
At its core, the purpose of cybervetting is to ensure that (1) the 
person being considered is trustworthy, (2) the individual has 
behaved in a manner consistent with law enforcement mores, and 
(3) if the person has not behaved in an appropriate manner, his 
or her future online and offline behavior is likely to become and 
remain acceptable through training, maturation, and supervision. 

When implemented within the framework of the law, cybervetting 
has the potential to yield a number of benefits to law enforcement. 
First, cybervetting should increase public confidence in 
the professionalism of policing by reducing the number 
and magnitude of inappropriate behaviors attributed to law 
enforcement personnel. Furthermore, Internet search results may
1.	� corroborate or contradict information provided on a resume 

or job application;
2.	� identify candidates and employees who posted text, audio, or 

images that
	 a.	 contain sensitive law enforcement information,
	 b.	� reflect a subject has engaged in criminal or status offenses, 
	 c.	� indicate a subject is associated with hate, criminal, or 

terrorist organizations, or 
	 d.	 reflect a subject is a danger to self or others. 

Law enforcement agencies must exercise caution when developing, 
implementing, and monitoring these types of policies. The following 
legal, ethical, practical, and technical issues must be considered.
1.	� Employers may be in danger of acquiring certain types 

of information that hampers rather than helps effective, 
efficient, and appropriate personnel practices.

	 a.	� Information pertaining to protected classes4 may have been 
posted by applicants or employees or inferred based on the 
websites where they have participated (for example, http://
www.outeverywhere.com and http://www.blackplanet.com). 

2.	� Failure to examine and consider case law when developing 
cybervetting may lead to violations of the U.S. Constitution, 
such as the provisions applicable to freedom of speech and 
assembly.

3.	� False positives may occur, such as basing adverse employment 
decisions on Internet information that is applicable to another 
person or that was falsely manufactured to harm the person 
under review.

4.	� Employers may limit their acquisition and retention of talent by
	 a.	 overreacting to trivial indiscretions,5 
	 b.	� applying cybervetting practices that are irrelevant for 

predicting future behavior, or
	 c.	� accepting too many false positives due to widespread 

inaccurate information in cyberspace.

Cybervetting is an assessment of a person’s suitability to hold a 
position using information found on the Internet to help make 
that determination. Cybervetting occurs even though there are no 
generally accepted guidelines and procedures for fair, complete, 
and efficient Internet searches for this purpose. Job applicants, 
employees, and employers are often uncertain whether cybervetting 
is legal, where privacy rights begin and end, and what cyber 
behaviors and postings should be subject to cybervetting. 

The purpose of this document is to present policies and practices 
to consider when using the Internet to search for information on 
law enforcement applicants, candidates, and incumbents, and 
when developing social media policies to limit inappropriate 
online behaviors. Cybervetting guidelines need to strike the 
right balance between individuals’ constitutional rights and 
law enforcement agencies’ due diligence responsibilities for 
screening out undesirable job applicants and employees. 

Background
In the mid- to late-2000s, the ease, speed, and cost of 
electronically searching for information pertaining to a specific 
person or a group of persons became easier and cheaper because 
of increased (1) access to the Internet,1 (2) availability of search 
engines, (3) availability of public records on the Internet, and 
(4) popularity of social media and video sharing websites.

As social media gains prominence in the cyber arena, its effects 
are also felt in the brick and mortar environment. Within law 
enforcement, many of the spillover effects have been of significant 
consequence. User-generated content is used by attorneys to 
impeach officer testimony and to support claims of negligent 
hiring and retention of police officers.2 Additionally, police officer 
misconduct involving online and mobile communications has 
contributed to an increase in sexual harassment lawsuits.3 From 
a personal safety perspective, the Internet provides offenders 
with instantaneous access to information about law enforcement 
personnel and their families who choose to have a web 
presence. In response to these concerns, many law enforcement 
administrators are reviewing information found online to 
supplement pre-employment screening and post hire monitoring.

Using the Internet to gather information concerning job 
applicants and incumbents is an extension of existing background 
investigations conducted on persons applying for positions and 
promotions within law enforcement. The Internet is merely a 
new source to identify and collect information about people’s 
behavior. The critical difference is that much of what people 
do today is done on the Internet. People need to be trustworthy 

Section 1.	
Introduction

http://www.outeverywhere.com
http://www.outeverywhere.com
http://www.blackplanet.com
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Strawman proposals from the literature review and results from 
SME interviews were used to craft an online survey hosted by the 
IACP. The survey was developed to gather feedback from SMEs 
and stakeholders about the cybervetting policies and practices. 
PERSEREC and IACP wanted to learn more about the perceived 
utility, practicality, and legality of these policies and practices. 
Survey participants were asked to read each survey item and 
indicate if they (1) agree, (2) agree only if the item is modified, 
or (3) disagree. Participants were also given the opportunity to 
describe how they would modify the item. 

The first draft of the cybervetting guidelines was created 
based on the survey results. Survey items with a high degree 
of disagreement were discarded, while most other items were 
modified using the suggestions provided by survey respondents. 
These guidelines were then presented at 16 focus groups. A focus 
group is a qualitative research method in which a moderator 
directs a small group of people in an interactive discussion 
designed to elicit opinions and perceptions about a specific topic. 
These groups consisted of SMEs, stakeholders, and affected 
practitioners. Specifically, sworn law enforcement personnel, 
cadets, academics, human resource specialists, employment 
lawyers, technology experts, privacy advocates, recruiters, 
bloggers, security managers, background investigators, fraud 
investigators, private sector representatives, and city, state, and 
federal officials attended these focus groups.7

The focus groups were designed to bring an array of professionals 
to the table, because (1) the data of interest pertained to two 
employment sectors and (2) the development of lawful and just 
cybervetting guidelines benefited from input from a diverse group 
of professionals. For example, employment lawyers provided 
comments pertaining to what Internet-related information 
could and should be asked on a job application; privacy 
advocates shared concerns about accessing information that 
employers should not be using to make employment decisions; 
and background investigators provided information on the 
investigative process and explained how useful information from 
the Internet could be retrieved during the investigative stage of 
the employment and security clearance processes. 

The guidelines initially consisted of more than 100 specific 
items. Due to time and participant limitations, we were not able 
to cover each item in every focus group. The items that were 
covered were subject to revision based on the group’s feedback.8 
Group moderators attempted to achieve consensus on each item, 
and when consensus could not be reached, a vote was taken. 
The suggested revision with the most votes moved on to the next 
focus group. When a group suggested that an item be stricken, 
the item was carried over to the next focus group for their 
opinion. After two focus groups indicated that an item should be 
stricken, the item was removed from the proposed guidelines. 
However, if a deleted item was brought up at subsequent focus 
groups, it was reintroduced into the guidelines for additional 
consideration.

5.	� Cybervetting is likely to add to the cost and duration of the 
background investigation and continuing evaluation process.

Approach
This project was a collaborative effort between the International 
Association of Chiefs of Police (IACP), the Defense Personnel 
Security Research Center (PERSEREC), and hundreds of subject 
matter experts (SME) and stakeholders to develop policies and 
procedures for vetting and monitoring cyber behaviors and 
postings of prospective employees, incumbents, and national 
security clearance holders. The guidelines presented in this 
document pertain to law enforcement; cybervetting guidelines for 
national security positions are provided in a separate report.6

To create effective, efficient, and just cybervetting guidelines, 
this project set out to identify (1) boundaries where subjects’ 
reasonable expectations of privacy end and where the 
government’s due diligence responsibility for monitoring and 
investigating people holding or seeking sensitive positions 
begins, (2) common standards of proof regarding identifying the 
person who actually engaged in the cyber behavior of concern, 
and (3) the most effective, efficient, and appropriate means for 
collecting and adjudicating cyber posting/behavior information. 

The first step toward developing relevant and useful guidelines 
was to conduct a literature review on (1) the use of online 
information when making employment decisions, (2) social 
media policies, and (3) relevant employment law. Cybervetting 
recommendations were culled from a variety of sources, including 
peer-reviewed articles, agency and organization reports, 
journalistic reports, and government and private sector cyber-
related policies. In addition, presentations about the project 
were made to the ASIS Defense and Intelligence Council and the 
Institute for Law Enforcement Administration. Members of the 
audience were asked to share their organizations’ cybervetting 
and social media policies and procedures with the research team. 

The literature review produced a set of strawman proposals and also 
provided names of SMEs—people with in-depth knowledge and 
experience in related areas. We were most interested in SMEs who 
were experienced professionals in one or more of the following fields:

•	law enforcement administration
•	national security
•	�preemployment screening and background investigations
•	�employment recruitment and selection
•	employment law
•	privacy
•	open-source intelligence
•	social media and blogging

The second step was to interview a subset of the identified SMEs. 
During these interviews, SMEs were asked to (1) list the pros and 
cons associated with cybervetting, (2) identify specific practices 
that should be used or avoided, (3) define public and private 
online information, (4) identify legal and privacy concerns, and 
(5) provide names of other SMEs. 
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How to Use This Document
These guidelines were designed to provide law enforcement 
executives with information they need in order to develop 
solutions that address the needs of their community. They do not 
represent a “suggested” or “model” solution that law enforcement 
agencies are recommended to follow.

Each law enforcement agency operates in a unique environment 
of federal, district, and appellate court rulings, state laws, local 
ordinances, regulations, judicial and administrative decisions, and 
collective-bargaining agreements that must be considered by a 
chief while designing policies and procedures for their department.

In addition, the formulation of specific agency policies must 
take into account local, political, and community perspectives 
and customs, prerogatives, and demands; often divergent law 
enforcement strategies and philosophies; and the impact of varied 
agency resource capabilities, among other factors.

Section 2 contains guidelines that law enforcement agencies 
should consider when developing a cybervetting policy. Some of 
the draft policies presented may be applicable to the department 
without modification. Others may not be applicable at all or 
only with modification. Additional policies not included in this 
document may need to be added. It is hoped that the guidelines 
presented will serve as a good starting place for law enforcement 
agencies interested in establishing cybervetting polices.

Each section of this report contains additional useful information 
such as important facts, case law,10 and anecdotes of social media 
in the workplace. Section 3 provides a list of additional resources 
that may be useful when formulating policy. 

Key terms within this document are hyperlinked to definitions 
within the glossary located in Section 5. It should be noted that 
there are hundreds of social networking sites and each uses unique 
terms for describing similar acts and functions. For example, 
the Facebook phrase “friend request” refers to the act of asking 
someone to be one’s friend. LinkedIn uses the phrase “invite to 
connect” to add someone to one’s professional network, and Twitter 
users “follow” other users. For the sake of consistency and ease of 
reading, this report often uses Facebook terminology. This language 
was selected because Facebook has more than 500 million active 
users,11 more users than any other social networking site. 

Appendix A contains a sample consent form and supplemental 
background questionnaire. Appendix B presents the types of 
professionals who participated in this project. Appendix C 
contains the cybervetting guidelines without accompanying text.

Finally, it should be noted that this document was written with 
U.S. law enforcement agencies in mind, specifically, state, local, 
and tribal law enforcement agencies. Federal law enforcement 
agencies interested in establishing cybervetting polices and 
procedures are encouraged to utilize both this document and its 
companion report.12

Items were added to the guidelines when focus groups suggested 
policies or procedures not already covered. Some agencies 
provided their cyber-related policies after having a representative 
attend a focus group. Practices not already included in the project’s 
guidelines were added and vetted at subsequent focus groups. 

Two exceptions were made to this methodology. If an item was 
selected for deletion in both Groups 14 and 15, the item was carried 
over to Group 16, the capstone focus group. Group 16 discussed the 
merits and concerns about the item and decided whether or not the 
item would remain in the guidelines. The purpose of this exception 
was to prevent items that withstood multiple focus groups from 
being eliminated without due consideration. 

The second methodological exception only concerned Group 16. 
This group reviewed every item listed within the guidelines and 
suggested one new item (item is noted within the report). Group 16 
also suggested more descriptive text be added to the report in order 
to provide context to some of the items within the guidelines.

Focus groups were hosted by local agencies or companies. 
They supplied meeting space, audio/visual equipment, and 
refreshments. The names of SMEs and focus group participants 
who donated their time and expertise to this project are listed in 
the acknowledgments section of this report. 

Focus groups 1–15 were held in the following locations:
•	Monterey, California
•	Plano, Texas (2)
•	St. Paul, Minnesota
•	Chicago, Illinois
•	Denver, Colorado
•	Atlanta, Georgia
•	Orlando, Florida

•	Redmond, Washington
•	Baltimore, Maryland
•	Falls Church, Virginia
•	Akron, Ohio
•	Wayne, New Jersey
•	Boston, Massachusetts
•	Toronto, Ontario

The draft guidelines that resulted from these meetings were 
reviewed and revised at the capstone focus group, hosted by the 
IACP, in Alexandria, Virginia. Focus group hosts,9 and personnel 
from the IACP and PERSEREC attended this meeting. 

As a result of this collective effort, guidelines for effectively, 
efficiently, and fairly searching the Internet to obtain information 
on job applicants and employees are provided in this document. 
The following areas are addressed:

•	�Cybervetting – an assessment of a person’s suitability to 
hold a position using information found on the Internet. 

•	�Social media – policies and practices designed to limit 
employees’ ability to expose their agencies to increased 
liability by degrading their agencies’ image through 
inappropriate online behavior, or to endanger themselves or 
their families by posting information that could be misused 
by others. 

•	�Authentication – an assessment of the validity and 
reliability of data obtained from the Internet.

•	�Adjudication – an assessment of an individual’s reliability, 
trustworthiness, and fitness to serve in a position of trust. 
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	 b.	� reviewed periodically by management and updated as 
needed;

	 c.	 reviewed and approved by the agency’s legal counsel; and
	 d.	 made available to the public.
2.	� An agency’s cybervetting policy should also apply to 

third parties who engage in work on behalf of that agency. 
Organizations that provide policing services (for example, 
9-1-1 dispatching or background investigations) should 
contractually agree to maintain consistency with the cyber-
related policies an agency has in effect.15

Preemployment Screening and  
Post Hire Monitoring
With respect to preemployment screening, an agency must 
decide at which point within the hiring process it is most 
advantageous to cybervet. The decision to search the Internet 
for information on an applicant or a candidate will be based 
on a series of factors including the size of the applicant pool, 
the number of qualified applicants, the number of candidates, 
the cost of conducting the check, its productivity in identifying 
issues of concern, the accuracy and reliability of information 
found during the check, the agency resources and budget, 
the components of the planned cybervetting program, and the 
costs associated with other available preemployment screening 
techniques and systems. 

The cost and extent to which agencies can disqualify applicants 
from employment because of online behaviors or other online 
information, as well as the accuracy and reliability of that 
information, will affect when those checks should be conducted 
in the selection process. If the measures that eliminate the 
most applicants per dollar spent are applied first, and those 
measures are based on authenticated information, the department 
may be able to reduce costs by not having to pay for other 
elements of the selection process (for example, physical fitness 
exams, psychological and polygraph tests, and background 
investigations) and do so in a legally defensible manner. 
However, cybervetting applicants can be time consuming and 
expensive, especially if agencies have large pools of applicants. 
Agencies with a large applicant pool may find it too expensive to 
cybervet all applicants. 

Depending on how a cybervetting program is structured, 
conducting searches on candidates rather than applicants 
may require fewer resources because the candidate pools are 
often much smaller than the original applicant pools. However, 
agencies run the risk of disqualifying a candidate because of 

Increasingly, employers are searching the Internet for information 
on potential recruits13 and existing employees. Furthermore, a 
recent research effort sponsored by the Microsoft Corporation 
found that 70 percent of U.S. recruiters and human resource 
professionals decided not to hire candidates because of 
information they found online.14

Problems such as invading privacy and using inaccurate 
information to make employment decisions may arise when 
agencies use online content without a clear and well-thought-
out organizational policy for doing so. The following section 
is designed to help agencies develop a lawful and enforceable 
cybervetting program that meets its specific needs. 

When developing a cybervetting policy, policy makers must take 
into consideration a number of factors, such as the following:

•	The purpose and scope of cybervetting.
•	�At what stage during the hiring process should cybervetting 

occur? At what stages during employment should 
cybervetting occur?

•	�Should notice of cybervetting be given to those being vetted?
•	Is consent required?
•	�What are the requirements for personnel conducting 

Internet searches?
•	�What personal information will be used to facilitate a 

complete and accurate cyber investigation?
•	What are appropriate cybervetting methods?
•	How will cybervetting results be authenticated?
•	�How should decision makers adjudicate cybervetting 

results?
•	�How will cybervetting results be protected from 

unauthorized disclosure?
•	�What are the potential political and resource costs from 

deciding to implement or not implement cybervetting?
•	�What will be the resource impact of adding this type of 

vetting?

Purpose and Scope 
This section of the report provides general guidance on 
developing a cybervetting policy.
1.	� Law enforcement agencies should create a cybervetting 

policy that describes the purpose and scope of cybervetting. 
The policy should include information on the general types 
of information checked, collected, and used. This policy 
should be 

	 a.	� applied uniformly to all applicants, candidates, and 
incumbents;

Section 2.	
Developing a Cybervetting Policy
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agencies that want to incorporate cybervetting into their 
background investigations are not legally required to inform 
job applicants, candidates, or incumbents about employment-
related cybervetting unless those searches are performed by a 
third party (see Figure 1).

Obtaining consent is essential if an agency intends to gather 
information from a website, social networking profile, or other 
cyber source protected by a password. Table 1 summarizes case 
law pertaining to unauthorized access to password-protected 
websites as well as the permissible use of third party login 
credentials to access these sites. This is an emerging area of case 
law. Agencies that engage in cybervetting should stay abreast 
of court rulings relating to employment and social media and be 
prepared to modify their cybervetting strategies in accordance 
with these rulings.

Lastly, law enforcement executives should also be aware that 
consent may be required when collecting personally identifying 
and publicly available data housed on servers in other countries. 
Privacy laws and regulations in Europe, Canada, and Asia are 

online information after having paid for the candidate to undergo 
a battery of checks, tests, and evaluations. 

Agencies must also decide when it is most appropriate to 
conduct searches on incumbents. Staffing, budget, and other 
resource considerations may affect how often these searches are 
conducted on employees. Agencies may want to conduct cyber 
searches on employees when (1) they become aware of cyber 
behavior or postings that are in violation of existing policies, 
(2) when an employee is considered for promotion, (3) when 
retention and disciplinary decisions are made, or (4) when a 
specified length of time has passed since the last time that 
person was cybervetted. 

Notice and Consent 
During focus group discussions, many participants indicated 
that notice and consent are important components of the 
cybervetting process. Notice protects privacy by allowing job 
applicants to make informed decisions about the collection and 
use of their personal, albeit publicly available, information and 
self-select out of the hiring process. However, law enforcement 

15 U.S.C. § 1681 regulates the collection, dissemination, and use of consumer information, including consumer credit information. 
The Fair Credit Reporting Act (FCRA) also covers investigative consumer reports. 

A consumer report contains information about your personal and credit characteristics, character, general reputation, 
and lifestyle. To be covered by the FCRA, a report must be prepared by a consumer reporting agency (CRA) — a business 
that assembles such reports for other businesses…investigative consumer reports — reports that include interviews with an 
applicant’s or employee’s friends, neighbors, and associates. All of these types of reports are consumer reports if they are 
obtained from a CRA.16

Law enforcement agencies using third parties to conduct Cyber searches for cybervetting purposes will need to adhere to the 
following requirements:

15 U.S.C. 1681d

(a) Disclosure of fact of preparation. A person may not procure or cause to be prepared an investigative consumer report on any 
consumer unless:

(1) It is clearly and accurately disclosed to the consumer than an investigative consumer report including information as to his 
character, general reputation, personal characteristics, and mode of living, whichever are applicable, may be made … 

(b) Disclosure on request of nature and scope of investigation. Any person who procures or causes to be prepared an investigative 
consumer report on any consumer shall, upon written request made by the consumer,… make a complete and accurate disclosure of 
the nature and scope of the investigation requested. 

In other words, if law enforcement agencies use third parties to perform cybervetting functions they will need to inform anyone who 
might be cybervetted that this type of investigation may be conducted. 

The FCRA does not apply to (1) investigations conducted by an employer’s personnel, or (2) when a third party, whose primary 
business is something other than providing such reports, conducts the investigation. 17

Figure 1.  Fair Credit Reporting Act (FCRA)
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Lateral Police Transfers
Focus group participants expressed concern that an agency 
seeking to hire additional personnel might not be willing or 
able to share disqualifying information discovered during the 
cybervetting process with a lateral applicant’s current employer 
without first obtaining consent from the applicant. The following 
item was drafted in an effort to address this concern:
1.	� Law enforcement agencies should notify lateral applicants 

that any information that is of a public safety concern or 
reflects upon their fitness for the position of a police officer 
may be shared with their current employer if the chief 
executive or designee at the agency conducting the vetting 
deems it necessary. 

Cyber Searches
Personnel Authorized to Conduct Cybervetting
Comments made during one focus group indicated that some 
agencies are using college interns to search the Internet for 

protective of personally identifying data, requiring public and 
private record holders to allow users to opt in before the records 
can be collected and/or disclosed. 20

Chief executives may want to incorporate the following notice and 
consent guidelines into agency cybervetting policies:
1.	� Law enforcement agencies shall inform applicants, 

candidates, and incumbents, in writing, that the Internet may 
be used to search for relevant information on them and that 
relevant online information may be collected and used to 
make employment decisions. 

2.	� With applicants’, candidates’, and incumbents’ consent, law 
enforcement agencies may review online information about 
these individuals available on websites where a subject’s 
password is required to view content.

3.	� Applicants, candidates, and incumbents should be notified 
that failure to provide consent and/or deliberate concealment 
of or prevention of access to online content may impact on 
their employment status. 

Table 1.  �Case Law Concerning Access to Password-Protected Websites via Third-Party Login 
Credentials

Case Background Ruling

Pietrylo v. 
Hillstone 
Restaurant 
Group, Docket 
No. 2:06-cv-
05754 (D.N.J. 
2008)

Two employees were terminated by the Hillstone 
Restaurant Group for posting derogatory comments 
on a password-protected MySpace page. The lawsuit 
claimed the restaurant’s managers “strong-armed 
and threatened a member of the private group so 
that this member was forced into providing them 
with the member’s e-mail address and password.”

June 2009: A jury found that the restaurant’s managers 
“violated the Stored Communications Act and the New 
Jersey Wire Tapping and Electronic Surveillance Act 
by accessing the MySpace page without authorization.” 

With respect to the invasion of privacy claim, “the jury 
found that the plaintiffs had no reasonable expectation to 
privacy on MySpace.”18

September 2009: The Federal District Court of New 
Jersey upheld the jury’s verdict. Hillstone Restaurant 
Group was held liable for violations of the Stored 
Communications Act, 18 U.S.C. §§ 2701-2710, and New 
Jersey’s electronic surveillance statute. 

Konop v. 
Hawaiian 
Airlines, Inc., 
302 F.3d 868, 
885 (9th Cir. 
2002)

The plaintiff, a pilot for Hawaiian Airlines, created 
a password-protected website critical of Hawaiian 
Airlines’ president and union. 

The Hawaiian Airlines Vice President (VP), without 
the plaintiff’s authorization, accessed the website using 
another pilot’s username and password. However, the 
authorized user had never before accessed the website. 

The plaintiff also claimed the VP disclosed the 
contents of the website to Hawaiian Airline’s 
president and the Air Line Pilots Association.

The VP accessed the website a second time by 
using the name and password of another pilot. 
This pilot had previously accessed the website and 
consented to the VP’s use of his login credentials. 

Ninth Circuit Court ruled that the unauthorized access 
and review of the contents on a password-protected 
website can constitute violations of the Wiretap Act, 18 
U.S.C. §§ 2510-2520, and the Stored Communications 
Act, 18 U.S.C. §§ 2701-2710. 

The court also “held that the Stored Communications 
Act authorizes users of a website to give permission to 
others to access the website, but must actually access 
the website to be a “user;” absent access, the person 
has no authority to authorize a third party to access the 
website.”19
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	 d.	� About any electronic content that would suggest a conflict 
of interest or could reflect negatively upon themselves 
or the potential employer. They should be afforded the 
opportunity to explain any potential concern.

	 e.	� If they have ever been a victim of identity theft, cyber 
bullying, or malicious postings. They should be afforded 
the opportunity to explain any potential concern they 
think might surface during the cybervetting process.

2.	� Law enforcement agencies should not ask for passwords. 
See Figure 2 for information on one city’s attempt to ask job 
applicants for passwords. 

Search Practices
The cybervetting practices suggested below are those practices 
that were agreed upon in the focus groups. An agency’s search 
techniques should not be limited to the items in this section 
because as technology progresses, new and more efficient search 
methods will likely become available. 
1.	� Before drafting cybervetting practices, an agency should first 

ensure that policy makers know how social media tools work. 
Decision makers should stay abreast of policy and technical 
changes made by social networking sites. 

information on job candidates. While the intern may know how to 
navigate the Internet and social media better than most, he or she 
is acting in this case as a human resource investigator. This type 
of investigator should be someone whose background indicates 
that he or she is suitable for access to personal information.
1.	� Personnel authorized to conduct cybervetting should be 

classified as holding a sensitive position and vetted in 
accordance with that classification. 

2.	� Personnel authorized to conduct cybervetting should be notified 
that information collected from the Internet is confidential. 

Employment Application or Background 
Questionnaire
The employment application or background questionnaire can 
be used to collect personal information needed to conduct a 
thorough Internet search on potential employees and incumbents. 
For example, some personal information may be used as search 
terms, while other information may be used to mitigate or refute 
search results. Law enforcement agencies that plan or are 
already cybervetting prospective employees should consider 
incorporating the following questions into their employment 
applications or background questionnaires:
1.	� The employment application or background questionnaire 

should ask job applicants, candidates, or incumbents:
	 a.	� For any e-mail addresses they have used over a period of 

time (period of time to be determined by the agency and 
the scope of its investigation). They should be notified that 
e-mail addresses will be used as search terms and that 
they are not required to disclose legally restricted e-mail 
addresses (for example, undercover or classified e-mail 
addresses). 

	 b.	� For online screen names, handles, or nicknames used 
over a period of time (period of time to be determined by 
the agency and the scope of its investigation). They should 
be notified that screen names, handles, and nicknames 
will be used as search terms. Requests should be limited 
to usernames and should not include information such as 
login credentials for online health care and banking.

	 c.	� For the websites or blogs where they are members, where 
they frequent, or where they contribute. 

In 2009, officials in Bozeman, Montana, asked job applicants to list all user names and passwords for “any Internet-based chat 
rooms, social clubs, or forums to include but not limited to: Facebook, Google, Yahoo, YouTube.com, MySpace, etc.” Officials 
claimed this information helped them complete a thorough background investigation. Nonetheless, the city suspended this practice 
after widespread outrage, noting “it appears to have exceeded that which is acceptable to our community.” 21 A poll indicated that 
98 percent of respondents believed that asking for passwords is an invasion of privacy.22

Asking for user names and passwords may create risks more serious than public relations issues. Employers who ask for this 
information may be held liable when (1) job candidates use the same password for multiple websites (for example, online banking, 
airline frequent flyer accounts) and (2) they incur a harm or cost at a website that can be accessed using the same user name and 
password provided to the employer. 

Figure 2.  Passwords

How does Social Media Work?

Comments from the focus groups indicated that some agencies 
are asking candidates with Facebook accounts to accept a friend 
request from someone within the agency. This allows the agency 
to review candidates’ profiles without having to ask them to 
1) provide passwords or 2) sign into their profiles in the presence 
of a recruiter or background investigator. While this may initially 
appear to be a successful work-around solution, Facebook’s pri-
vacy settings allow someone to accept a friend request and limit 
the content that a given friend can access. For example, Facebook 
allows its users to post multiple photo albums, and each of those 
photo albums can be shared with or hidden from specific friends. 

For additional information on social media, visit the IACP’s Social 
Media Fact Sheet at http://www.IACPsocialmedia.org.

www.IACPsocialmedia.org
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2.	� Before drafting cybervetting practices, an agency should 
first ensure that policy makers know how cyber search tools 
work (for example, search engines and metasearches). See 
Figure 3.

3.	� Applicants, candidates, and incumbents may be asked to 
access password-protected websites so that the recruiter or 
background investigator can review their profiles, blogs, or 
other online forums for disqualifying content. 

4.	� Personnel conducting background investigations, including 
cybervetting, may contact any of the applicants’, candidates’, 
or incumbents’ associates, including online friends. 

5.	 E-mail addresses may be used as cyber search terms.
6.	� Screen names, handles, or nicknames may be used as cyber 

search terms. 

Developed Reference

Multiple focus groups indicated that contacting online friends is 
analogous to contacting developed references, a search method 
used in traditional background investigations. A developed refer-
ence is someone who is identified by a background investigator 
as having a relationship with the subject of interest but was not 
identified as a reference by the subject. 

A search engine is a computer program that uses a spider or web crawler to scour the World Wide Web for information and then 
indexes that information. When a user conducts a keyword query, the search engine displays links to websites, images, and other 
types of files stored in its indexes. A list of search engines is provided to demonstrate the availability of specialized search engines. 
This list is not exhaustive, nor is it an endorsement. 

A Word of Caution

Did you know that search engines may return different results for the same keyword search? For example, Google queries may 
produce different results because (1) each query is routed to the nearest Google data center and each center may contain different 
collections of indexed pages, (2) Google alters search results based on one’s geographic location, and (3) searches conducted while 
signed into a Google account will be personalized based on one’s search history.23

Examples of Available Search Engines by Area of Interest

General	 News	 Multimedia
Ask.com	 Google News	 Bing Videos
Bing 	 Yahoo! News	 Google Video
Yahoo! Search	 Nexis (Lexis Nexis)	 Yahoo! Video
Google	 Topix.net	 YouTube
Business	 People	 Maps
Business.com	 PeekYou	 Wiki Mapia
GenieKnows	 Spokeo	 Bing Maps
Nexis (Lexis Nexis)	 Zabasearch.com	 Google Maps
Thomasnet	 ZoomInfo	 MapQuest
Mobile/Handheld	 Forum	 E-mail
Taptu	 Omgili	 TEK
Job	 Blog	 Question & Answer
CareerBuilder	 Amatomu	 Answers.com
Craigslist	 Bloglines	 eHow
Monster	 BlogScope	 DeeperWeb
Legal	 IceRocket	 Visual
WestLaw	 Real Property	 ChunkIt! 
Lexis (Lexis Nexis)	 HotPads.com	 Grokker
USlaw	 Rightmove	 Pixsta	
Quicklaw	 Zillow.com	 PubGene

Figure 3.  What is a Search Engine?
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appropriate law enforcement agency when doing so is 
consistent with existing policies or as required by law.

Training
Law enforcement agencies should ensure that appropriate 
training and mentoring is provided to all personnel involved in 
the cybervetting process (for example, policy makers, decision 
makers, and investigators). Training should address the following 
legal, ethical, and technical areas:
1.	 Scope and purpose of cybervetting,
2.	 Guidance on using Internet and social media tools,
3.	 Capturing and retaining relevant information, 
4.	 What constitutes prohibited grounds for discrimination, and
5.	 Safeguarding data.

Social Media
Social media provides a window into the life of each user. 
Sometimes users choose to present their personal life, while 
others share their professional lives. More commonly, they are 
providing a glimpse into both. With respect to law enforcement, 
this glimpse has provided defense attorneys with an opportunity 
to access information that may call in question arresting officers’ 
credibility, which may be introduced as evidence during the trial. 

For example, Figure 4 tells the story of a New York police 
officer whose testimony was impeached when a defense attorney 
introduced the officer’s off-duty cyber postings into evidence 
during the criminal trial of a suspect arrested by the officer. 
When a police officer’s testimony is impeached, it may (1) 
influence the outcome of the criminal trial; (2) affect past and 
pending criminal cases, depending on the role the officer played 
and the strength of the case without the officer’s testimony;24 and 
(3) diminish the officer’s value to the police department because 
he or she can no longer testify in court.25

Search Restrictions
1.	� Cybervetting may only be conducted on authorized 

workstations.
2.	� Cybervetting may not unlawfully bypass applicants’, 

candidates’, or incumbents’ privacy settings on social 
networking sites.

3.	� Personnel conducting cybervetting shall use appropriate 
representations to obtain online information.

Search Results
The following items concern how cybervetting results should be 
documented and used:
1.	� Personnel authorized to conduct cybervetting shall document 

cyber search methods and results.
2.	� Cybervetting results supplement background investigations 

and should be incorporated into the normal, lawful 
employment process.

3.	� Law enforcement agencies shall follow existing procedures 
that ensure information relating or pertaining to protected 
classes does not negatively impact hiring decisions.

4.	� Law enforcement agencies will report evidence of criminal 
activity uncovered during the cybervetting process to the 

Protecting Protected Classes

If existing procedures are not compatible with cybervetting, 
this concern may be addressed by compartmentalizing the 
process. For example, a non-decision maker can conduct 
cyber searches and provide the hiring manager with search 
results that have been stripped of protected class data 
(Sprague, 2007; Jackson, 2009).

In 2009, a police officer and frequent poster provided testimony against a parolee the officer arrested. The defendant was charged 
with felony possession of a handgun and ammunition. When the case went to trial the officer found himself confronted by a defense 
attorney yielding excerpts from his MySpace account. “[Officer’s name] is watching Training Day to brush up on proper police 
procedure.” This is a reference to a 2001 movie portraying a corrupt Los Angeles police detective. Additional online comments, also 
belonging to the officer, describe roughing up a cuffed suspect.

The defense team’s strategy focused on the officer’s workplace suspension for testing positive for steroids. The defense argued that 
the officer’s use of steroids caused him to go into a rage and assault the defendant. In an effort to justify excessive force, the officer 
planted a 9-millimeter Beretta on the defendant. The online statements posted by the officer were presented to the court in support of 
the defense’s theory.

The defendant was acquitted of the felony possession charge but found guilty of resisting arrest. The officer later opined that he was 
partially responsible for the acquittal. “It paints a picture of a person who could be overly aggressive.”26

An examination of the officer’s online behavior at either the recruitment or promotion phases may have identified a conflict of interest 
or other possible issues.

Figure 4.  Training Day
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in the workplace. When an officer’s speech harms the police 
department or its mission, the department may respond as it 
deems necessary, including terminating the officer.29

Following the Pickering case, the Court ruled that the First 
Amendment protects public employees’ speech when the speech 
pertains to a matter of public concern, in Connick v. Myers, 461 
U.S. 138, 146. With respect to disciplining or restricting speech, 
law enforcement agencies will need to evaluate if the subject 
of the speech was a matter of public concern or if the officer’s 
right to free speech is more important than the agency’s efficient 
operation. Table 3 contains a summary of this case and other 
relevant court rulings on public employees’ right to free speech.

Table 4 presents additional court rulings concerning the 
application of First Amendment protections to law enforcement 
personnel. Many of the outcomes listed in Table 4 use the 
Pickering Test or speech as a matter of public concern as the 
basis for the rulings.

With respect to police officers, cyber postings often 
present complex problems that place a fine line between 
constitutionally protected rights, such as freedom of speech 
and association, and legal and necessary restrictions on 
certain expressions of those rights. For example, the white 
supremacist website Stormfront provides forums where 

Because the Internet is now a source of user-generated content, it 
is a medium where police and prosecution should be looking for 
information on government witnesses. Table 2 presents case law 
pertaining to the credibility of government witnesses. In Brady v. 
Maryland, the U.S. Supreme Court ruled that police departments 
must provide the prosecution and defense with exculpatory or 
mitigating information. The Court’s decision in Giglio v. United 
States builds upon this ruling by requiring police and prosecution 
to make an effort to find information concerning government 
witnesses’ credibility (see IACP’s Social Networking and Freedom 
of Speech Training Key #641).27

When developing social media guidelines, law enforcement 
agencies will have to bear in mind protections afforded by the 
U.S. Constitution, namely the First Amendment right to free 
speech. The U.S. Supreme Court, however, provides guidance on 
public employees’ rights to free speech through its rulings (see 
Table 3). A landmark case, Pickering v. Board of Education, 391 
U.S. 563 (1968), resulted in a ruling that recognized the state’s 
need to maintain order and efficiency. The Court stated a public 
employee’s “interest as a citizen in making public comment 
must be balanced against the State’s interest in promoting 
the efficiency of its employees’ public services.” The ruling, 
often referred to as the Pickering Test, has implications for law 
enforcement. The rights of police officers must be balanced 
against the administration’s concerns about order and discipline 

Table 2.  Case Law on Providing Favorable Evidence to Defense Counsel

Case Background Ruling

Giglio v. United 
States, 405 U.S. 
150 (1972)

“Petitioner filed a motion for a new trial on the basis 
of newly discovered evidence contending that the 
government failed to disclose an alleged promise 
of leniency made to its key witness in return for his 
testimony. At a hearing on this motion, the Assistant 
United States Attorney who presented the case to the 
grand jury admitted that he promised the witness that 
he would not be prosecuted if he testified before the 
grand jury and at trial. The Assistant who tried the 
case was unaware of the promise.”

The U.S. Supreme Court extends the Brady rule 
and finds that the prosecution must provide defense 
counsel with any information germane to the credibility 
of the prosecution’s witnesses. Furthermore, both 
the prosecution and the police must make an effort 
to discover information that speaks to a witness’s 
creditability.

Brady v. 
Maryland, 373 
U.S. 83 (1963)

“… petitioner and a companion were convicted of 
first-degree murder and sentenced to death. At his 
trial, petitioner admitted participating in the crime, 
but claimed that his companion did the actual killing.” 
Prior to the trial, the petitioner’s attorney requested 
the companion’s extrajudicial statements. Statements 
were provided except for one in which the companion 
admitted to being the sole executioner. 

The Court found that police departments have an 
affirmative duty to provide both the prosecution and 
the defense with information that is exculpatory for 
the accused, could mitigate the offense, or affect the 
severity of the sentence.28 “Suppression by the 
prosecution of evidence favorable to an accused 
who has requested it violates due process where the 
evidence is material either to guilt or to punishment, 
irrespective of the good faith or bad faith of the 
prosecution.”
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Table 3.  Case Law on the Application of First Amendment Protections to Public Employees

Public Employees and their First Amendment Right to Free Speech

Case Background Ruling

Snyder v. 
Millersville 
University et al, 
2:2007cv01660 
(2008)

In 2006, Stacy Snyder, a 25-year-old student teacher, 
posted a picture on her MySpace profile that showed 
her in a pirate costume and drinking from a cup. 
The caption under the photo read ‘Drunken Pirate.’ 
Officials at Snyder’s university, Millersville University 
School of Education, asserted that her MySpace profile 
promoted drinking and prevented her from receiving a 
teaching degree.

Snyder sued and claimed the university infringed on 
her First Amendment right to free expression. 

The federal district judge ruled that Snyder’s student 
teacher position made her a public employee. 
Therefore, the protections afforded to her under the 
First Amendment are more limited than if she were 
merely a student. The judge found that Snyder’s 
‘Drunken Pirate’ picture was not a matter of public 
concern. Therefore the school did not infringe upon her 
right to free expression. 

Garcetti v. 
Ceballos, 
#04-473, 547 
U.S. 410,126 S. 
Ct. 1951 (2006)

Ceballos, a deputy district attorney, reviewed an affidavit 
used to obtain a search warrant and concluded that 
the affidavit contained errors and misrepresentations. 
Ceballos informed his supervisors of his findings and 
drafted a memo recommending the case be dismissed.

The deputy district attorney claimed he was subjected 
to retaliatory actions by his supervisors because of his 
memo. He filed suit, claiming violation of the First and 
Fourteenth Amendments. 

The U.S. Supreme Court ruled that speech made 
in an official capacity is not protected by the U.S. 
Constitution. Justice Anthony Kennedy wrote, “We hold 
that when public employees make statements pursuant 
to their official duties, the employees are not speaking 
as citizens for First Amendment purposes, and the 
Constitution does not insulate their communications 
from employer discipline.”

City of San 
Diego v. Roe, 
543 U.S. 77 
(2004)

John Roe, a San Diego police officer, manufactured 
sex videos of himself stripping off a police uniform and 
sold the videos on eBay. The city terminated Roe and 
he responded by suing the city in federal district court. 
Roe asserted that his termination was in violation of 
the First Amendment.

The Supreme Court found that Roe’s termination was 
not in violation of the First Amendment. Government 
employers can limit their employees’ speech in ways 
that would ordinarily be unconstitutional. However, 
government employees are protected by the First 
Amendment when their speech pertains to matters of 
public concern. Roe’s speech did not inform the public 
about a matter of public concern. Furthermore his 
behaviors were detrimental to the police department.30

Connick v. 
Myers, 461 U.S. 
138, 146 (1983)

Sheila Myers was employed as an Assistant District 
Attorney. When the District Attorney wanted to transfer 
Myers to a different section of the criminal court, she 
opposed the transfer. Myers created and distributed a 
questionnaire concerning office policies, office morale, 
confidence in supervisors, and whether employees 
felt pressured to work in political campaigns. The 
District Attorney terminated Myers’s employment for 
refusal to accept the transfer, and also told her that 
her distribution of the questionnaire was considered 
an act of insubordination. Myers filed suit claiming 
wrongful termination because she had exercised her 
constitutionally protected right of free speech.

The District Court agreed with Myers. The District 
Attorney was ordered to reinstate her employment and 
Myers was awarded back pay, damages, and attorney’s 
fees. The court found that the questionnaire was 
the primary reason for Myers’s termination, and the 
questionnaire involved matters of public concern and 
that there was little evidence to support the claim that 
the questionnaire interfered with the operation of the 
District Attorney’s office. The court of appeals affirmed. 
The U.S. Supreme Court found that a public employee’s 
speech is protected if it involves a matter of public 
concern and does not disrupt the workplace. The high 
court ruled that the District Attorney did not violate 
Myers’s First Amendment rights when he discharged her 
for distributing a questionnaire to her fellow assistant 
district attorneys in the office. Justice Byron White wrote, 
“Indeed, the questionnaire, if released to the public, 
would convey no information at all, other than the fact 
that a single employee is upset with the status quo.”

(continued)
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Table 4.  �Case Law on the Application of First Amendment Protections to Law Enforcement Personnel

Law Enforcement Officers and their First Amendment Right to Free Speech 

Case Background Ruling

Locurto v. 
Guliani, 447 
F.3d 159 (2nd 
Cir. 2006)

A former NYPD officer and two former NYFD firefighters sued 
Mayor Guliani, Commissioner Safir, Commissioner Von Essen, and 
the city of New York for illegally firing them from their positions 
in retaliation for participating in a parade where they mocked 
stereotypes of African Americans.

The court ruled that 
“…the defendants fired the plaintiffs out 
of a reasonable concern for disruption, 
and that this concern outweighed 
the plaintiffs’ individual expressive 
interests…”

Pappas v. 
Guliani, 290 
F.3d 143 (2nd 
Cir. 2002)

A nonprofit organization sent, via the U.S. Postal Service, a request 
for donations. In response to this request, an off-duty police officer 
returned the enclosed envelope but instead of a check he sent 
racially offensive materials. After an extensive investigation, the 
NYPD terminated his employment. The officer sued claiming a 
violation of the First Amendment right.

The court ruled the officer’s dismissal was 
permissible when the Pickering Test is 
applied. The officer’s views could impact 
the effectiveness of the NYPD.

Arndt v. Koby, 
309 F.3d 1247 
(10th Cir. 2002)

The plaintiff filed suit against the city of Boulder, Colorado, 
the police chief, and his successor for violations of her First 
Amendment right to freedom of speech. Detective Arndt was the 
first officer to arrive at the murder scene of Jon Benet Ramsey. 
Media publications indicated that the detective and others 
mishandled the investigation and failed to capture the offender. 
Because the police chief issued a gag order preventing anyone in 
the Boulder Police Department from speaking to the media, the 
detective was unable to defend herself to the press. Furthermore, 
the chief declined to defend his staff in the press.

Proposed speech is not a matter of public 
concern, and therefore not protected by 
the First Amendment.

Lawrenz v. 
James, 852 
F.Supp. 986 
(M.D. Fla. 1994)

An off-duty police officer wore a t-shirt with “white power” logo 
to a private party on Martin Luther King Day. A local newspaper 
published an article about the police officer, his shirt, and the party. 
The police officer was terminated.

The court found that the t-shirt was not a 
matter of public concern and therefore not 
protected by the First Amendment.

Public Employees and their First Amendment Right to Free Speech

Case Background Ruling

Pickering 
v. Board of 
Education, 391 
U.S. 563 (1968)

The Board of Education dismissed a teacher for 
criticizing the Board’s decision on the distribution of 
school funds and the superintendent’s explanation as 
to why additional tax revenues were being sought for 
the schools.

The U.S. Supreme Court ruled, “The teacher’s interest 
as a citizen in making public comment must be 
balanced against the State’s interest in promoting 
the efficiency of its employees’ public services.” The 
court held that the teacher’s First Amendment rights 
were violated when school officials terminated his 
employment for speaking about a matter of public 
concern.

Table 3.  Case Law on the Application of First Amendment Protections to Public Employees (continued)
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were fired for making comments on Facebook about using force 
against inmates.32 One of the postings stated, “When you work in 
a prison, a good day is getting to smash an inmate’s face into the 
ground…for me today was a VERY good day.”

The following social media guidelines may be applied, in 
whole or in part, to sworn and civilian law enforcement 
personnel. These guidelines are intended to protect the privacy, 
confidentiality, and interests of law enforcement agencies and 
their personnel by clearly describing the types of acceptable and 
unacceptable cyber behavior and postings.
1.	� Law enforcement agencies shall notify all personnel when a 

new cyber-related policy is implemented.

discussions ranging from ideology to general rants and raves 
take place. Figure 5 is a screenshot of a Stormfront forum 
discussion, located by conducting a search on that website for 
the phrase “I am a police officer.”

Social Media Guidelines
Social media policies have been instituted by a number of 
agencies in response to potential liability resulting from 
employees’ online behaviors. Furthermore cyber postings may 
reveal sensitive or proprietary information, harass or defame 
others within the context of the workplace, be threatening or 
violent in nature, or show disloyalty and insubordination.31 For 
example, in March 2010, three Nebraska correctional officers 

Law Enforcement Officers and their First Amendment Right to Free Speech 

Case Background Ruling

Flanagan v. 
Munger, 890 
F.2d 1557 (10th 
Cir. 1989)

Three Colorado Springs police officers equally invested in a video rental 
store. A fourth investor was responsible for the day-to-day functions of 
the store. The video rental store made adult films available to adults over 
the age of 21. Following an investigation, the Colorado Springs Chief 
of Police “issued written reprimands for violations of sections C 1300 
‘Standards of Conduct,’ C 1301.25 ‘Conduct Unbecoming An Officer,’ 
and C 1360.01 ‘Obtaining Approval’ for off-duty employment. Chief 
Munger admitted that plaintiffs would not have been reprimanded for 
failing to obtain approval for off-duty employment if they had not violated 
the conduct-unbecoming regulation by renting or selling sexually explicit 
videos. Thus, it is conceded that plaintiffs’ ‘speech’ activity, renting 
videos, was the substantial motivating factor of each of the reprimands. 
The reprimands were placed in each plaintiff’s personnel file.”

The court compared “an employee’s 
interest in free speech and his employer’s 
interest in the efficient functioning of 
government even with nonverbal protected 
expression.” The court found that the 
chief of police violated the plaintiffs’ right 
to freedom of speech.

Berger v. 
Battaglia, 779 
F.2d 992 (4th 
Cir. 1985)

An off-duty police officer regularly performed in blackface while 
impersonating the singer Al Jolson.

The court held “that Berger’s conduct 
in performing public entertainment in 
blackface was constitutionally protected 
speech and that the defendants as public 
employers were not justified by any 
sufficiently weighty countervailing state 
interest in taking disciplinary action 
either punishing Berger for that conduct or 
chilling in any way his continuation of it.”

McMullen v. 
Carson, 754 
F.2d 936 (11th 
Cir. 1985)

A clerical employee in the Sheriff’s Office maintained an active 
membership in the Ku Klux Klan (KKK) and used the media to 
link himself to the KKK’s activities. The employee was terminated 
because of the violent nature of the KKK and the racial tension his 
membership created between the African American community and 
the Sheriff’s Office.

The court found that the employee’s First 
Amendment right was not violated and that 
“…only that a law enforcement agency 
does not violate the First Amendment by 
discharging an employee whose active 
participation in an organization with 
a history of violent activity, which is 
antithetical to enforcement of the laws by 
state officers, has become known to the 
public and created an understandably 
adverse public reaction that seriously and 
dangerously threatens to cripple the ability 
of the law enforcement agency to perform 
effectively its public duties.”

Table 4.  �Case Law on the Application of First Amendment Protections to Law Enforcement Personnel (continued)
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	 c.	� sexual, violent, racial, or ethnically derogatory comments, 
pictures, artwork, audio, video, or other material on the 
same website with any online material that references or 
may negatively affect the public perception of the agency. 

	 d.	� text, pictures, audio, or videos of department training or 
work-related assignments without written permission from 
the chief executive or designee.

	 e.	� sensitive,33 confidential, proprietary, or classified 
information to which they have access due to their 
employment with the agency without prior permission 
from the chief executive or designee.

	 f.	� data from criminal or administrative investigations 
including photographs, videos, or audio recordings 
without prior permission from the chief executive or 
designee.

2.	� Absent exceptional circumstances, law enforcement 
personnel may not be prohibited from having a personal 
website or social networking profile.

	 a.	� Posting one’s affiliation with a law enforcement agency; 
however, could have an effect on future work assignments 
(for example, undercover assignments).

3.	� Law enforcement personnel shall not post, transmit, or 
otherwise disseminate

	 a.	� any material that brings discredit to or may adversely 
affect the efficiency, reputation, or integrity of the 
agency. 

	 b.	� photographs or depictions of themselves dressed in 
uniform and/or displaying official identification, patches 
or badges, trademarks, or logos without prior approval 
from the chief executive or designee.

Figure 5.  Stormfront Posting
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Monitoring
Monitoring law enforcement personnel’s cyber postings is an 
important component of cybervetting. Conducting searches and 
creating cyber alerts for discussions, posts, videos, blogs, online 
conversations, and other items that might concern an agency or 
its personnel will allow that agency to correct false information 
and rumors and address problematic cyber postings made by 
employees. The following guidelines provide employees with 
notice that their cyber behaviors and postings may be viewed by 
the agency:
1.	� Law enforcement agencies should periodically inform 

personnel that any information created, transmitted, 
downloaded, exchanged, or discussed in a public online 
forum may be accessed by the agency at any time without 
prior notice.

2.	� Law enforcement agencies should periodically inform 
personnel that any information created, transmitted, 
downloaded, exchanged, or discussed on workplace 
equipment may be accessed by authorized personnel 
at any time without prior notice. Workplace equipment 
remains the property of the agency and no employee has 
a reasonable expectation of privacy with regard to that 
information. Agencies may want to document that personnel 
have received this notice. See Figure 6 for an example 
of a computer login banner that would allow agencies to 
document that an employee received proper notification.

Reporting
1.	� Law enforcement agencies may ask personnel to disclose any 

website(s) where they have posted information pertaining to 
their job or employment.

2.	� Law enforcement personnel who become aware of an Internet 
posting or website that is in violation of the department’s 
policies shall immediately report that information to a 
supervisor. See Figure 7. A Photo of a Corpse on Facebook.

	 g.	� photographs of suspects, arrestees, or evidence, unless it 
is public information, without prior permission from the 
chief executive or designee.

	 h.	� personal statements about a use-of-force incident without 
prior permission from the chief executive or designee.

	 i.	� comments related to current or pending prosecutions 
without prior permission from the chief executive or 
designee.

	 j.	� images or details of restricted areas within the facility 
or its grounds without written permission from the chief 
executive or designee.

	 k.	� information about their agency’s security procedures without 
written permission from the chief executive or designee.

	 l.	� information that could affect the safety or security of the 
agency or its employees. 

	 m.	�details concerning locations and times of agency activities 
that are official and sensitive in nature without prior 
written authorization from the chief executive or designee.

	 n.	� images or any other materials, obtained during the course 
of their employment, that reflect the types of sensitive or 
proprietary technologies used by their agency without prior 
written authorization from the chief executive or designee.

	 o.	� comments on the operations of the agency, or specific 
conduct of supervisors or peers, that might negatively 
impact the public perception of the agency. 

4.	� Personnel are expected to remain respectful of the agency and 
its employees, services, partners, and suppliers while blogging 
or posting in other online venues. Furthermore, employees may 
not reference agency partners or suppliers in an online forum 
without express consent of the chief executive or designee.

Additional social media guidelines can be found in the IACP Social 
Media Model Policy, available at http://www.IACPsocialmedia.
org.34 It should also be noted that these guidelines must be updated 
as new mechanisms for online social interaction come into use.

The U.S. Department of Defense (DoD) requires the use of a consent banner for desktops, laptops and other mobile devices (DoD, 
2008). A user may only access the information system after agreeing to the consent banner (by clicking “OK”).

You are accessing a U.S. Government (USG) Information System (IS) that is provided for USG-authorized use only. By using this IS 
(which includes any device attached to this IS), you consent to the following conditions:

The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited to, penetration testing, COMSEC 
monitoring, network operations and defense, personnel misconduct (PM), law enforcement (LE), and counterintelligence (CI) investigations.

At any time, the USG may inspect and seize data stored on this IS.

Communications using or data stored on this IS are not private, and are subject to routine monitoring, interception, and search, and may 
be disclosed or used for any USG authorized purpose.

This IS includes security measures (for example, authentication and access controls) to protect USG interests—not for your personal 
benefit or privacy.

Notwithstanding the above, using this IS does not constitute consent to PM, LE or CI investigative searching or monitoring of the content 
of privileged communications, or work product, related to personal representation or services by attorneys, psychotherapists, or clergy, and 
their assistants. Such communications and work product are private and confidential. See User Agreement for details.

Figure 6.  Example of Login Banner

http://www.iacpsocialmedia.org
http://www.iacpsocialmedia.org
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Review of Data
1.	� When an agency becomes aware of personnel referencing 

the agency in a personal website, blog, or other online forum, 
authorized personnel may review the reference to ensure that 
it does not violate the agency’s policy.

2.	� In response to concerns or complaints about online postings, 
the agency may accept, review, and evaluate third party data 
(for example, a coworker or a concerned citizen).

Social Media Training for Personnel
In the absence of direction, employees will determine for 
themselves the importance of social media guidelines. In turn, 
compliance may be inconsistent. Educating employees on 
the purpose of social media guidelines and the intent behind 
them will increase understanding and cooperation, and reduce 
risk associated with employees’ cyber postings. The following 
guidelines should be considered for incorporation into cyber 
training designed to teach employees responsible web behaviors: 
1.	� Personnel should be notified that the department’s standards 

of behavior, including harassment and anti-disparagement 
policies, apply to online behavior.

Table 5 presents the case of Blakey v. Continental Airlines 
(2000), a sexual harassment case from the 1990s. This case is 
unique in that it was the first to address coworker harassment in 
cyberspace. Furthermore, “… the Blakey decision demonstrates 
the potential for employer liability in situations where employee 
blogging goes unmonitored. Although the case provides 

An emergency medical technician (EMT), working for a hospital in Staten Island, New York, was arrested for using his personal 
camera phone to take a picture of a murder victim.35 The EMT posted the photo on his Facebook profile and a Facebook “friend” 
reported the photo to the hospital. The hospital terminated the EMT and contacted the New York City Police Department (NYPD).36 

The EMT was arrested and charged with official misconduct, a misdemeanor. 

The EMT, a retired NYPD detective, pleaded not guilty to the charge and claimed his police instinct led him to take the picture of 
the crime scene. Furthermore, he claims he inadvertently posted the photo when he uploaded uploaded all photos on his camera to 
Facebook.37 His trial is currently pending.

Figure 7.  A Photo of a Corpse on Facebook

Table 5.  Case Law Pertaining to Coworker Harassment in Cyberspace

Case Background Ruling

Blakey v. 
Continental 
Airlines, 751 
A. 2d 538 - NJ: 
Supreme Court 
2000

A female pilot sued her employer, Continental Airlines, 
for sexual harassment and a hostile work environment. 
In 1995, several Continental pilots published 
“harassing gender-based messages” to an electronic 
bulletin board called the Crew Members Forum. This 
electronic bulletin board was located on a Continental 
website used by crew members to learn their work 
schedules. However, in order to access the Crew 
Members Forum, crew members had to pay a monthly 
fee to CompuServe, the Internet service provider.

The Supreme Court of New Jersey found that 
“harassment by a supervisor that takes place outside 
of the workplace can be actionable… employers do 
not have a duty to monitor private communications 
of their employees; employers do have a duty to take 
effective measures to stop coemployee harassment 
when the employer knows or has reason to know that 
such harassment is part of a pattern of harassment that 
is taking place in the workplace and in settings that 
are related to the workplace.”

little guidance on where an employer should draw the line 
in monitoring activity, it demonstrates that the potential for 
liability exists.”38

2.	� Law enforcement agencies should educate personnel on 
what constitutes an appropriate web presence as it relates 
to representing their agency and personal safety. Briefings 
should include but are not limited to

	 a.	� copyright, trademark, and other intellectual property laws 
and how they affect what employees can post online;

	 b.	� the impact that Internet postings and other electronic 
communications have on people’s ability to work in assigned 
positions (for example, undercover assignments), and active 
criminal cases (for example, impeached testimony);

	 c.	� the fact that personal and work-related information posted 
by employees, their families, or their friends may be 
misused; and

Reputation and Safety

Search engines are powerful tools in the hands of law enforcement, 
but officers should be reminded to protect their online reputations 
and stay aware of what can be found about almost anyone on the 
Internet from social networking sites and other databases. For 
more information on personal safety, visit DoD’s Social Media Hub, 
Education and Training @ http://socialmedia.defense.gov.

http://socialmedia.defense.gov


Developing a Cybervetting Strategy for Law Enforcement	 17

	 d.	� privacy settings at social media sites are constantly in 
flux. One should never assume that personal information 
posted at these sites is protected. 

Figure 8 is a posting made by a police officer who was threatened 
via Facebook and who also believed his personal information was 
protected on Facebook.

Authentication
This section addresses the assessment of the validity and 
reliability of online information pertaining to applicants, 
candidates, and incumbents. The Internet is an evolving 
resource for background investigations. Search engines help 
investigators identify sources of information concerning a 
specific person but almost anyone can create a website or post 
online content, and this accessibility impairs one’s ability to 
recognize records of fact from opinion and sometimes even 
fiction. For example, an investigator may be able to establish 

that an existing Facebook profile matches the name and 
appearance of a subject, but how can an investigator know 
for sure, without consulting the subject or subpoenaing the 
service provider, if the Facebook profile was created by the 
subject? See Figure 9 for a real-life example of a fraudulent 
Facebook profile and Figure 10 for information on how to report 
a fraudulent social networking account. 

Policy
Given (1) it is often difficult to know with certainty that 
information obtained from public areas on the Internet pertains 
to the actual person of interest, (2) people can maliciously 
place false information about people on the Internet, and (3) 
unintentional errors at certain public sites on the Internet are 
common, law enforcement agencies should attempt to verify 
information collected from the Internet is accurate and truly 
associated with the person of interest. 

During the summer of 2009 the following post appeared on the Massachusetts Law Enforcement Network:

Threat to a Police Officer on FACEBOOK.....

I recently had the opportunity of receiving a THREAT from an anonymous person (fake name, shocker!). It is now under police 
investigation, but I just had a few questions......(1) has anyone here had any luck with getting info from FACEBOOK during a criminal 
invest? (2) do you think the Detective(s) assigned will be able to pinpoint what computer (who owns a cpu, etc.) it came from after 
speaking with FACEBOOK (I got the threat in a Facebook e-mail via the INBOX)? Any other info is appreciated. I hope to be able to 
find out the identity of the person who has made a pretty detailed threat to me......

PS: The only thing they could get off of me on FACEBOOK was my name because I have all of the security measures in place etc. 
The disturbing part is how they seemed to know a lot of details anyways about me. Probably someone I arrested, who knows......... 
again, anything that could help in the invest would be greatly appreciated. Thx

Figure 8.  Cyber Threats

In 2009, a Carmel, California, high school teacher discovered that someone created a Facebook profile in his name. The profile 
creator used the teacher’s name and date of birth to create a fictitious Yahoo e-mail account and then used the teacher’s yearbook 
photo and fake e-mail address to establish the Facebook account.

The teacher became aware of the Facebook account only after a student, “friended” by the phony Facebook teacher, complained to 
the school’s administration that the teacher was harassing him. Later, the teacher realized that at least six other students had also 
been harassed.

The FBI and U.S. Attorney’s Office were notified and immediately began investigating the case as a possible violation of the 
Computer Fraud and Abuse Act. In addition, the teacher filed suit against unidentified individuals claiming defamation, intentional 
and negligent infliction of emotional distress and fraud.39 The teacher’s attorney served civil subpoenas to Yahoo and Facebook in an 
effort to obtain the IP address of the computer on which the bogus accounts were created.40

The fraudster was eventually identified and the lawsuit settled out of court. The amount of the settlement and the defendant’s name 
were not disclosed. The money received from the settlement was donated to a nonprofit organization that provides assistance to 
teachers victimized by this type of fraud.41

Figure 9.  Fraudulent Social Media Profile
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phishing, or software flaws. Providing applicants, candidates, and 
incumbents with the opportunity to refute online content associated 
with them should minimize the risk of rejecting a suitable applicant 
or candidate, or disciplining an incumbent for online actions that 
were beyond their control. Indicators of a compromised social 
networking account are provided in Figure 11.

The following guidelines are provided in an effort to minimize 
the impact of malicious postings, fraudulent social networking 
profiles, and search-related errors: 
1.	� Law enforcement agencies should ask applicants, 

candidates, and incumbents to confirm the accuracy of 
any information found online. Applicants, candidates, and 
incumbents should be allowed to provide the names of 
references who can speak knowledgably about the online 
information of concern.

Practices
The development of authentication practices should take into 
consideration malicious cyber postings, fraudulent social 
networking profiles, and the number of ways cybervetters can 
introduce error into the results. For example, using a subject’s 
name as a search term may yield several thousand results, 
especially if it is a common name. Information pertaining to that 
subject may be discarded by the person conducting the search 
because of the possibility that the information belongs to someone 
else with the same name. On the other hand, searchers may 
assume that all online information pertaining to a subject with an 
uncommon name is related to that subject.43 

Another issue of concern is the compromise of social networking 
accounts.44 Increasingly, social network users’ profiles and pages 
are compromised either through user error, social engineering, 

Facebook
“If someone has created an account to impersonate or imitate you, go to the imposter profile and click ‘Report this Person’ in the left 
column. Check the ‘Report this Person’ box, choose ‘Fake Account’ as the reason, and add ‘impersonating me or someone else’ as the 
report type. Be sure to add a valid Web address (URL) leading to the real profile to that we can review the information.” 42

LinkedIn
“Contact Customer Service through the link at the bottom of your home page to report an inappropriate profile. In your message, 
please include the full name on the profile and a link to the page where it appeared. The LinkedIn Privacy group will review the 
profile and take appropriate actions based on our findings (retrieved on June 15, 2010).”

Twitter
“In order to investigate impersonation, we need the following information:

•	Username of the person impersonating you (or the URL of their profile page): 
•	Your first and last Name: 
•	Your Twitter username (if you have one): 
•	Address: 
•	Phone:   
•	Brief description of the impersonating content: 

If you are not the person involved in the impersonation, but are legally authorized to act their behalf, please include the information 
above in addition this information:

•	Your name: 
•	Phone: 
•	Fax: 
•	Company website: 
•	Company domain e-mail address: 
•	Your title and legal relationship to the person/entity involved: 

How do I report an impersonation violation?

To report an impersonation, please submit a ticket request with the information requested above. Be sure to select impersonation from 
the drop-down menu. If you submit while logged into your Twitter account, you’ll be able to check on your ticket status anytime by 
visiting your Twitter Support home page and clicking on check on your existing requests.

If you don’t have a Twitter account or are unable to log in to reach the form, please also visit the ticket request form and click the 
blue No account? Login problems? link in the lower right. Once you’ve submitted your ticket, we’ll e-mail you a ticket confirmation 
with more information.”

Figure 10.  Reporting Fraudulent Social Networking Accounts
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following section addresses the incorporation of cyber data into the 
decision-making process for law enforcement as well as the impact it 
may have on hiring, retention, promotion, and disciplinary decisions. 
See Figure 12 for information concerning a police officer who was 
disciplined for online comments made in reaction to a news article. 

Table 6 reflects case law pertaining to a disciplinary decision 
concerning a police officer’s cyber postings. The police officer 
was fired and he appealed the decision, claiming employment 
termination was a severe penalty and not consistent with his 
behavior. Both the trial court and the court of appeals found in 
favor of the City Council’s decision to dismiss the officer. 

2.	� Law enforcement agencies may provide a copy of online data 
used to make employment decisions to any individual who 
was the subject of the agency’s cybervetting procedures and 
who makes a request for their information.

3.	� Law enforcement agencies should recommend that 
candidates and incumbents correct erroneous information 
about them posted on the Internet.

Adjudication
Employees, both public and private, have been fired, disciplined, 
or eliminated from consideration for employment because of 
the information they posted or statements they made online.45 The 

Any unexpected changes to a social networking profile may indicate a compromised account. Some changes to look for include:
•	A significant change in the number of friends
•	Modifications to wall posts and pictures
•	Applications added to the profile
•	The design of the profile was altered
•	The password no longer works
•	An e-mail is received from the social networking site stating that changes have been made to your profile
•	The profile reflects changes to identifying information
•	The profile shows unfamiliar group memberships

Figure 11.  Indicators of a Compromised Social Networking Profile

In May 2010, the Columbia, Missouri, SWAT team raided a home looking for marijuana. During the course of that raid, one pit bull 
was killed and another dog badly injured. In response, the community organized a protest at the local post office.46 While attending 
the protest, a local newspaper captured a photo of a subject holding a sign that said “Stop Brutality.” The story of the protest, 
including the subject’s image and quote, were included on the newspaper’s website. 

A reader posted on the newspaper’s online comments section: 
Seeing the people of Columbia stand up to this totally unacceptable police brutality refreshes my pride in America.

A police officer and member of the Columbia SWAT team responded to that post with the following:
The guy with the ‘stop the brutality’ sign has multiple convictions for assaulting people with guns!!! I’d like him to stop the brutality 
of humans! 

Another reader posted: 
[name Redacted] in the picture, can file a defamation of character and slander against you … so maybe a retraction should be in order.

The officer responded:
It ain’t slander if it’s true. It is.

After a 6-week investigation, the police department determined that the officer violated his duty to safeguard information. The officer 
received 120 hours without pay.47

Figure 12.  Posting Sensitive Information on the Internet
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Table 6.  Case Law Concerning Online Behavior

Case Background Ruling

Cromer v. 
Lexington-
Fayette Urban 
Co. Govt., 
#20088-CA-
000698, 2009 
Ky. App.

A Lexington, Kentucky, police officer arrested singer John 
Michael Montgomery for DUI. The publicity from this arrest 
increased the number of visitors to the officer’s MySpace page. 
The City Council found that “on or about March 20, 2006, Officer 
Cromer, identifying himself as a Lexington Police Officer through 
word and image, posted, or allowed to remain posted, to website 
MySpace.com language and/or images that reflected discredit 
upon Officer Cromer as a member of the Division of Police, 
brought the Division into disrepute, and impaired the operation 
and efficiency of himself and the Division. Such postings include 
profane language; inappropriate or derogatory comments or 
images concerning homosexuals and the mentally disabled; 
inappropriate or derogatory comments about the people and/or 
the city of Lexington; inappropriate comments concerning the 
use of force; an entry concerning the use of his authority for his 
own benefit related to a car alarm that was annoying him; the 
use of his authority for the benefit of a friend by not arresting the 
friend for DUI; inappropriate sexual comments; and an altered 
photograph depicting him with John Michael Montgomery after he 
had arrested Mr. Montgomery for DUI.” The officer’s employment 
was terminated by the City Council.

Both the trial court and court of appeals 
affirmed the City Council’s decision to 
terminate employment for misconduct, 
inefficiency, and insubordination.

Out-of-Scope Behavior

During the focus groups, some law enforcement executives 
expressed concern about reviewing and adjudicating evidence, 
located online, of disqualifying behaviors that fall outside the 
scope of the background investigation.

Hiring, Retention, Promotion, and Disciplinary 
Decisions
Law enforcement agencies should already have hiring, retention, 
promotion, and disciplinary policies and practices in place. This 
section of the guidelines serves as a reminder that authenticated 
online information should be used to make employment decisions 
the same way information from any other source would be used. 
However, agencies that make adverse employment decisions 
using online information provided by a consumer reporting 
agency (that is, a third party) will need to meet the requirements 
established by the FCRA. See Figure 13.
1.	� Hiring, retention, promotion, and disciplinary decisions may 

be affected by information found on the Internet. 
2.	� Hiring, retention, promotion, and disciplinary decisions must 

be based on established criteria and processes. See Figure 14.
3.	� Information, regardless of the source, should only be 

considered when it falls within the scope of the investigation, 
unless out-of-scope information reflects behaviors that could 
impact the ability of the applicant, candidate, or incumbent 
to perform his or her duties. 

Incumbents
1.	 Law enforcement personnel
	 a.	� whose actions can be directly linked to websites that 

promote misconduct or bring discredit to the agency or a 
member of the agency, unless linked for official work-
related purposes, should be investigated.

	 b.	� who violate their agency’s social media policies shall 
be appropriately disciplined by the chief executive or 
designee.
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Training
Law enforcement agencies should already have existing policies 
and practices concerning the evaluation of information used to 
make employment decisions. Online information is more complex 
because technology is constantly evolving and almost anyone can 
create or modify online profiles, blogs, and other online content. 
Decision makers are responsible for ensuring that employment 
decisions are based on accurate and complete information. 
Therefore, the following training item is suggested:
1.	� Law enforcement agencies shall ensure decision makers are 

properly trained on evaluating cyber search results. 

Safeguarding Data
A sound data protection plan is essential when agencies 
maintain personal information found on the Internet, even if 
that information was not protected by a password. Intentional 
or accidental disclosure of personal information may cause the 
person affected to feel embarrassed, or in more serious situations 
lead to fraud or identity theft. Failure to protect personal 
information may expose an agency to civil suits. 

The following guidelines will help agencies properly protect 
information collected during the cybervetting process:
1.	� When collecting data, employers must consider the 

responsibilities associated with data collection, retention, 
and storage. 

2.	� Cybervetting results should be safeguarded in a manner 
that is consistent with existing Human Resource policies 
and practices pertaining to employment and background 
investigation data. 

3.	� The retention of cybervetting results should comply with 
existing document retention policies.

4.	� Law enforcement agencies should address the unauthorized 
disclosure of information obtained from the cybervetting 
process. 

	 a.	� A process should be in place to inform applicants, 
candidates, and incumbents if their cybervetting results 
have been inappropriately disclosed. 

	 b.	� Unauthorized disclosure should result in disciplinary 
action.

Adverse employment decisions based on information from third parties are governed by the FCRA. Law enforcement agencies using 
third parties for cybervetting purposes will need to provide (1) notice of disciplinary action, (2) contact information of the third party, 
(3) assertion that the third party played no role in the employment decision and cannot provide information as to how the decision was 
reached, and (4) notice that the affected party may request a free copy of the report along with an explanation as to how to employer 
reached its decision.48

Figure 13.  Adverse Employment Decisions and the FCRA

A former Delta Airlines flight attendant claimed she was fired for posting images of herself in uniform on her blog. She argued that 
her termination constituted sex discrimination because Delta did not discipline male flight attendants for similar postings. 

The flight attendant filed a claim with the Equal Employment Opportunity Commission against Delta. Delta filed for bankruptcy 
shortly after the claim was filed and the case has still not been heard in court.

See Simonetti v. Delta Airlines Inc., No. 5-cv-2321 (2005).

Figure 14.  Equal Treatment
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“Reporting from the Internet,” Handbook of Journalism, Thomson 
Reuters, 2010. http://handbook.reuters.com/index.php/
Reporting_from_the_internet (accessed October 8, 2010).

Schweitzer,Tamara, “Do you need a Social Media Policy?” Inc., 
January 25, 2010. http://www.inc.com/articles/2010/01/ 
need-a-social-media-policy.html (accessed October 8, 2010).

C.	 Internet Safety
Federal Trade Commission, “On Guard Online,” n.d., http://www 

.onguardonline.gov/ (accessed October 8, 2010).

Privacy Rights Clearinghouse, “Online Privacy: Using the 
Internet Safely,” http://www.privacyrights.org/fs/fs18-cyb.htm 
(accessed October 8, 2010).

Wired Kids, Inc., “Wired Safety,” http://www.wiredsafety.org/
(accessed October 8, 2010).

D.	 Privacy 
American Civil Liberties Union, “Internet Privacy,” http://www 

.aclu.org/technology-and-liberty/Internet-privacy (accessed 
October 8, 2010).

Electronic Frontier Foundation, http://www.eff.org (accessed 
October 8, 2010).

Electronic Privacy Information Center, “Social Networking 
Privacy,” http://epic.org/privacy/socialnet/default.html 
(accessed October 8, 2010).

European Union, – Data Protection Directive 95/46/EC, http://
ec.europa.eu/justice_home/fsj/privacy/law/index_en.htm 
(accessed October 8, 2010).

Federal Trade Commission, Fair Credit Reporting Act, 15 U.S.C. 
§ 1681 et seq., www.ftc.gov/os/statutes/031224fcra.pdf 
(accessed October 8, 2010).

The following list of books and websites pertaining to 
cybervetting and social media is not exhaustive. These resources 
are provided as a starting point for any agency that plans to 
develop cybervetting and social media strategies.

A.	 Cybervetting
Grant Harpe, Lisa D., Social Networks and Employment Law: Are You 

Putting Your Organization at Risk? People Click, 2009.
http://www.peopleclick.com/resources/wpaper/Social_Networks_
Employment_Law_eBook.pdf (accessed October 8, 2010).

Lee, David and Shane Witnov, Handbook on Conducting Research 
on Social-Networking Websites in California, http://www.law
.berkeley.edu/files/Social_Networking_Website_ 
Research-Handbook.pdf (accessed October 8, 2010).

Mayer-Schönberger, Viktor, Delete: The Virtue of Forgetting in the 
Digital Age. Princeton N.J.: Princeton University Press, 2009. 
http://press.princeton.edu/titles/8981.html (accessed October 
8, 2010).

B.	 Social Media
Boudreaux, Chris, “Social Media Governance.” 2009–2010,

http://socialmediagovernance.com/policies.php (accessed 
October 8, 2010).

Department of Defense, “Welcome to the Social Media Hub,” 
http://socialmedia.defense.gov/ (accessed October 8, 2010).

Intel, “Intel Social Media Guidelines,” http://www.intel.com/sites/
sitewide/en_US/social-media.htm (accessed October 8, 2010).

International Association of Chiefs of Police, “Center for Social 
Media,” http://www.IACPsocialmedia.org.

Lauby, Sharlyn, “10 Must haves for Your Social Media Policy,” 
Mashable.com, June 2, 2009. http://mashable 
.com/2009/06/02/social-media-policy-musts/ (accessed 
October 8, 2010).
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	 Chief Dan Flynn
	 Chief Billy Grogan
	 Sergeant Shad Hutchins
	 Sergeant Ronald L. Momon Jr.
	 David Poston, Esq.
	 Anthony Ritter
	 Assistant Chief Constable Gordon Scobbie
	 Lauri Stevens
	 Police Cadet Paul Walkin
	 Supervisory Special Agent David A. West
	 Lieutenant Gina V. Yabuku

	 Orlando, FL
	 Chief Bill Berger
	 Assistant Director Dave Heffernan 
	 Director Jeffrey Goltz 
	 Assistant IG Sam Guttman (Retired)
	 Lieutenant Sue Manney
	 Chief Brett Railey
	 Bobbi Willoughby

	 Redmond, WA
	 Valerie Bunn
	 Francis D’Addario
	 Chief Ron Gibson
	 Virginia Gleason
	 Chief Steve Harris (Retired)
	 Jeffrey McCall, Ph.D.
	 Commander Terry Morgan
	 Chief Don Pierce (Retired)

	 Baltimore, MD
	 Sergeant Robert Alexander
	 Lieutenant Pat Bray 
	 Major Joseph Burris
	 Sally Burt
	 Jon Cano 
	 Jim Christy
	 Lieutenant Edward Johnson
	 Colonel George Johnson
	 Captain Luther Johnson
	 Corporal Gary Kulik (Retired) 
	 Al Liebno
	 Sergeant Erik Lynn
	 Sergeant Bryant D. Moore
	 Stephen Prozeralik
	 Assistant Special Agent in Charge Adam D. Schneider  
	 Major Michael G. Sewell 
	 Stephen Shaver
	 Mark Sheppard
	 Lieutenant John Superson  
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Kurt Kreuger
Lorraine Leung
Denis McBride
Detective Sergeant Shawn Nash
Constable John Rozich
Bjorn Rutten
Mark Saltmarsh
Detective Sergeant Kim Scanlan
Shelley Sweeney
Sandy Thomas
Joseph Versace

Alexandria, VA
Chief David Crawford
Dennis Doverspike, Ph.D.
Chief Joe Estey (Retired)
Chief Mike Gambrill (Retired)
Chief Michael Force
Ben Gorban*
Stephen Griffin, Psy.D.
Chief Mark Marshall
Rebecca McClelland*
Dan Primozic, Ph.D.
Stephan Somers
Mike Stowers
Chief Terry Sult

Inspector Rod Nakanishi
Peter Nelson
Captain Noblett
Jennifer O’Connor, Ph.D. 
Deniz Ones, Ph.D.
Steve Otto
Captain Kenneth (Nate) Phillips
Jone Papionchock, Ph.D.
Mark M. Pollitt
Karla Porter
Commander Steve Potter
Commander Craig Potter
Captain Risedorph
Joel R. Reidenberg, Ph.D.
Peter A. Rosen, Ph.D.
Jane Sachs
Sergeant Dan Schnepple
Sergeant Jeff Scott
Jarrett Shalhoop, Ph.D.
Michael Stowers
Professor Robert Sprague
Kevin Tamanini, Ph.D.
Detective Liam Walker
Shane Witnov
Sergeant Joe Young

Elizabeth Rincon
Officer Joe Rude
Maurizio P. Scrofani
Pete Staats
Keith Talbert
Jason Thomas
George Wade

Boston, MA
Lisa Bernt
Richard M. Feustel
Thomas Koenig
Alan Mislove
Gregory Moore
Captain Mark O’Toole
Themis A. Papageorge
Bhavesh Patel
David Papargiris
Lauri Stevens

Toronto, Canada
Zachariah Ezekiel
Philip Fisher
Lisa Henderson
Dennis Herdman
Ed Jarosz
Rowena Kenny

G.	 Survey Respondents
The following people provided feedback to the initial set of policies and practices culled from the literature review and SME interviews. 

Sergeant Tim Albright
Christina Keibler Bolas
Lynn Bowler
David A. Bray
Chief Randall Carroll (Retired)
Chief John Cease (Retired)
Sally Cunningham
George M. Dery III
Stephan Dilchert, Ph.D.
Dennis Doverspike, Ph.D.
Nicole Ellison, Ph.D.
James J. Emerson
Tiffany Ford
Jan Fuller
Chief Dan Flynn
Sergeant Scott French
Simson Garfinkel, Ph.D.
Joanie Gillispie, Ph.D.
Samuel D. Gosling, Ph.D.
Cynthia Hetherington
Lieutenant Wayne Kitade
Steven M. Kleinman
Chief Ronald W. McBride (Retired)
Robert Morgester
Cassandra Murphy

*IACP staff
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Joel Reidenberg, Ph.D.
Fordham University School of Law

Professor Paul Schwartz
University of California, Berkeley School of Law

Scott R. Shipman
Associate General Counsel
eBay Inc. 

H.	 Additional Contributors
This project benefited greatly from discussions with the following scholars and practitioners:

Chief R. Steven Bailey
Miami Township Police Department

Donna Braxton 
Executive Director
Ohio Association of Chiefs of Police

Simson Garfinkel, Ph.D.
Naval Postgraduate School
Center for Information Systems Security Studies and 
Research

William Herbert, Esq.
New York State Public Employment Relations Board
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Facebook: a social network site that allows users to create 
profiles, send messages, create networks of friends and fans, and 
share content.

Fair Credit Reporting Act (FCRA): 15 U.S.C. § 1681, regulates 
the collection, dissemination, and use of consumer information, 
including consumer credit information. 

Follower: on Twitter, a person who subscribes to receive tweets 
from a registered user.

Friend: an individual who is part of another individual’s network.

Friend request: the act of requesting someone to be your friend on 
Facebook, in which they can accept or reject you. If they accept, 
you become a part of their network and they become a part of 
your network. 

Example 1: I’m “friending” Lisa on Facebook right now, 
I hope she accepts!  
Example 2: Oh, I’m going to “friend” her too!

Identity theft: a catch-all term for crimes involving illegal use of 
another individual’s identity.

Internet (also the World Wide Web, or the Web): A global system 
of interconnected computer networks that host a variety of 
applications that allow users to communicate and interact with 
each other. 

Internet searches/cyber searches: a process of locating and 
retrieving data (written documents and other media such as 
images, video and audio files) available on the Internet.

LinkedIn: a social network site focused on professional network 
connections

Metasearch engines: a metasearch engine submits queries 
to multiple search engines and returns an aggregate result of 
multiple searches.

Metasearches: Internet searches conducted on metasearch 
engines.

Microblog: service that allows users to send short (usually 
character restricted) messages out to a network of followers; 
examples include Twitter and Nixle.

Monitoring: the continuous conduct of cyber or Internet searches 
for any discussions, posts, videos, blogs, online conversations, 
etc., of your department with the purpose of discovering what is 
being said about you and being able to correct false information or 
rumors.

MySpace: a social network site.

Adjudication: a determination based on an assessment of an 
individual’s loyalty, reliability, trustworthiness, and fitness for a 
responsibility.

Applicant: individuals applying for employment.

Authentication: the process of establishing facts or evidence 
thereof, such as obtaining corroboration from different sources or 
determining direct authorship of a document.

Blog: a self-published diary or commentary on a particular topic 
that may allow visitors to post responses, reactions, or comments. 
The term is short for “Web log.”

Blogger: a blogging platform also known as a Blogspot; someone 
who blogs.

Candidate: a job applicant who is under consideration for a job 
offer. 

Consent: permission to proceed with what is planned or done 
by others; documented acceptance by an individual of certain 
specified conditions.

Copyright: the legal right granted to an author, composer, 
playwright, publisher, or distributor to exclusive publication, 
production, sale, or distribution of a literary, musical, dramatic, 
or artistic work.

Cyber alerts: e-mail updates of the latest relevant search engine 
results on a specified topic.

Cyber behavior: see online behavior.

Cyber bullying: willful and repeated harm inflicted through the 
use of electronic communication devices.

•	there is a pattern of behavior
•	the target feels hurt or humiliated

Cybervetting: an assessment of a person’s suitability to hold a 
position or security clearance using in part information found on 
the Internet.

Due process: providing an employee with notice of an adverse 
employment decision, the opportunity to respond to the decision, 
and the right to appeal any final decision. 

E-mail: short for electronic mail; a method of exchanging 
messages over the Internet or intranet.

Employee: a person who works for another in return for financial 
or other compensation.

Employment decision: any decision that affects offers of 
employment, or the terms or conditions of employment (e.g., 
hiring, transfers, promotion, demotion, termination).

Section 5.
Glossary
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Privacy settings: an option many social media sites offer to allow 
a user to determine the level to which their information is made 
available to others.

Profile: information that users provide about themselves on a 
social networking site.

Sensitive position: (1) positions that are directly responsible 
for the health, safety, and welfare of the general population or 
the protection of critical infrastructures; or (2) any position so 
designated within an organization, the occupant of which could 
bring about, by virtue of the nature of the position, a materially 
adverse effect on the organization or national security.

Social media: a category of websites that is based on user 
participation and user-generated content. They include social 
networking sites like LinkedIn, Facebook, or MySpace, 
microblogging sites like Twitter, social bookmarking sites like 
Del.icio.us, social news sites like Digg or Reddit, and other sites 
that are centered on user interaction.

Social media policy: guidelines that pertain to employees’ 
interaction with social media websites. Employees are often 
encouraged to follow these guidelines but in some cases employees 
are required to follow the guidelines or risk disciplinary action. 

Social networking sites: online platforms where users can create 
profiles, share information, and socialize with others using a 
range of technologies. 

Speech: expression or communication of thoughts or opinions 
in spoken words, in writing, by expressive conduct, symbolism, 
photographs, videotape, or related forms of communication. 

Twitter: a microblogging tool that allows users to send short 
messages (up to 140 characters) that will immediately be 
distributed to their network of followers.

Upload: to transfer data from a personal computer or device to a 
larger entity such as a website.

Visual search engine: a search engine that looks for information 
on the World Wide Web through the input of an image.

Web 2.0: the second generation of the World Wide Web focused 
on shareable, user-generated content, rather than static web 
pages. Some use this term interchangeably with social media. 

Web page: a multimedia document (may contain text, images, 
audio, and/or video) that is accessible on the Internet. A web 
page may be static (a user only views) or interactive (a user may 
input data and alter the content). Web pages often have links that 
direct users to other web pages.

Web presence: any information available on the Internet about an 
individual which is also under the control of that individual.

Website: a collection of interlinked web pages which are 
generally authored, hosted, and maintained by a single entity. 
Websites are commonly used to represent entities such as 
government organizations, businesses or persons, or used as 
places for individuals with common interests to meet and interact.

National security positions: (1) Those positions that involve 
activities of the government that are concerned with the 
protection of the nation from foreign aggression or espionage, 
including development of defense plans or policies, intelligence 
or counterintelligence activities, and related activities 
concerned with the preservation of the military strength of the 
United States; and 

(2) Positions that require regular use of, or access to, classified 
information. Procedures and guidance provided in OPM 
issuances apply.

(3) The requirements of this part apply to competitive service 
positions and to Senior Executive Service positions filled by 
career appointment within the Executive Branch, and agencies 
may apply them to excepted service positions within the 
Executive Branch.

Notice: documented communication to an individual of specified 
conditions.

Online behaviors: broadly includes all activities using computer 
technology, including the transmission of information, completion 
of tasks, replication of noncomputer activities, and creation of 
novel activities. 

Replication of noncomputer activities: Some cyber activities 
are easily described and understood, for technology merely 
provides a more efficient way of doing common things. 
These include using e-mail instead of phone conversations 
or postal mail, looking up information on the web instead of 
using an encyclopedia or a telephone book, and interacting 
with people via social networking and microblogging 
websites such as Facebook and Twitter instead of talking to 
them in person. 

Creation of novel activities: In contrast to those cyber 
environments that replicate real world activities, some 
create novel activities with a strong resemblance to real 
world places, people, and things, but that also go wildly 
beyond real life and into imagination. The most well known 
examples are: Grand Theft Auto, Doom, The Sims, World of 
Warcraft, and Second Life. 

Online profile: a description of a user of a network. The 
description can include biographical data, pictures, likes, 
dislikes, and any other information a user chooses to post. 

Page: The specific portion of a social media website where 
content is displayed and managed by an individual or 
individuals with administrator rights.

Post: Content an individual shares on a social media site or the 
act of publishing content on a site. 

Preemployment screening: the manner in which organizations 
proactively examine potential employees, including 
contractors, subcontractors, and temporary hires, for personal 
and professional history and characteristics related to their 
qualifications, fit, and risks as employees.
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7A breakdown of the job sectors and occupations of participants 
can be found in Appendix B.

8The words “should” and “shall” are used throughout the 
guidelines. Reviewers suggested that we use either “should” 
or “shall,” but not both. This project’s approach is to provide 
guidelines that reflect either focus group consensus or a majority. 
Therefore, the authors have decided to leave the items unedited 
and use both words in the final document.

9Some focus group hosts were unable to attend the Capstone 
meeting. Their feedback was collected during a teleconference 
prior to the final meeting.

10The references to decisions of court cases presented in this 
document serve only as examples. These references should not 
be considered legal advice and the user is advised to consult with 
the appropriate legal office or policy officials to learn about the 
current status of law and its application to the specific facts at 
hand.

  Unless otherwise noted, data for the court decisions provided 
in this document include official court documents, and case 
summaries provided by First Amendment Center, AELE Law 
Enforcement Legal Center, and Laura L. Scarry’s presentation 
“Free Speech in an Electronic World,” given at the Institute for 
Law Enforcement Administration, Plano, Texas, March 2010.

11Zuckerberg, Mark, “The Facebook Blog: 500 Million 
Stories,” July 21, 2010, http://blog.facebook.com/blog.
php?post=409753352130 (accessed July 26, 2010).

12Rose, Andrée et al., Developing a Cybervetting Strategy for 
National Security Positions.

13Haefner, Rosemary, “More Employers Screening Candidates via 
Social Networking Sites,” Careerbuilder, June 10, 2009, http://
www.careerbuilder.com/Article/CB-1337-Getting-Hired-More-
Employers-Screening-Candidates-via-Social-Networking-Sites/?A
rticleID=1337&cbRecursionCnt=1&cbsid=0b46ea4e1079427ea
6ce9845d903d432-334081875-RP-4 (accessed January 5, 2010).

14Cross-Tab, Online Reputation in a Connected World, January 
2010, http://www.microsoft.com/privacy/dpd/research.aspx 
(accessed July 7, 2010).

15This item was added to the guidelines during the last focus 
group.

16Federal Trade Commission, Using Consumer Reports: What 
Employers Need to Know, March 1999, http://www.ftc.gov/bcp/
edu/pubs/business/credit/bus08.shtm (accessed August 9, 2010).

The following references are cited within the text of the report:
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com/interactive/home-Internet-access-in-us-still-room-for-
growth-8280/ (accessed July 7, 2010); and Smith, Aaron, Mobile 
Access 2010, Pew Internet and American Life Project, July 7, 
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National Law Journal, October 15, 2007, http://www.law.com/
jsp/lawtechnologynews/PubArticleLTN.jsp?id=1192179809126 
(accessed October 29, 2010).
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Press, 2008, http://deborahgordonlaw.com/media-2008.
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29, 2010).
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Appendix A.
Sample Forms

Figure A‑1.  Sample Preemployment Screening Questionnaire
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Figure A‑1.  (continued)
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Table B‑2.  �Occupations within the Law 
Enforcement Sector

Occupation n     %

Sworn officers   76   45.0

Chief of Police   26   15.3

IACP committee members*   13     7.7

Retired Chief   10     5.9

LE administrative staff     6     3.6

Federal LE     6     3.6

Human resources     5     3.0

Police academy personnel     3     1.8

LE personnel recruitment & selection     3     1.8

Corrections     2     1.2

Federal LE retired     2     1.2

Internet child exploitation     2     1.2

Internet investigations trainer**     2     1.2

IT/Forensic trainer     2     1.2

POST Board member     2     1.2

Public safety training     2     1.2

Analyst     1     0.6

Cadet     1     0.6

Computer Crime     1     0.6

Deputy Attorney General: Special Crimes Unit     1     0.6

Internet search specialist     1     0.6

LE contractor     1     0.6

LE psychologist     1     0.6

Prosecutor     1     0.6

Total 170 100.0

*Members may have more specialized law enforcement experience. A 
determination could not be made based on available information.
**Provides specialized training to law enforcement agencies

Appendix B.
Project Participants: Job Sector 
and Occupation

Table B‑1 presents the job sector of all project participants 
(excluding authors and other key staff). Of those who work within 
law enforcement (n = 170), 60 percent (n = 102) are sworn 
officers and chiefs of police (see Table B‑2).

Table B‑1.  �Cybervetting Project Participants  
by Job Sector

Sector N %

Law enforcement 170   54.8

Other   68   22.0

Private   38   12.3

National Security   31   10.0

Unknown     3     1.0

Total 310 100.0

The total number of participants in Table B‑1 differs from the 
total number of participants listed in the Acknowledgements 
Section because (1) a handful of participants participated 
in one or more project activities (for example, survey, focus 
groups, and consultations) and are listed more than once in the 
Acknowledgement Section, and (2) a handful of participants 
requested no attribution.
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Table B‑3.  Occupations within the Other Sectors

Occupation n %

Academic
  Information technology, privacy, media
  Information technology, media
  Management
  Psychology
  Criminal justice
  Information assurance
  Information technology, privacy
  IT
  Privacy
  Sociology
Attorney
  Employment 
  Local government
  Intellectual property
Investigations: Preemployment screening
Human resources
Cyber security
Industrial organizational psychology consultant
Digital Forensics
IT
Personnel selection
Privacy
Anthropologist
Blogger
Emergency Management
Lexis Criminal Records
Social Media
Student
Superintendent
US Courts
Total

21
  5
  3
  3
  3
  2
  1
  1
  1
  1
  1
11
  6
  3
  2
  8
  5
  4
  3
  2
  2
  2
  2
  1
  1
  1
  1
  1
  1
  1
  1
68

  30.9

  16.2

  11.8
    7.4
    5.9
    4.4
    2.9
    2.9
    2.9
    2.9
    1.5
    1.5
    1.5
    1.5
    1.5
    1.5
    1.5
    1.5
100.0

The sum may not equal 100% because of rounding.

Table B‑3 provides a breakdown of those professions classified as ‘Other.’
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2.	� Personnel authorized to conduct cybervetting should be 
notified that information collected from the Internet is 
confidential. 

Employment Application or Background 
Questionnaire
1.	� The employment application or background questionnaire 

should ask job applicants, candidates, or incumbents:
	 a.	� For any e-mail addresses they have used over a period of 

time (period of time to be determined by the agency and 
the scope of its investigation). They should be notified that 
e-mail addresses will be used as search terms and that 
they are not required to disclose legally restricted e-mail 
addresses (for example, undercover or classified e-mail 
addresses). 

	 b.	� For online screen names, handles, or nicknames used 
over a period of time (period of time to be determined by 
the agency and the scope of its investigation). They should 
be notified that screen names, handles, and nicknames 
will be used as search terms. Requests should be limited 
to user names and should not include information such as 
login credentials for online health care and banking.

	 c.	� For the websites or blogs where they are members, 
frequent, or contribute. 

	 d.	� About any electronic content that would suggest a conflict 
of interest or could reflect negatively upon themselves 
or the potential employer. They should be afforded the 
opportunity to explain any potential concern.

	 e.	� If they have ever been a victim of identity theft, cyber 
bullying, or malicious postings. They should be afforded 
the opportunity to explain any potential concern they 
think might surface during the cybervetting process.

2.	 Law enforcement agencies should not ask for passwords. 

Search Practices
1.	� Before drafting cybervetting practices, an agency should first 

ensure that policy makers know how social media tools work. 
Decision makers should stay abreast of policy and technical 
changes made by social networking sites. 

2.	� Before drafting cybervetting practices, an agency should first 
ensure that policy makers know how cyber search tools work 
(for example, search engines and metasearches).

3.	� Applicants, candidates, and incumbents may be asked to 
access password-protected websites so that the recruiter or 
background investigator can review their profiles, blogs, or 
other online forums for disqualifying content. 

Purpose and Scope
1.	� Law enforcement agencies should create a cybervetting 

policy that describes the purpose and scope of cybervetting. 
The policy should include information on the general types 
of information checked, collected, and used. This policy 
should be

	 a.	� applied uniformly to all applicants, candidates, and 
incumbents;

	 b.	� reviewed periodically by management and updated as 
needed;

	 c.	 reviewed and approved by the agency’s legal counsel; and
	 d.	 made available to the public.
2.	� An agency’s cybervetting policy should also apply to 

third parties who engage in work on behalf of that agency. 
Organizations that provide policing services (e.g., 9-1-1  
dispatching and background investigations) should 
contractually agree to maintain consistency with the cyber-
related policies an agency has in effect.

Notice and Consent
1.	� Law enforcement agencies shall inform applicants, 

candidates, and incumbents, in writing, that the Internet may 
be used to search for relevant information on them and that 
relevant online information may be collected and used to 
make employment decisions.

2.	� With the consent of applicants, candidates, and incumbents, 
law enforcement agencies may review online information 
about these individuals available on websites, where a 
subject’s password is required to view content.

3.	� Applicants, candidates, and incumbents should be notified 
that failure to provide consent and/or deliberate concealment 
of or prevention of access to online content may have an 
impact on their employment status.

Lateral Police Transfers
1.	� Law enforcement agencies should notify lateral applicants 

that any information that is of a public safety concern or 
reflects upon their fitness for the position of a police officer 
may be shared with their current employer if the chief 
executive or designee at the agency conducting the vetting 
deems it necessary. 

Cyber Searches
Personnel Authorized to Conduct Cybervetting
1.	� Personnel authorized to conduct cybervetting should be 

classified as holding a sensitive position and vetted in 
accordance with that classification. 

Appendix C.
Cybervetting Guidelines
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3.	� Law enforcement personnel shall not post, transmit, or 
otherwise disseminate

	 a.	� any material that brings discredit to or may adversely 
affect the efficiency, reputation, or integrity of the agency. 

	 b.	� photographs or depictions of themselves dressed in 
uniform and/or displaying official identification, patches 
or badges, trademarks, or logos without prior approval 
from the chief executive or designee.

	 c.	� sexual, violent, racial or ethnically derogatory comments, 
pictures, artwork, audio, video, or other material on the 
same website with any online material that references or 
may negatively affect the public perception of the agency. 

	 d.	� text, pictures, audio, or videos of department training or 
work-related assignments without written permission from 
the chief executive or designee.

	 e.	� sensitive, confidential, proprietary, or classified 
information to which they have access due to their 
employment with the agency without prior permission 
from the chief executive or designee.

	 f.	� data from criminal or administrative investigations 
including photographs, videos, or audio recordings 
without prior permission from the chief executive or 
designee.

	 g.	� photographs of suspects, arrestees, or evidence, unless it 
is public information, without prior permission from the 
chief executive or designee.

	 h.	� personal statements about a use of force incident without 
prior permission from the chief executive or designee.

	 i.	� comments related to current or pending prosecutions 
without prior permission from the chief executive or 
designee.

	 j.	� images or details of restricted areas within the facility 
or its grounds without written permission from the chief 
executive or designee.

	 k.	� information about their agency’s security procedures 
without written permission from the chief executive or 
designee.

	 l.	� information that could affect the safety or security of the 
agency or its employees. 

	 m.	�details concerning locations and times of agency activities 
that are official and sensitive in nature without prior 
written authorization from the chief executive or designee.

	 n.	� images or any other materials, obtained during the course 
of their employment, that reflect the types of sensitive or 
proprietary technologies used by their agency without prior 
written authorization from the chief executive or designee.

	 o.	� comments on the operations of the agency, or specific 
conduct of supervisors or peers, that might negatively 
impact the public perception of the agency. 

4.	� Personnel are expected to remain respectful of the agency 
and its employees, services, partners, and suppliers while 
blogging or posting in other online venues. Furthermore, 
employees may not reference agency partners or suppliers 
in an online forum without express consent of the chief 
executive or designee.

4.	� Personnel conducting background investigations, including 
cybervetting, may contact any of the associates of applicants, 
candidates, or incumbents, including online friends. 

5.	 E-mail addresses may be used as cyber search terms.
6.	� Screen names, handles, or nicknames may be used as cyber 

search terms. 

Search Restrictions
1.	� Cybervetting may only be conducted on authorized 

workstations.
2.	� Cybervetting may not unlawfully bypass applicants’, 

candidates’, or incumbents’ privacy settings on social 
networking sites.

3.	� Personnel conducting cyber searches shall use appropriate 
representations to obtain online information.

Search Results
1.	� Personnel authorized to conduct cybervetting shall document 

cybervetting methods and results.
2.	� Cybervetting results supplement background investigations 

and should be incorporated into the normal, lawful 
employment process.

3.	� Law enforcement agencies shall follow existing procedures 
that ensure information relating or pertaining to protected 
classes does not negatively impact hiring decisions.

4.	� Law enforcement agencies will report evidence of criminal 
activity uncovered during the cybervetting process to the 
appropriate law enforcement agency when doing so is 
consistent with existing policies or as required by law.

Training
Law enforcement agencies should ensure that appropriate 
training and mentoring is provided to all personnel involved in 
the cybervetting process (for example, policy makers, decision 
makers, and investigators). Training should address the following 
legal, ethical, and technical areas:
1.	 scope and purpose of cybervetting,
2.	 guidance on using Internet and social media tools,
3.	 capturing and retaining relevant information, 
4.	 what constitutes prohibited grounds for discrimination, and
5.	 safeguarding data.

Social Media
Social Media Guidelines
1.	� Law enforcement agencies shall notify all personnel when a 

new cyber-related policy is implemented. 
2.	� Absent exceptional circumstances, law enforcement 

personnel may not be prohibited from having a personal 
website or social networking profile.

	 a.	� Posting one’s affiliation with a law enforcement agency; 
however, could have an effect on future work assignments 
(for example, undercover assignments). 
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Authentication
Policy
1.	� Given (1) it is often difficult to know with certainty that 

information obtained from public areas on the Internet 
pertains to the actual person of interest, (2) people can 
maliciously place false information about people on the 
Internet, and (3) unintentional errors at certain public sites 
on the Internet are common, law enforcement agencies 
should attempt to verify information collected from the 
Internet is accurate and truly associated with the person of 
interest. 

Practices
1.	� Law enforcement agencies should ask applicants, 

candidates, and incumbents to confirm the accuracy of 
any information found online. Applicants, candidates, and 
incumbents should be allowed to provide the names of 
references who can speak knowledgably about the online 
information of concern. 

2.	� Law enforcement agencies may provide a copy of online data 
used to make employment decisions to any individual who 
was the subject of the agency’s cybervetting procedures and 
who makes a request for their information. 

3.	� Law enforcement agencies should recommend candidates 
and incumbents correct erroneous information about them 
posted on the Internet. 

Adjudication
Hiring, Retention, Promotion, and  
Disciplinary Decisions
1.	� Hiring, retention, promotion, and disciplinary decisions may 

be affected by information found on the Internet. 
2.	� Hiring, retention, promotion, and disciplinary decisions must 

be based on established criteria and processes.
3.	� Information, regardless of the source, should only be 

considered when it falls within the scope of the investigation, 
unless out-of-scope information reflects behaviors that could 
impact the ability of the applicant, candidate, or incumbent 
to perform his or her duties. 

Incumbents
1.	 Law enforcement personnel
	 a.	� whose actions can be directly linked to websites that 

promote misconduct or bring discredit to the agency or a 
member of the agency, unless linked for official work-
related purposes, should be investigated.

	 b.	� who violate their agency’s social media policies shall 
be appropriately disciplined by the chief executive or 
designee. 

Training
1.	� Law enforcement agencies shall ensure decision makers are 

properly trained on evaluating cyber search results. 

Monitoring
1.	� Law enforcement agencies should periodically inform 

personnel that any information created, transmitted, 
downloaded, exchanged, or discussed in a public online 
forum may be accessed by the agency at any time without 
prior notice.

2.	� Law enforcement agencies should periodically inform 
personnel that any information created, transmitted, 
downloaded, exchanged, or discussed on workplace 
equipment may be accessed by authorized personnel at any 
time without prior notice. Workplace equipment remains the 
property of the agency and no employee has a reasonable 
expectation of privacy with regard to that information. 
Agencies may want to document that personnel have  
received this notice. 

Reporting
1.	� Law enforcement agencies may ask personnel to disclose any 

website(s) where they have posted information pertaining to 
their job or employment.

2.	� Law enforcement personnel who become aware of an Internet 
posting or website that is in violation of the department’s 
policies shall immediately report that information to a 
supervisor. 

Review of Data
1.	� When an agency becomes aware of personnel referencing 

the agency in a personal website, blog, or other online forum, 
authorized personnel may review the reference to ensure that 
it does not violate the agency’s policy.

2.	� In response to concerns or complaints about online postings, 
the agency may accept, review, and evaluate third-party data 
(for example, coworker, concerned citizen, etc.).

Social Media Training for Personnel
1.	� Personnel should be notified that the department’s standards 

of behavior, including harassment and anti-disparagement 
policies, apply to online behavior. 

2.	� Law enforcement agencies should educate personnel on 
what constitutes an appropriate web presence as it relates 
to representing their agency and personal safety. Briefings 
should include but are not limited to 

	 a.	� copyright, trademark, and other intellectual property laws 
and how they affect what employees can post online;

	 b.	� the impact Internet postings and other electronic 
communications have on people’s ability to work in 
assigned positions (for example, undercover assignments), 
and active criminal cases (for example, impeached 
testimony);

	 c.	� personal and work-related information posted by 
employees, their families, or their friends may be 
misused; and

	 d.	� privacy settings at social media sites are constantly in 
flux. One should never assume that personal information 
posted at these sites is protected. 
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4.	� Law enforcement agencies should address the unauthorized 
disclosure of information obtained from the cybervetting 
process.

	 a.	� A process should be in place to inform applicants, 
candidates, and incumbents if their cybervetting results 
have been inappropriately disclosed. 

5.	 Unauthorized disclosure should result in disciplinary action. 

Safeguarding Data
1.	� When collecting data, employers must consider the 

responsibilities associated with data collection, retention, 
and storage. 

2.	� Cybervetting results should be safeguarded in a manner 
that is consistent with existing Human Resource policies 
and practices pertaining to employment and background 
investigation data. 

3.	� The retention of cybervetting results should comply with 
existing document retention policies.
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