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Executive Council  QUICK Introduction to Security

Executive Council

« A problem-solving research and services
organization for corporate security and risk
markets/professionals

« Develop deliverables for Tier 1 Security Leaders™
(members) and individual consulting projects (clients)

« A Council mission is to help the security industry
avoid reinventing wheels and have access to reliable
solutions using Collective Knowledge™, a knowledge
repository, research and trending
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Executive Council Qutline

|. Understanding the Nuances of Your Constituencies
and Stakeholders

* Personas

« Customer satisfaction surveys

* Internal stakeholder interviews

ll. Peer Research/Benchmarking

 Benchmarks: What it can do, and does not do

« Maturity modeling

*[ll. Aligning Security Programs with Corporate Culture
and Leadership Role/Style

« Understanding the connection btwn organization
state of readiness, program maturity and leadership

type
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Executive Council

Why Add Business Research
to Your Repertoire?
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Executive Council

Understanding the Nuances of Your

Constituencies and Stakeholders
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Executive Council

UW Libraries Patron Personas

Ttm parsanas describad harn reprosant the patrons of the Uneoraty of Washingtan Lisrariss.

O pwirona span = wide rangs of disciplines ard akill levals, but shars cortain fundemantal gosts and nesds. By focusing on theas axentisl charsctaristics, thaes

parsonss smbody cur users and can hslp us =ske decisions sbout what will Best servs the sntirs petren populsticn.

It’s difficullt to make an interface that is both simple enowgh for Beginners and rich enowgh for expert Researchers. When user nands conflict, thass parscnes can

halp suppart desgn choices by meking the coss and banafits of difsrent altscnetives more spperent. Diferent usar nends cen ba priositinsd bessd an:

» Thm size of that usar graup
* Tt valun of that particuler featurs to theer geals
= The impact of their reseanch goalson the University’s mission

T2 maip astimute the users thet sach Parsone reproseats, the pecacn es sce displayed bare slong with comespanding papulstion informstian from tha VW
Factbaak. This corraapondance dons not slways spply, for somae undergradusts studonts muy bo Quks sTpecenced rasserchars, whils 5= e scholers may Eahas

mcra like boginnors whan laaking for something outsids thair aras of sxpartine. Hownwes it s uanfil aa @ rosgh way of thinking sbout our patrona.

For maxt dasign chaicns raieting to the websts, Brooks the Baginnar witl ba the primary parsone. Students iis Broaks, whe sre just baginning thair scgemic
SRrears, e 8 Pretful sres for G e facus aur design affarts, faide from Seing the =oat Gopulcus user group, they stand to suffer tha most from EnespEertve
sywtm=n, sincs thay lack subject azpermnon o know whet ressarch =aterisls aeit, and he e prios familiscty with lErary systsms. Sincs thay will nasd £
1533 tha liErary mars and mess ovar tha ract feve yaars, thay sl stand to gein = grast desl from o systam thet matchas thair szpectaticns and guides tham to

BPETIristE RS LTOEE.

Moara sxparinnced library usars, such s Fichard toe Hassarchor and Shacan the Sonclar, sirasdy heve scme ides of wht resssrch mstesisls wil b svsilsbls; for
tham, using tha Librares = cfan simply & master of lozeting i mes thoy siresdy Enow sbout Thay will Be abls to ssccassfully s sny toascnabin mtarfacs, aven

if it daes not aatirely conform to their sapecteions.

Brooke the Beginner

Pd rather use an online article that
‘kinda works” than go to the hassle
of finding o book in the Hbrary.

Undergraduate Faculey

* Mew to the research process and academia 64% 9%

= Working on several assignments in different
humanities disciplines, but not an expert in any of
them

= Will take the first thing that's goed enough

UW Libraries Patrons

April the Alumna

I have a library card, why can’t |
use the research datobases?

= Former UW stsdent who now has access to some (but not all) lbrry sendoes

= Remembers extensive resources at the Uibrasdes and would lkee to use them
far 3 personal project

= Asics for heldp wia email and phone

Personas

Professicnal

4%

UNIVERSITY LIBRARIES
UNIVERSITY of WASHINGTON

Richard the Researcher

Accessing full-text articles online is central to my
research..but some reference materials aren’t
online.

= Dedicated ful time shedent with significant
knowiedge in his area of study

= Working on & long term, in-depth project

= Will pursise all avenses o abtain materais
relabed to his research

Sharon the Scholar

I have to stay current on my field and do the
research work...Those are the priorities at @
research institution.

= Expert knowledge in her research
arey

= Ongoing, In-depth projects using

primary sources

* Long term wser who has already
leamed existing systems.

Paul the Professional

1 feel like there's information in oll of
these drawers, and | don't know which
drawer to apen.

- to school after several

YEIrs, working full time
‘outside of schocl

= Some subject matter knowledge
and strong technology skills

= It time
“-'l :n-u-.m
remately

Source: staffweb.lib.washington.edu/units/ITS/ux/2009-g2/persona-

construction/final-personas/powerpoint-

rview
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Secu ritYLeadmh'pSolutiay
Executive Council Personas

« Develop prototypes; borrowed from marketing and user
experience domains

* Created to represent the different types within a
demographic (research based) to identify attitude/behaviors
to test your program development or marketing ideas
against

« Use the particular representations of your demographics
to flesh out proposed options (how would persona A react?)

Example we did with Council leadership continuum (next
slide):

v’ Learn more:
Develop Personas:
www.usability.gov/how-to-and-tools/methods/index.html
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Executive Council Personas

Leadership Continuum: Types of Members We Assist

Mew to Security Leam Other Program Creator/  Program Urgent Program Next Generation
or an Industry  Side of Security  Validator Facilitator Innovator! Expander  Programs

Expander

This helps us align what kind of help and
resources are needed for an individual member or
client. For the Security Department it can be

helpful to identify internal customer “types”
(needs, motivations, attitudes, etc.)
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SecuritYLeadmhi:Soluﬁap _ _
Executive Council  Customer Satisfaction Surveys

* Borrowed from customer service, sales, etc.

* Not always easy to get people to participate: Use
win-win. Make them know they are part of the “insight
team.”

« Gain insight as to how internal customers perceive
security; if not well, take corrective action

« Understand what is working and what is not

« Engage end-users to be a part of the solution

« Roll-up results for senior management briefings

Tips: Keep it simple but be specific

Make questions relevant to their world
Don’t offer too many answer options

Have open ended questions for comments
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Eﬁgg&%ﬁﬁ*‘gﬁ Example of Results Roll-Up

(example not specific to Security)

Satisfaction Summary
N=214
o 95 % % % T
Description M | Avg 1934 c
General satisfaction 212(3.82| 1| 4|25(50|20
Identification of needs 197|2.49| 2| 9/34/43|11
Ordering 138/4.07| 0| O|24(45 31
Delivery 128/4.19| 0| & 9(43 38
after Sales Service 162|4.02) 2| 3/15/45|33
Fesaolution 134\ 3. 75| 4| 4|25(46 20
General satisfaction I | -
Identification of needs I | .
Crdering | -
in ]
After Sales Service I | -
Fezalution I | -
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Securi Leadership Solutions
Executti\);eCouncil Stakeho.lc!er !’rogra_m
Value/Criticality Rating

« Discussions with BU heads as to what security
services they use/value

* You are assessing how your internal customers
evaluate your “product”

e Create a chart of results - shows executives who
values which services (different departments
need/value different things)

« Helps BU leaders to understand their security
issues and what is being done to mitigate them
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Executive Council |nternal Stakeholder Interviews

« Conduct:
« When exploring “buy-in” or understanding
« When there seems to be a disconnect (e.qg.,
business goals and security program
development)

« Who: Stakeholders by function/ownership

 Craft interview questions “script”

Copyright 2010 Security Executive-€a



Securi o Solutions
Executti\);émC'gﬁs?lcil Internal SFakeholder
Interviews (2)

« Qualitative analysis:

> Trending

- Look for consistencies and

Inconsistencies
« Benefits: Creates clarity between groups; may
assist with buy-in
« Reporting: A formal report with the types of
qguestions asked and answer trends; can
include analysis and options based on results

v’ Learn more: Understanding Organizational Stakeholders for
Design Success: boxesandarrows.com/understanding-
organizational-stakeholders-for-design-success/

(Note: this is web design based but general principles apply).
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Securi + Solutons .
et et StakEhC"I?]elrJSlgteFVIews

« |dentify key business units/staff involved in
planning of future business growth opportunities

« Use a broad set of base questions

« Helps identify key areas of corporate focus e.g.,
growth, reorganization, outsourcing and new
business opportunities

 Lays foundation for creating influence in areas of
risks and security by discussing potential risks
arising from the business discussion

v Learn more: Enterprise/Security Risk Alignment:
www.securityexecutivecouncil.com/common/streamfile.htmI?PR
OD=223&cti=25834

Copyright 2010 Security Executive-€a i ontent cannot be copied, distributed, or republished without written permission.


http://www.securityexecutivecouncil.com/common/streamfile.html?PROD=223&cti=25834
http://www.securityexecutivecouncil.com/common/streamfile.html?PROD=223&cti=25834

Securit_ymmwum
Executive Council

Peer Research/Benchmarking
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Securityuueses  The Benefits and Limitations

Executive Council
of Benchmarking

While benchmarking can help you understand what like
companies are doing, it is a limited view. If senior
management is demanding this, there may be a larger
issue of trust.

Cons:

« Ad hoc

 Low number respondents = low reliability

« Every security program’s situation is different - is the data really
applicable?

Pros:

« A sampling of what others are doing; although may need follow-
up to untangle the specifics

« Generate ideas

v’ Learn more: “Garbage In” Can Cost You Your Job:
www.securitymagazine.com/Articles/Column/BNP_GUID_9-5-
2006_A_10000000000000935838
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Securitymmwum
Executive Council Maturity Model

Through research the Council has developed a security program
maturity model:

Comprehensive security programs start at level 4 maturity model

1. Start-up or initial service

2. Repeatable, consistent service
‘3. Defined/documented service

4. Enterprise-wide integration & value measured

5. Innovation to meet business transformation
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Aligning Security Programs with Corporate

Culture and Leadership Style
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Secu rit_YLeadmh'pSolutiay _ _ _
Executive Council  QOrganizational Alignment

Using many of the research techniques discussed, the

Council has created an assessment process named
OPalL.:

Organizational Readiness
Program Maturity
and

Leadership Type/Situation

v' Learn more: OPalL Executive Summary:
www.securityexecutivecouncil.com/knowledge/index.html?mlc
=506&ts|=589&sk=0PalL&go.x=0&go.y=0
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Securit_ymwum _ ] _
Executive Council  Leadership Type/Situation

The following list of leadership types are based on research of Council Tier 1 Security Leaders™

Program
Creator/

Validator

New to
Security or an
Industry

Program
Facilitator

Learn Other N
Side Urgent

Innovator/

IT > Corp or
Expander

Corp > IT

Next Program
Generation Expander
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Secu rit_YLeadmh'pSolutiaF
Executive Council

Why Add Business Research
to Your Repertoire?

« Would you rather have a faith healer or a
trained surgeon operate on you? Your decisions
should be based on current research, not on
opinion or intuition

« We are all sales people
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Executive Council Final Notes

« Use (borrow) techniques other functions have already
found useful

* Do not become complacent! Continue to research and
learn about the business and your customers

(See: Reestablishing Security as a Critical Partner within the
Organization:

www.secleader.typepad.com/qanda/2010/11 /reestablishing-
security—as-a-critical-partner-within-the-organization.html)

« A formal “marketing” plan for your program is important
(one of the Council’s Nine Practices of Successful Security
Leaders based on practitioner interviews)

Questions or comments?

Email: contact@secleader.com
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Secu ritYLeadmh'pSolutiay
Executive Council About Us

The Security Executive Council (www.securityexecutivecouncil.com) is a
leading problem-solving research and services organization focused on
helping businesses build value while improving their ability to effectively
manage and mitigate risk. Drawing on the collective knowledge of a large
community of successful security practitioners, experts, and strategic
alliance partners, the Council develops strategy and insight and identifies
proven practices that cannot be found anywhere else. Our research,
services, and tools are focused on protecting people, brand, information,
physical assets, and the bottom line.

The Council's current research and solution development is focused on six
strategic initiatives:

* The industry's largest knowledge base for transformational innovation and
program success

« C-Level executive communications and influencing strategies

« Academic influence and research

 Security leadership success

 Industry publications and recognition

« Enhancing IT and corporate security leadership synergies
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