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• A problem-solving research and services 
organization for corporate security and risk 
markets/professionals 
 
• Develop deliverables for Tier 1 Security Leaders™ 
(members) and individual consulting projects (clients) 
 
• A Council mission is to help the security industry 
avoid reinventing wheels and have access to reliable 
solutions using Collective Knowledge™, a knowledge 
repository, research and trending 
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I. Understanding the Nuances of Your Constituencies 
and Stakeholders 
• Personas 
• Customer satisfaction surveys 
• Internal stakeholder interviews  
II. Peer Research/Benchmarking 
• Benchmarks: What it can do, and does not do 
• Maturity modeling  
•III. Aligning Security Programs with Corporate Culture 
and Leadership Role/Style 
•  Understanding the connection btwn organization 
state of readiness, program maturity and leadership 
type 
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Source: staffweb.lib.washington.edu/units/ITS/ux/2009-q2/persona-
construction/final-personas/powerpoint-
posters/overview_persona_poster.pptx/view 
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• Develop prototypes; borrowed from marketing and user 
experience domains 
 
• Created to represent the different types within a  
demographic (research based) to identify attitude/behaviors 
to test your program development or marketing ideas 
against 
 
• Use the particular representations of your demographics 
to flesh out proposed options (how would persona A react?) 
 
Example we did with Council leadership continuum (next 
slide): 

 Learn more:  
Develop Personas: 
www.usability.gov/how-to-and-tools/methods/index.html 
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This helps us align what kind of help and 
resources are needed for an individual member or 
client. For the Security Department it can be 
helpful to identify  internal customer “types” 
(needs, motivations, attitudes, etc.) 
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• Borrowed from customer service, sales, etc. 
• Not always easy to get people to participate: Use 
win-win. Make them know they are part of the “insight 
team.” 
• Gain insight as to how  internal customers perceive 
security; if not well, take corrective action 
• Understand what is working and what is not 
• Engage end-users to be a part of the solution 
• Roll-up results for senior management briefings 
 

Tips: Keep it simple but be specific 
Make questions relevant to their world 

Don’t offer too many answer options 
Have open ended questions for comments 
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• Discussions with BU heads as to what security 
services they use/value 
 
• You are assessing how your internal customers 
evaluate your “product”  
 
• Create a chart of results – shows executives who 
values which services (different departments 
need/value different things)  
 
• Helps BU leaders to understand their security 
issues and what is being done to mitigate them  
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• Conduct:  
• When exploring “buy-in” or understanding 
• When there seems to be a disconnect (e.g., 
business goals and security program 
development) 

• Who: Stakeholders by function/ownership 
• Craft interview questions “script”  
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• Qualitative analysis: 
◦ Trending 
◦ Look for consistencies and 
 inconsistencies 

• Benefits: Creates clarity between groups; may 
assist with buy-in 
• Reporting: A formal report with the types of 
questions asked and answer trends; can 
include analysis and options based on results 
 

 Learn more: Understanding Organizational Stakeholders for 
Design Success: boxesandarrows.com/understanding-
organizational-stakeholders-for-design-success/ 
 (Note: this is web design based but general principles apply). 
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• Identify key business units/staff involved in 
planning of future business growth opportunities 

• Use a broad set of base questions 

• Helps identify key areas of corporate focus e.g., 
growth, reorganization, outsourcing and new 
business opportunities 

• Lays foundation for creating influence in areas of 
risks and security by discussing potential risks 
arising from the business discussion 

 
 Learn more: Enterprise/Security Risk Alignment: 
www.securityexecutivecouncil.com/common/streamfile.html?PR
OD=223&cti=25834 
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While benchmarking can help you understand what like 
companies are doing, it is a limited view. If senior 
management is demanding this, there may be a larger 
issue of trust. 
 
Cons: 
• Ad hoc 
• Low number respondents = low reliability 
• Every security program’s situation is different – is the data really 
applicable? 
 
Pros: 
• A sampling of what others are doing; although may need follow-
up to untangle the specifics 
• Generate ideas  

 Learn more: “Garbage In” Can Cost You Your Job: 
www.securitymagazine.com/Articles/Column/BNP_GUID_9-5-
2006_A_10000000000000935838 
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Through research the Council has developed a security program 
maturity model: 
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Using many of the research techniques discussed, the 
Council has created an assessment process named 
OPaL: 

Organizational Readiness 

Program Maturity 

and 

Leadership Type/Situation 

 
 Learn more: OPaL Executive Summary: 
www.securityexecutivecouncil.com/knowledge/index.html?mlc
=506&tsl=589&sk=OPaL&go.x=0&go.y=0 
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The following list of leadership types are based on research of Council Tier 1 Security  Leaders™ 

 
 
 
 

Program 

Creator/ 

Validator 

Program 

Facilitator 

Urgent 

Innovator/

Expander 

Program 

Expander 

Next 

Generation  

Learn Other 

Side 

IT  Corp or 

Corp  IT 

New to 

Security or an 

Industry 
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• Would you rather have a faith healer or a 
trained surgeon operate on you? Your decisions 
should be based on current research, not on 
opinion or intuition 
 
• We are all sales people 
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• Use (borrow) techniques other functions have already 
found useful 
 
• Do not become complacent! Continue to research and 
learn about the business and your customers                 
(See: Reestablishing Security as a Critical Partner within the 
Organization: 
www.secleader.typepad.com/qanda/2010/11/reestablishing-
security-as-a-critical-partner-within-the-organization.html) 

 

• A formal “marketing” plan for your program is important 
(one of the Council’s Nine Practices of Successful Security 
Leaders based on practitioner interviews) 

 

 

     Email: contact@secleader.com 
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The Security Executive Council (www.securityexecutivecouncil.com) is a 
leading problem-solving research and services organization focused on 
helping businesses build value while improving their ability to effectively 
manage and mitigate risk. Drawing on the collective knowledge of a large 
community of successful security practitioners, experts, and strategic 
alliance partners, the Council develops strategy and insight and identifies 
proven practices that cannot be found anywhere else. Our research, 
services, and tools are focused on protecting people, brand, information, 
physical assets, and the bottom line.  
  
The Council's current research and solution development is focused on six 
strategic initiatives: 
• The industry's largest knowledge base for transformational innovation and 
program success 
• C-Level executive communications and influencing strategies 
• Academic influence and research 
• Security leadership success 
• Industry publications and recognition 
• Enhancing IT and corporate security leadership synergies 

   
 

http://www.securityexecutivecouncil.com/

