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William Crowell, former 
Deputy Director of the National 
Security Agency, helps explain 
how private sector efforts cou-
pled with public sector policies 
can mitigate cyber threats

By Marleah Blades

S
ecurity has had more than 20 years to 
adjust to life in the Information Age. That’s 
the equivalent of two or three lifetimes in 
high-tech years. But it seems every time we 
feel closest to truly securing our networks, 

data and information, cybersecurity once again 
slithers out of our reach. Why is that? 

In part, it’s because quickly evolving tech-
nology turns threats and mitigation techniques 
into living, breathing things. It’s also because 
cybersecurity is not just about each of us; it’s 
about all of us. Individual users, businesses 
and agencies across the globe have excelled 
at protecting their cyber assets. But indi-
vidual efforts, while critical, are not enough. 
Information technology connects us all — 
sometimes more closely than we would prefer. 
We all share the risks and the responsibility.

This is one of the messages coming out of 
this spring’s frenzy of media coverage, execu-
tive branch shake-ups and legislative action 
regarding cybersecurity in the United States. 

Cross-Sector Failures
Much of the recent attention to cyberse-

curity has revolved around an April 8 Wall 
Street Journal report that claimed foreign 
“cyber-spies” had penetrated the U.S. power 
grid and left behind malicious software. Since 
these claims surfaced, lawmakers, editorialists 
and industry experts have repeatedly evoked 
the alleged infiltration to illustrate both the 
need to improve national cybersecurity and the 
potential consequences of inaction.

Here is a prime example of the interconnect-
edness of our cyber existence: If our power grid 
were to be compromised and manipulated for 
malicious purposes, it would pose significant 
problems for the electric industry in the form 
of damage, fines, loss of revenue and more. It 
would pose problems for other privately owned 
businesses, which could lose significant revenue 
during prolonged or targeted power outages, and 
which could stand at greater risk of theft and 
looting in such circumstances. And it would pose 
problems for the public sector, which would have 
to expend extra resources to confront a potential 

44 SECURITY TECHNOLOGY EXECUTIVE • August 2009

Is America Building a Cyber 
Security Sand Castle?



increase in crime and unrest that extended 
outages might bring, and which could lose 
some of its capability to effectively deploy 
defenses in the event of simultaneous ter-
rorist attack, for instance. 

When the Wall Street Journal story 
broke, it should have already been clear 
that critical infrastructure was not the 
only sector with a problem. In recent 
months, we have seen reports of net-
work intruders accessing data from the 
Pentagon’s Joint Strike Fighter proj-
ect, the FAA’s employee information 
records and the U.S. Air Force’s air-
traffic-control system. The Cybersecurity 
Commission of the Center for Strategic 
and International Studies stated in its 
Dec. 2008 report, “Securing Cyberspace 
for the 44th Presidency,” that “America’s 
failure to protect cyberspace is one of 
the most urgent national security prob-
lems facing the new administration.” In 
its year-long examination of the state 
of national cybersecurity, the commis-
sion found that the Departments of State, 
Defense, Commerce, Homeland Security 
and NASA all experienced major intru-

sions by foreign entities in 2007 alone, 
and one department official reported 
that terabytes of information had been 
lost. It does not take much imagination 
to see how breaches of sensitive govern-
ment and military information could neg-
atively impact businesses and organiza-
tions across the private sector.

While private business outside of criti-
cal infrastructure seems to be largely 

off the hook this year with few high-
profile data breaches in the news, their 
place in the chain of cybersecurity is 
particularly important. A data breach 
can have a major impact on their own 
bottom line — consider that Heartland 
Payment Systems has reported that the 
security breach it disclosed in January 
had cost the company about $12.6 mil-
lion by May, and that price tag is likely to 
increase. But businesses’ well-being also 
strongly impacts the state of the nation. 
Coordinated, malicious attacks on pri-
vate businesses could degrade an already 
struggling economy, and economic insta-
bility is historically associated with politi-
cal turmoil, unrest and increased crime. 

Loss of trade secrets to foreign entities 
— as well as loss of information on sensi-
tive projects by private government con-
tractors — could bolster the economic and 
military strength of other countries at the 
same time. “A recent report to Congress 
from the National Counterintelligence 
Executive highlighted that over 108 coun-
tries, both friend and foe, are actively steal-
ing intellectual property from U.S. busi-
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nesses to help bolster the competitive pos-
ture of their own economies,” says Lynn 
Mattice, former CSO of Boston Scientific 
and Chairman of the Board of Advisors of 
the Security Executive Council.

The public sector and the private sec-
tor — both critical infrastructure and 
other business — are inextricably linked; 
a cybersecurity failure on the part of one 
could mean a new threat for all. 

Why All the Attention Now?
Of course, the federal government, critical 

infrastructure and other private companies 
have all been working for years to shore up 
cybersecurity gaps, some more wholeheart-
edly than others. Why suddenly is the spot-
light shining so brightly on this issue?

One reason is the election of a new 
U.S. President who has promised to give 
it a hard look. “You have an administra-
tion coming in that’s increased the focus 
on leveraging social collaboration tech-
nologies, and the focus on furthering 
the agenda of the nation and leveraging 
technology,” says Theresa Payton, former 
White House CIO under President George 
W. Bush and a Security Executive Council 
Emeritus Faculty Content Expert. “With 
that change in administration, the media 
has really started to look at and have an 
enhanced understanding of what’s going 
on with cyber globally and in the United 
States. So in a sense, it’s all about timing.”

Another reason is the documented 
increase in the sophistication and num-
ber of cyberattacks. Experts agree that the 
types of threats we are facing now are dra-
matically different than they were even 
12 months ago. “The nature of the threat 
has changed from casual attacks to very 
well-financed, substantial, well-delivered 
attacks. These advanced threats require 
equally advanced countermeasures for 
everybody now.” says Tom Patterson, a 
business advisor on security, commerce, 
and governance and author of the book 
“Mapping Security — Corporate Security 
Sourcebook for Today’s Global Economy.” 

Hord Tipton, former CIO of the U.S. 
Department of the Interior and current 
executive director of (ISC)2, explains, 
“We have always played this game with 
the hacking and attacking community, 
trying to catch up and get on an even par 
with them. But the evidence and data 
collected seems to indicate we’re falling 
behind. Annual reports show as much as 
a 40-percent increase in exploits in ’09 
than ’08, and we have seen a trillion dol-
lars of fraud and identity loss in ’08.”

These increases can be chalked up in 

part to the slump in the world economy, 
according to Payton. “In desperate times, 
you see a run-up on traditional crimes, and 
now that cybercrime is becoming more 
mainstream, it’s following the same pat-
tern. I think this does put us more at risk; 
obviously the more somebody tries to get 
into your fortress, the more potential they 
have to find the weak link in the chain, 
so to speak. But at the same time, from a 

leadership perspective, the media attention 
on this topic is creating the positive impact 
of a heightened awareness of the threats.”

Initiatives Already on the Table
The federal government has a number 

of executive and legislative initiatives on 
the table aimed at changing how cyber-
security is handled both in the public and 
the private sector.

The Comprehensive National Cyber 
Security Initiative (CNCI) was introduced in 
early 2008. Its overarching purpose is to bet-
ter protect the nation’s cyber infrastructure, 
starting with federal computer systems and 
networks. The initiative intends to reduce 
external points of access to federal networks, 
improve situational awareness across agen-
cies, shift the focus from passive to aggres-
sive intrusion detection and prevention, and 
enhance existing information-sharing efforts 
between the government and the private 
sector. The details of how all this will be 
accomplished remain highly classified. 

The Cybersecurity Act of 2009 (S.773), 
introduced April 1 by Senators John 
Rockefeller (D-WV), Evan Bayh (D-IN), Bill 

Nelson (D-FL) and Olympia Snowe (R-ME), 
calls for the National Institute of Standards 
and Technology (NIST) to create new, 
enforceable standards of cybersecurity for 
the federal government and critical infra-
structure. It proposes a national licensing 
and certification program for cybersecurity 
professionals, and would make it unlawful 
for any individual to provide cybersecurity 
services to government or critical infrastruc-
ture without a valid license and certification 
under the new program. The Act would give 
the President the authority to “declare a 
cybersecurity emergency and order the limi-
tation or shutdown of Internet traffic to and 
from any compromised Federal Government 
or United States critical infrastructure 
information system or network.” It would 
designate the Department of Commerce 
as a clearinghouse of public and private-
sector cybersecurity threat and vulnerability 
information, and it calls for the President 
to appoint an executive-level Cybersecurity 
Advisory Panel with both public- and pri-
vate-sector members.

President Obama’s long-awaited “60-day” 
review of cybersecurity policy, the report 
on which was finally released May 29, also 
recommended the appointment of a presi-
dential advisor on cybersecurity. The report 
outlines the severity of the need for better 
cybersecurity and presents a 10-point near-
term action plan that also recommends the 
preparation of an updated national cyber-
security strategy; establishment of perfor-
mance metrics; the clarification of roles, 
responsibilities and authority for cybersecu-
rity-related activities across the federal gov-
ernment; the initiation of a national public 
awareness and education campaign to pro-
mote cybersecurity; development of U.S. 
government positions for an international 
cybersecurity policy framework; prepara-
tion of a cybersecurity incident response 
plan; development of R&D strategies that 
focus on game-changing technologies; and 
the building of a cybersecurity-based iden-
tity management vision and strategy that 
addresses privacy and civil liberties. Upon 
the release of the report, Obama stated 
his intention to appoint a Cybersecurity 
Coordinator with a seat on both the 
National Security Staff and the National 
Economic Council, although the individual 
to fill this role had not yet been chosen as 
of this writing.

Other bills pertaining to cybersecurity 
include the Critical Electric Infrastructure 
Protection Act and a set of bills put forth 
by Sen. Thomas Carper (D-DE) that intend 
to unify policies, procedures and guidelines 
for securing federal information systems 

Cover Focus

“We have always played this 
game with the hacking and 
attacking community, trying 

to catch up and get on an even 
par with them,” Hord Tipton 
says. “But the evidence and 
data collected seems to indi-
cate we’re falling behind.”



47SECURITY TECHNOLOGY EXECUTIVE • August 2009

by establishing new standards, creating a 
National Office for Cyberspace and reform-
ing the federal government’s IT procure-
ment processes. And between the writing 
of this article and its publication, this list of 
proposals will probably be still longer. 

Two elements shared by nearly all of the 
initiatives now up for consideration are: 1) 
a call for cybersecurity to take its place as a 
publicly recognized top priority for govern-
ment; and 2) a call for greater information 
sharing and public-private partnership.

Sharing is Key to Success
Louis Magnotti, CIO for the U.S. House of 

Representatives, is one of many who believe 
cybersecurity is not complete without coor-
dinated protection across sectors. “An IP 
address does not care if you’re a govern-
ment agency or a private-industry corpora-
tion,” he says. “Computers do not recognize 
those boundaries, so our mitigation strate-
gies need to transcend those boundaries 
as well. All of the players in the public and 
the private sectors need to put a protection 
model into place that can do that.” 

Without effective information sharing 

between the public and the private sec-
tors, neither side has all the data it needs 
to provide the best possible protection, says 
William Crowell, former Deputy Director 
of the National Security Agency, current 
Chairman of the Senior Advisory Board to 
The Director of National Intelligence, and a 
member of the Security Executive Council’s 
Board of Advisors. “I think the private sector 
in general is way ahead of the public sec-
tor in understanding how to approach the 
threats and how to build systems that deal 
with them. The public-sector intelligence 
organizations are much more aware of the 
sophistication of the threats. The public sec-
tor is still focused on building its own tech-
nology instead of looking at what the private 
sector could bring to the party if it knew 
more about the threats. There are thousands 
of new approaches to security being devel-
oped all the time, but I think for the most 
part the government only knows about a few 
that are sometimes several years old.” 

Why Today’s Options Do Not Work
There already exist several information-

sharing forums that are intended to break 

down the communication barrier between 
public and private. This is one of the goals 
of US-CERT, which aims to facilitate col-
laboration with state and local government, 
industry and international partners. There 
are also other CERTs and multiple ISACs 
(Information Sharing and Analysis Centers) 
for individual industries that effectively 
share industry-specific information, and the 
National Infrastructure Protection Plan has 
created an information-sharing environ-
ment (ISE) for 18 critical infrastructure 
and key resources (CIKR) sectors. 

But the common call for partner-
ship and sharing makes clear that these 
forums are not working as well or as 
broadly as legislators would like. Both 
public and private entities face major 
obstacles to sharing. 

Public-sector officials cannot share sen-
sitive information because of its sensitiv-
ity. “When so much information is treated 
as classified, we just can’t get the collabo-
ration we need,” Tipton says. “(Federal 
officials) may tell you, but only on a need-
to-know basis. That means there’s not 
much sharing of technology or ideas and 
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there’s no integration between what goes 
on in government and private sector.” 

Many private-sector organizations face 
legal obstacles to information sharing. “The 
Sherman Antitrust Act limits how much 
organizations who compete with each other 
can share,” Crowell says. “That one has 
been an issue in several of the private sec-
tors, particularly financial. There have also 
been restraints imposed by the Freedom 
of Information Act, which says if a private 
organization gives information to the govern-
ment, the government gets to decide wheth-
er the information gets released to the pub-
lic. That poses some really difficult problems 
for much of private industry, because com-
pany confidential information and brand-

damaging information could be released.”
In addition, many small and medium-

sized businesses do not even understand 
why they should be part of the conversation 
at all. “Many small and medium businesses 
I have spoken to do not think they’re really 
at risk,” Payton says. “I have to explain that 
they could be used as part of a botnet, and 
that if they store credit card information 
from customers or social security numbers of 
employees, that’s valuable data to attackers.” 

Symantec released the results of its 2009 
Storage and Security in SMBs survey in 
April, which found that globally, a high num-
ber of small and medium businesses have 
not even taken basic precautions, such as 
implementing anti-virus software and back-
ing up their data. 

“Small and large companies need to rec-
ognize that cyber attacks are a constant 
threat and are many times conducted by 
foreign government intelligence agencies,” 
says Lynn Mattice.  “Unless companies 
deploy sophisticated detection software, 
they do not realize they have lost trade 
secrets as a result of these attacks because 
they still have their information; it has sim-
ply been copied and sent back to be utilized 
by foreign competitors.” 

“Another challenge for small business-
es is that they can’t afford a CIO,” says 
Payton. “They think since they’re not in 
the tech business, it does not need to be 

a big concern. And I tell them, if you’re in 
business, tech is your business. Because 
if you use a PC or keep any electronic 
records, you need to understand your 
threats and vulnerabilities. If you can’t 
afford your own IT person, you should hire 
somebody to come in periodically and do a 
threat and vulnerability assessment. They 
can create a mitigation plan and train 
your staff on how to protect your com-
pany’s information and what needs to be 
done to protect your infrastructure.”

An Uncertain Future
As of this writing, it is unclear what 

will ultimately be done to improve public-
private information sharing. The details 

of all the proposed plans have yet to be 
hashed out. Many harbor high hopes 
that a new advisory panel or cybersecu-
rity czar will provide the focus needed to 
open up the lines of communication.

Whatever happens, says Payton, we 
must work to ensure that information is 
not only shared, but usable. “When we 
build this bridge of collaboration, we have 
to figure out how we’re going to filter all 
this shared data into actionable informa-
tion for the public and private sector,” she 
says. “I believe there should be several 
avenues of communication and several 
forums that the private sector can use to 
network and collaborate with the pub-
lic sector. There may be some groups or 
councils that need to be vertically focused 
for specific industries. In addition, emer-
gency alerts regarding cyber threats need 
multiple levels of notification based on 
the level of alert. We need to facilitate 
bi-directional sharing between the govern-
ment and private industry of core best 
practices and emerging threats. A com-
bination of Web conferences, in-person 
meetings and white papers are different 
approaches to get that information shared 
in a way that is meaningful and action-
able. It’s really about sitting down, negoti-
ating what works by industry verticals and 
thinking through an appropriate commu-
nication plan.”

Start By Doing Your Part
In the meantime, there are some steps 

private businesses can take to enhance 
their own cybersecurity and information-
sharing efforts. “There are plenty of orga-
nizations out there that foster network-
ing among CISOs,” Magnotti says. “The 
Security Executive Council, (ISC)2, ISSA 
— those types of organizations allow 
CISOs to not only get to know each other 
but to share their mitigation strategies.”

There are also private service compa-
nies that provide threat intelligence to 
their clients, most of whom are very large 
financial and retail organizations. Crowell, 
who is associated with one such organiza-
tion, iSight Partners, says that these com-
panies tend to remove all identifying infor-
mation from the threat information they 
discover and then share that information 
with their entire customer base, creating a 
sort of paid information-sharing network.

Organizations that are not already 
sharing threat information through CERT 
and applicable ISACs should consider 
doing so and should weigh the potential 
benefits against the perceived risks.

Businesses large and small should be 
ready, Payton says. “You want to have 
a plan that encompasses three critical 
areas — protect, defend and recover. You 
want to make sure you have excellent 
defenses; however, you should also accept 
that, more than likely, somebody’s going 
to get in, so you need to have an offensive 
strategy and a recovery strategy as well.”

And more than anything else, we must 
not allow the increased media attention on 
cybersecurity to spur a backlash attitude 
that says the problem is not really as big as 
it seems. “This threat is very real,” Crowell 
says. “Right now a lot of the attacks are 
what I would call reconnaissance. They 
could easily do significant damage, and at 
a critical moment, that damage would have 
serious effects on our national security and 
economic situation.” ❚
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“If you’re in business, tech is your  
business,” Theresa Payton says. 
“Because if you use a PC or keep any 
electronic records, you need to under-
stand your threats and vulnerabilities.”


