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Like	  Risk,	  Security	  Leadership	  Success	  is	  a	  Moving	  Target	  

	  

Since	  the	  Security	  Executive	  Council	  launched	  six	  years	  ago,	  it	  and	  its	  
research	  arm,	  the	  Security	  Leadership	  Research	  Institute	  (SLRI),	  have	  
studied	  the	  shifting	  shape	  of	  the	  security	  profession	  and	  its	  drivers.	  
Through	  in-‐depth,	  ongoing	  research,	  development	  of	  the	  Collective	  
Knowledge™	  process,	  and	  trend	  tracking,	  we	  have	  learned	  much	  about	  the	  
changes	  that	  have	  affected	  security,	  as	  well	  as	  the	  personal	  and	  external	  
factors	  that	  help	  determine	  leadership	  success.	  

	  

Risk	  Is	  Not	  Universal	  
One	  thing	  our	  research	  has	  clearly	  shown	  is	  that	  there	  are	  no	  universally	  
perceived	  risks.	  While	  there	  are	  certain	  risk	  categories	  that	  tend	  to	  apply	  to	  
many	  businesses	  in	  some	  form,	  it	  is	  both	  difficult	  and	  unwise	  to	  try	  to	  tie	  
“business	  risk”	  into	  a	  neat	  bundle	  and	  assume	  it	  applies	  equally	  to	  every	  
organization.	  
	  
In	  the	  last	  10	  years,	  globalization	  and	  virtualization	  have	  played	  major	  roles	  
in	  increasing	  the	  complexity	  of	  businesses	  in	  every	  market.	  We	  have	  seen	  
fundamental	  changes	  in	  how	  we	  do	  business,	  and	  those	  changes	  impact	  
how	  we	  view	  and	  respond	  to	  risk.	  Unless	  we	  have	  another	  national	  crisis,	  



 

© 2014 SECURITY EXECUTIVE COUNCIL ALL RIGHTS RESERVED  
Content may not be copied, distributed or republished without written permission. 

 

the	  risks	  to	  watch	  now	  and	  in	  the	  near	  future	  will	  be	  sector-‐specific	  and	  
organizational	  in	  nature.	  
	  
In	  fall	  2009,	  the	  SLRI	  found	  that	  regulations	  and	  compliance	  took	  the	  top	  
spot	  when	  security	  practitioners	  were	  asked	  to	  identify	  the	  top	  five	  risks	  to	  
their	  organizations.	  For	  companies	  with	  international	  business,	  one	  
regulation	  of	  concern	  may	  be	  the	  Foreign	  Corrupt	  Practices	  Act;	  for	  the	  
financial	  industry	  it	  may	  be	  the	  Dodd-‐Frank	  Wall	  Street	  Reform	  and	  
Consumer	  Protection	  Act;	  for	  chemical	  it	  may	  continue	  to	  be	  the	  Chemical	  
Facility	  Anti-‐Terrorism	  Standards.	  
	  
Intellectual	  property	  risk	  came	  in	  first	  only	  in	  similar	  research	  conducted	  for	  
the	  Security	  Executive	  Council	  Tier	  1	  Security	  Leader	  community.	  In	  the	  
pharmaceutical	  industry	  this	  risk	  may	  manifest	  in	  counterfeiting	  of	  drug	  
products,	  diversion	  of	  assets	  and	  the	  brand	  problems	  that	  may	  result.	  In	  
another	  industry	  –	  defense,	  for	  example	  –	  loss	  of	  intellectual	  property	  may	  
mean	  theft	  of	  blueprints	  by	  competitors	  or	  state-‐sponsored	  spies.	  	  
	  
Business	  continuity	  also	  ranked	  in	  the	  top	  five	  for	  both	  the	  Tier	  1	  and	  
broader	  security	  communities,	  and	  its	  significance	  has	  once	  again	  grown	  in	  
light	  of	  recent	  natural	  disasters	  and	  other	  events.	  Clearly	  business	  
continuity	  is	  on	  the	  mind	  of	  senior	  management	  right	  now,	  but	  that	  brings	  
us	  to	  another	  risk:	  the	  whims	  and	  perceptions	  of	  senior	  management.	  
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The	  Threat	  of	  Under-‐informed	  or	  Misinformed	  Management	  
Risk	  is	  still	  developing	  as	  the	  common	  language	  of	  the	  corporation.	  Since	  
September	  11,	  2001,	  senior	  management	  has	  increasingly	  kept	  “security”	  in	  
its	  sights;	  enterprise	  risk	  assessments,	  10-‐K	  risk	  statements	  and	  business	  
continuity	  planning	  all	  have	  management’s	  attention.	  This	  is	  both	  a	  blessing	  
and	  a	  curse.	  
	  
It’s	  undeniably	  positive	  that	  senior	  managers	  are	  showing	  interest	  in	  the	  
risk	  posture	  of	  their	  organizations.	  This	  increases	  the	  potential	  for	  security	  
leaders	  to	  provide	  input	  at	  the	  highest	  levels	  of	  the	  company	  to	  better	  
mitigate	  risk.	  However,	  Security	  Executive	  Council	  trend	  tracking	  shows	  
that	  in	  many	  cases	  the	  interest	  that	  senior	  management	  shows	  is	  not	  a	  
steady,	  measured	  examination	  of	  risk;	  it	  is	  a	  short-‐term,	  knee-‐jerk	  reaction	  
to	  current	  events	  and	  immediate	  shareholder	  fears.	  
	  
In	  the	  largest	  sense,	  risks	  haven’t	  changed.	  Business	  continuity	  risk	  existed	  
10	  years	  ago,	  and	  20,	  30	  and	  40	  years	  ago.	  Japan	  did	  not	  experience	  the	  
first	  earthquake	  in	  history	  this	  year,	  nor	  the	  first	  tsunami,	  but	  many	  
businesspeople	  are	  acting	  as	  though	  that’s	  exactly	  what	  it	  was.	  
Management	  becomes	  aware	  of	  risks	  as	  incidents	  and	  media	  exposure	  
brings	  them	  to	  the	  fore,	  and	  then	  they	  often	  over-‐address	  those	  risks	  in	  the	  
short	  term,	  neglecting	  or	  damaging	  other	  risk	  mitigation	  programs	  in	  order	  
to	  do	  so.	  Before	  long,	  the	  risk	  of	  the	  day	  is	  forgotten	  until	  another	  incident	  
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brings	  it	  up	  again.	  In	  cases	  like	  these,	  senior	  management	  desires	  to	  appear	  
risk	  conscious,	  but	  upon	  deeper	  examination	  they	  can’t	  be	  described	  as	  
such.	  
	  
Security	  Executive	  Council	  research	  has	  found	  that	  one	  of	  security	  leaders’	  
biggest	  fears	  is	  that	  management	  doesn’t	  understand	  the	  risks	  that	  exist	  
beyond	  the	  latest	  headlines—the	  ones	  that	  pose	  a	  long-‐term,	  potentially	  
damaging	  threat	  to	  the	  company.	  Thus,	  they	  fail	  to	  support	  mitigation	  with	  
their	  influence	  and	  with	  budget	  allocations,	  leaving	  the	  company	  vulnerable	  
and	  making	  it	  impossible	  for	  the	  security	  leader	  to	  effectively	  manage	  risk.	  
	  
In	  2008,	  the	  SLRI	  found	  that	  getting	  management	  support	  for	  
countermeasures	  to	  identified	  risks	  was	  the	  second-‐highest	  priority	  of	  
responding	  security	  leaders.	  See	  “What	  Are	  the	  Top	  Five	  Security	  Risks”	  
chart	  elsewhere	  in	  this	  article.	  (Ironically,	  the	  first	  was	  doing	  more	  with	  
fewer	  resources.)	  Security	  still	  struggles	  to	  gain	  management	  support	  in	  
spite	  of	  its	  increased	  visibility	  as	  a	  business	  issue,	  and	  even	  when	  risk	  is	  
understood,	  security’s	  value	  often	  is	  not.	  	  

Communicating	  Value	  
In	  May	  2009	  the	  SLRI	  asked	  security	  practitioners,	  “What	  in	  your	  
organization	  is	  putting	  your	  continued	  employment	  at	  greatest	  risk?”	  Two	  
of	  the	  three	  top	  responses	  were	  an	  inability	  to	  demonstrate	  security’s	  value	  
and	  lack	  of	  leadership	  buy-‐in.	  See	  the	  "Putting	  Continued	  Employment	  at	  
Risk"	  chart	  elsewhere	  in	  this	  article.	  An	  understanding	  of	  risk	  issues	  isn’t	  the	  
only	  thing	  security	  leaders	  are	  failing	  to	  convey	  to	  executives.	  
Demonstrating	  security’s	  value	  is	  key	  to	  securing	  leadership	  buy-‐in,	  and	  it’s	  
not	  happening.	  
	  
“How	  do	  I	  communicate	  value?”	  “How	  do	  I	  get	  management	  to	  listen	  to	  
me?”	  and	  “How	  can	  I	  get	  funding?”	  are	  still	  some	  of	  the	  questions	  we	  most	  
frequently	  hear	  from	  security	  leaders.	  In	  many	  organizations	  the	  security	  
leader	  is	  three	  steps	  removed	  from	  the	  C	  level,	  and	  he	  or	  she	  is	  not	  even	  
given	  the	  opportunity	  to	  present	  to	  executive	  management	  on	  risks	  or	  
security	  value.	  
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Complicating	  this	  problem	  is	  the	  fact	  that	  corporate	  leadership	  in	  many	  
industries	  has	  begun	  changing	  with	  more	  frequency	  than	  it	  did	  in	  years	  
past.	  As	  leaders	  finally	  begin	  to	  get	  their	  foot	  in	  the	  door	  and	  gain	  influence	  
with	  one	  CEO	  or	  CFO,	  that	  person	  uproots	  and	  the	  entire	  reporting	  
structure	  is	  revamped	  under	  his	  or	  her	  replacement.	  
	  
These	  situations	  present	  unique	  challenges	  to	  communicating	  risk	  and	  
value,	  but	  security	  leaders	  bear	  part	  of	  the	  blame	  for	  the	  disconnect	  as	  
well.	  In	  order	  to	  effectively	  communicate	  the	  value	  security	  brings	  to	  the	  
organization,	  security	  leaders	  must	  truly	  understand	  the	  business	  and	  the	  
priorities	  and	  goals	  of	  senior	  managers.	  As	  much	  as	  the	  security	  profession	  
has	  advanced	  this	  decade,	  influence	  and	  communication	  remain	  major	  
hurdles	  for	  many	  leaders.	  Too	  many	  focus	  on	  preventing	  incidents	  rather	  
than	  delivering	  positive	  business	  results,	  and	  too	  few	  understand	  their	  
businesses	  well	  enough	  to	  change	  that	  dynamic.	  
	  

Knowledge	  and	  Attributes	  of	  a	  Successful	  Leader	  
Because	  security	  leaders	  continue	  to	  face	  this	  range	  of	  challenges,	  several	  
of	  our	  major	  initiatives	  have	  attempted	  to	  find	  common	  elements	  that	  
boost	  the	  probability	  of	  security	  leadership	  success.	  In	  2006,	  our	  “Security	  
Leadership	  Background	  Trends”	  study	  shed	  light	  on	  the	  backgrounds	  and	  
knowledge	  many	  organizations	  have	  looked	  for	  in	  their	  security	  leaders	  
over	  time.	  The	  study	  found	  that	  leaders	  with	  backgrounds	  in	  business	  were	  
becoming	  the	  most	  sought-‐after	  candidates	  for	  top	  security	  positions.	  
Observation	  since	  the	  study’s	  release	  has	  shown	  that	  this	  trend	  continues	  
to	  grow.	  However,	  having	  a	  business	  background	  doesn’t	  necessarily	  
increase	  the	  chances	  of	  success	  once	  the	  job	  is	  won.	  
	  
Our	  background	  trends	  research	  led	  us	  to	  identify	  six	  skill	  sets	  that	  
companies	  have	  looked	  for	  in	  their	  security	  leaders	  at	  various	  times	  in	  the	  
last	  50	  years	  (the	  skills	  and	  backgrounds	  in	  demand	  tend	  to	  change	  with	  the	  
events	  of	  the	  time):	  Government	  Elements,	  Security	  Organization	  Elements,	  
IT	  Security	  Elements,	  Executive	  Leadership	  Skills,	  Business	  Elements,	  and	  
Emerging	  and	  Horizon	  Issue	  Awareness.	  See	  the	  Next	  Generation	  Security	  
Leadership	  chart	  elsewhere	  in	  this	  article.	  No	  one	  of	  these	  skill	  sets	  in	  itself	  
will	  give	  the	  security	  leaders	  all	  the	  skills	  he	  or	  she	  needs	  to	  excel	  in	  today’s	  
business	  environment;	  leaders	  must	  work	  to	  include	  all	  six	  skill	  sets	  in	  their	  
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security	  programs	  –	  either	  by	  honing	  their	  skills	  or	  hiring	  for	  the	  missing	  
skills	  –	  for	  the	  best	  chance	  of	  success.	  
	  
Adding	  to	  these	  findings,	  in	  2009,	  as	  part	  of	  its	  Goals,	  Objectives	  &	  Strategic	  
Plans	  project,	  the	  Council	  conducted	  in-‐depth	  interviews	  with	  28	  Tier	  1	  
Security	  Leaders™	  to	  discover	  and	  compare	  best	  practices.	  In	  analyzing	  
these	  interviews,	  the	  Council	  identified	  nine	  commonalities	  among	  the	  
highly	  successful,	  internally	  recognized	  security	  leaders.	  
	  

The	  successful	  security	  leader:	  
•	  has	  created	  a	  robust	  internal	  awareness	  program	  for	  security,	  including	  
formal	  marketing	  and	  communication	  initiatives	  
•	  ensures	  that	  senior	  management	  knows	  what	  security	  is	  and	  does	  
•	  has	  a	  walk-‐and-‐talk	  mentality	  –	  regularly	  talks	  to	  senior	  business	  leaders	  
about	  their	  issues	  and	  how	  security	  can	  help	  
•	  converses	  in	  business	  risk	  terminology,	  not	  “security”	  
•	  understands	  his	  or	  her	  corporate	  culture	  and	  adapts	  to	  it	  
•	  is	  well	  respected	  and	  never	  reacts	  by	  exploiting	  fear,	  uncertainty	  and	  
doubt	  
•	  has	  security	  program	  goals	  that	  mirror	  the	  company’s	  business	  goals	  
•	  has	  top-‐level	  support	  from	  day	  one	  
•	  sees	  security’s	  role	  as	  a	  bridging	  facilitator	  or	  coordinator	  across	  all	  
functions.	  
	  
The	  Criticality	  of	  Readiness	  
Some	  security	  leaders	  may	  look	  at	  the	  list	  above	  and	  say,	  “I’ve	  tried	  all	  that.	  
I’ve	  tried	  to	  learn	  from	  all	  those	  skill	  sets,	  and	  I’ve	  tried	  to	  do	  all	  the	  things	  
you	  describe.	  I’ve	  even	  been	  successful	  at	  many	  of	  them.	  But	  I	  still	  can’t	  get	  
the	  funding	  I	  need.	  I	  still	  don’t	  have	  the	  influence	  I	  need	  to	  make	  security	  a	  
true	  C-‐level	  concern.”	  
	  
In	  this	  case,	  the	  organization	  may	  not	  be	  ready	  for	  a	  best-‐in-‐class	  security	  
program.	  Leaders	  with	  all	  the	  skill	  sets	  and	  all	  the	  attributes	  may	  not	  get	  
very	  far	  if	  they	  are	  working	  in	  an	  atmosphere	  of	  low	  organizational	  
readiness	  for	  best-‐in-‐class	  security	  programs.	  For	  true	  alignment	  and	  the	  
best	  chances	  of	  success,	  the	  organization,	  the	  security	  leader	  and	  the	  
security	  programs	  must	  all	  share	  the	  same	  level	  of	  readiness.	  
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A	  company’s	  readiness	  may	  be	  affected	  by	  many	  factors	  –	  budget,	  
leadership	  and	  culture	  among	  them.	  If	  the	  company	  has	  low	  organizational	  
readiness,	  it	  doesn’t	  mean	  the	  company	  needs	  to	  change;	  instead,	  the	  
security	  plan	  may	  need	  to	  change	  to	  work	  with	  the	  company	  to	  provide	  the	  
best	  programs	  possible	  under	  the	  circumstances.	  Organizational	  readiness	  
often	  changes	  based	  on	  the	  success	  of	  the	  organization.	  If	  the	  company	  is	  
successful,	  the	  right	  leader	  can	  create	  the	  right	  programs	  and	  security	  
responses,	  which	  ultimately	  changes	  the	  overall	  threat	  picture	  drastically.	  
	  
To	  align	  with	  the	  readiness	  level	  of	  their	  organizations,	  security	  leaders	  
must	  understand	  the	  company’s	  risk	  appetite,	  management’s	  awareness	  
level	  and	  the	  drivers	  of	  security	  programs.	  He	  or	  she	  must	  understand	  the	  
forces	  affecting	  security	  and	  learn	  to	  act	  in	  tandem	  with	  them	  rather	  than	  
making	  decisions	  in	  a	  vacuum.	  
	  
Over	  the	  last	  six	  years,	  we’ve	  watched	  the	  shape	  of	  the	  industry	  changing.	  
There	  will	  always	  be	  leading	  companies	  and	  very	  successful	  programs	  run	  
by	  top	  leaders	  who	  are	  valued	  by	  management.	  But	  because	  of	  the	  changes	  
in	  the	  pace	  and	  scope	  of	  business,	  and	  because	  of	  the	  changes	  in	  the	  risk	  
picture,	  the	  group	  of	  security	  leaders	  who	  doesn’t	  fall	  into	  that	  top	  
category	  is	  growing.	  No	  single	  skill	  set	  or	  attribute	  guarantees	  security	  
leadership	  success,	  or	  even	  continued	  employment.	  Our	  market	  has	  
become	  more	  competitive,	  and	  leaders	  must	  stay	  motivated,	  think	  
strategically,	  continue	  learning	  and	  focus	  on	  the	  needs	  and	  readiness	  of	  
business	  if	  they	  hope	  to	  continue	  in	  security	  leadership.	  

The	  Next-‐Generation	  Security	  Leader	  
	  
In	  2006,	  the	  Security	  Executive	  Council	  identified	  six	  skill	  sets	  crucial	  to	  
security	  leader	  success	  now	  and	  in	  the	  future:	  Government	  Elements,	  
Security	  Organization	  Elements,	  IT	  Security	  Elements,	  Executive	  Leadership	  
Skills,	  Business	  Elements,	  and	  Emerging	  and	  Horizon	  Issue	  Awareness.	  
	  
We	  have	  developed	  resources	  and	  identified	  recommended	  external	  
resources	  that	  can	  help	  security	  leaders	  build	  their	  knowledge	  in	  each	  of	  
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these	  categories.	  Our	  newest	  initiative	  is	  a	  leader	  training	  course	  based	  on	  
these	  same	  skill	  sets.	  If	  you	  are	  interested	  in	  any	  of	  these	  resources,	  
contact	  us	  at	  contact@secleader.com.	  

Bob	  Hayes	  is	  managing	  director	  of	  the	  Security	  Executive	  Council.	  He	  has	  
more	  than	  25	  years	  of	  experience	  in	  security,	  including	  eight	  years	  as	  the	  
CSO	  at	  Georgia	  Pacific	  and	  nine	  years	  as	  security	  operations	  manager	  at	  
3M.	  	  	  

Kathleen	  Kotwica	  is	  executive	  vice	  president	  and	  chief	  knowledge	  strategist	  
for	  the	  Security	  Executive	  Council.	  Prior	  to	  joining	  the	  council,	  she	  held	  a	  
wide	  range	  of	  leadership	  positions,	  including	  information	  architecture	  
consultant	  at	  a	  New	  England	  consulting	  firm,	  director	  of	  online	  research	  at	  
CIO	  and	  CSO	  magazines,	  and	  research	  associate	  at	  Children’s	  Hospital	  in	  
Boston.	  	  

	  	  

RECENT	  ARTICLES	  BY	  BOB	  HAYES	  
Security’s	  2012	  Accomplishments	  and	  2013	  To-‐Do	  List	  
Eleven	  Areas	  for	  Improvement	  
Benchmarks	  Aren’t	  Magic,	  They’re	  Tools	  
A	  Roadmap	  to	  the	  Next	  Generation	  
Is	  the	  Knowledge	  Transfer	  Gap	  Hurting	  Security?	  

	  

More	  Next	  generation	  thoughts	  
Tom	  Mahlik	  
June	  23,	  2011	  
Yes!	  Absolutely	  on	  point	  with	  lots	  of	  context	  and	  steps	  to	  take.	  An	  
outstanding	  recap.	  Definitely	  required	  reading	  for	  security	  "managers"	  who	  
aspire	  to	  become	  security	  "leaders."	  I	  would	  also	  add	  that	  the	  successful	  
security	  leader	  thinks	  and	  engages	  horizontally	  across	  the	  enterprise	  and	  is	  
inclusive	  of	  adjacent	  functional	  areas	  such	  as	  legal,	  supply	  chain,	  IT,	  
Engineering,	  etc.,	  in	  problem	  solving.	  A	  must	  since	  the	  complexity	  of	  issues	  
and	  threats	  and	  the	  resultant	  solutions	  are	  not	  exclusive	  to	  one	  or	  even	  two	  
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functional	  areas,	  but	  rather	  "in	  the	  gaps"	  requiring	  multiple	  functions	  to	  
surface	  opinions,	  perspectives	  and	  expertise.	  To	  be	  sure,	  successful	  security	  
leaders	  find	  the	  way	  to	  be	  master	  collaborators;	  internally	  and	  externally.	  

 

	  

About	  the	  Security	  Executive	  Council	  	  

We	  are	  a	  research	  and	  advisory	  firm	  for	  security	  leaders.	  We	  have	  a	  
collective	  of	  close	  to	  100	  security	  subject	  matter	  experts	  that	  have	  been	  
successful	  security	  executives	  or	  are	  recognized	  industry	  experts	  in	  their	  
field.	  The	  resources	  and	  tools	  we	  develop	  are	  constantly	  evolving	  to	  
provide	  maximum	  value.	  Some	  engage	  with	  us	  by	  way	  of	  multi-‐year	  
“retained”	  services	  agreements	  (Tier	  1	  Stakeholders).	  Tier	  1	  Stakeholders	  
are	  those	  that	  want	  support	  on	  an	  ongoing	  basis	  but	  also	  want	  to	  have	  an	  
active	  role	  in	  identifying	  solutions	  for	  the	  industry.	  Others	  come	  to	  us	  
seeking	  a	  specific	  solution	  to	  a	  contained	  issue.	  In	  all	  the	  ways	  people	  
engage	  with	  the	  SEC	  the	  bottom	  line	  goal	  is	  to	  help	  define	  and	  
communicate	  the	  value	  of	  the	  Security	  organization.	  

	  

Contact	  us	  at:	  contact@secleader.com	  
Learn	  more	  about	  the	  SEC	  here:	  https://www.securityexecutivecouncil.com 


