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THE VALUE OF METRICS

GEORGE CAMPBELL, EMERITUS FACULTY MEMBER AT THE SECU-
RITY EXECUTIVE COUNCIL-A CONSULTING FIRM SPECIALIZING
IN SECURITY-RISK MITIGATION-DISCUSSES HIS NEW BOOK,
MEASURING AND COMMUNICATING SECURITY'S VALUE, PUB-
LISHED BY ELSEVIER AND AVAILABLE IN THE ASIS BOOKSTORE.

MEASURING AND COMMUNICATING
SECURITY'S VALUE
A COMPENDIUM OF METRICS FOR ENTERPRISE PROTECTION

0. YOU SAY THAT DESIGNING A METRICS PRO-
GRAM IS "NOT ABOUT NUMBERS." WHAT DO
YOU MEAN BY THAT?
A. Simply counting isn't metrics. It's just the first step
in a process of digging into the data to find the root
causes and connect the dots. What is the significance of
46 background investigations processed in one month
versus 37 the month before? In this simple example,
there are multiple stories to be told that can contribute
directly to reduced risk, efficiency, workplace safety, and
opportunities for engaging internal customers. A good
program can tell a story about a reduction in screening
staff, for example, with relevant facts and data.

0. WHAT IS THE MOST IMPORTANT PIECE OF
ADVICE YOU CAN OFFER SOMEONE WHO IS
DESIGNING A METRICS PROGRAM FOR HIS OR
HER COMPANY?
A. There is a business axiom that states, "If you are not
measuring, you are not managing." Measuring how
well people, processes, and programs are performing
in preventing and responding to risks confronting the
enterprise is the essence of putting that axiom into
action. Have a clear understanding of what must be
measured and then embed, validate, and maintain the
processes to do it. The book contains a metrics program
self-assessment to evaluate current programs. A six-step
construction process for building a program follows the
assessment.

Q. HOW IMPORTANT IS THE PRESENTATION OF
THE DATA?
A. We have all seen a presentation that totally confused
or failed to inform. Good metrics are reliable, action-

able, and tell a
story. Effectively
summarize a
clear, supportable
conclusion. The
purpose of met-
rics is to advise,
persuade, sell, and drive action. We are in the serious
business of using our knowledge to reduce and pre-
vent risk and enable the business. When we have an
opportunity to share the results of this work, we need
to present it in ways that will engage the audience with
verifiably reliable data that will influence action. Every
company has developed a style and content format for
their business metrics. Find out who is doing it well in
the company and get their ideas on your presentation.

Q. WHAT BUSINESS DRIVERS ARE PUSHING THE
NEED FOR BETTER METRICS?
A. There are four that should be at the heart of every
program. First, risks related to business operations are
big variables, so being able to measure change from
a desirable to an undesirable state of risk is critical.
Second, from a governance perspective, the ability to
measure conformance with corporate values and policy
helps engage senior management. Given the global
regulatory business environment, a related third is the
ability to measure compliance with regulations and ac-
cepted security standards. Fourth, from a performance
perspective, the ability to measure the success or failure
of past and current security program investments has
to be a priority. If you carefully look at the implications
and reach of these drivers, they clearly link to the suc-
cess of the security program. M


