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Metrics for Success: Measuring Security
Management Performance

Is there a visible commitment to operational excellence within your security
vendor’s on-site team? How satisfied are you that your guard services
contract has really effective and measurable quality and performance
management requirements around prevention and response to incidents?
Contract guards are the Security organization to the average visitor and
employee at U.S. businesses today and their competence and quality is
both critical and evident in their interactions. The concept of operational
excellence is important because in the more competitive markets these
companies often struggle to find and retain quality staff to fill these shift-
based programs and the Affordable Care Act is putting more pressure on
margins. It’s also an unfortunate fact that the market tends to set a
standard that does not adequately drive excellence in these key areas of
performance standards.

In my reviews of these operations, | find a wide variety of scope and
performance-related detail in the contracts that are typically valued in the
millions of dollars annually and stand out as the single largest line item in
the Department’s budget. Often based on these levels of expenditure, the
application of more detailed contractual requirements and a Service Level
Agreement (SLA) are provided as financial incentives to excel and penalties
where performance is below a specified standard.

In this example, it is obvious that the security organization has established
multiple contractual performance expectations related to incident response
and management. If you were to get pushback from the vendor on any of
the measures, consider your alternatives.

Vendor’s team regularly assesses site risk and updates plans - Maintaining a
thorough understanding of a site’s exposure to threat and risk is a

fundamental responsibility of the Security organization. Your vendor’s team
needs to be at the center of this process. They are the responders; they see

© 2015 SECURITY EXECUTIVE COUNCIL ALL RIGHTS RESERVED
Content may not be copied, distributed or republished without written permission.



and document the hazards 24/7 and [should] recognize anomalies and
changes in the threat profile.

Response time & quality standards consistently meet or exceed targets -
This one is a no-brainer. You will have events that require your responders
to get there fast and know what to do flawlessly when they arrive. And
what company doesn’t have standards addressing regulatory, safety and
information protection? This is all about foreseeability and why we have
established patrol plans and tour standards to ensure that officers and
supervisors are being proactive around inspecting and identifying
foreseeable hazards as well as addressing specified business needs.

Your control center operation is a key element in qualitative response to
risk events and customer service. In this example the organization has
established clear performance standards around call management, incident
documentation, response assistance and situational awareness.

We have to focus performance measurement squarely on the supervisors.
These are the contractor’s 24/7 on-site representative and the focal point
for quality management and performance excellence. In last month’s
article, | spoke to their critical role around leadership and program
administration. Here, around incident prevention and response is where
the results have to be consistently proven. So measuring Supervisors for
“consistent demonstration of knowledgeable and responsive leadership in
non-routine, emergency and hazardous situations” is essential to all guard
vendor service level agreements. It is these (hopefully) few times that we
have the best qualified Security resources to mitigate events and conditions
that can impact lives as well as business resilience and reputation.

Good supervisors will ensure preparedness even if your contingency
procedures have not specified a scenario. After-action reviews should be an
established routine after any notable event and what is learned about
everything from vulnerability to procedures to training and more is totally
worth the effort. Similarly, exercises and drills ensure responsiveness and
knowledgeable action when it is most needed.
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Measuring your team’s performance in risk prevention and response is a
core competency in security management and a central focus in service
excellence.

George Campbell is emeritus faculty of the Security Executive Council (SEC)
and former CSO of Fidelity Investments. His book, Measures and Metrics in
Corporate Security, may be purchased at
www.securityexecutivecouncil.com. The SEC draws on the knowledge of
security practitioners, experts and strategic partners to help other security
leaders initiate, enhance or innovate security programs and build leadership
skills.
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About the Security Executive Council

We are a research and advisory firm for security leaders. We have a
collective of close to 100 security subject matter experts that have been
successful security executives or are recognized industry experts in their
field. The resources and tools we develop are constantly evolving to
provide maximum value. Some engage with us by way of multi-year
“retained” services agreements (Tier 1 Stakeholders). Tier 1 Stakeholders
are those that want support on an ongoing basis but also want to have an
active role in identifying solutions for the industry. Others come to us
seeking a specific solution to a contained issue. In all the ways people
engage with the SEC the bottom line goal is to help define and
communicate the value of the Security organization.

Contact us at: contact@secleader.com
Learn more about the SEC here: https://www.securityexecutivecouncil.com

© 2015 SECURITY EXECUTIVE COUNCIL ALL RIGHTS RESERVED
Content may not be copied, distributed or republished without written permission.



