10 Actions Highly Accomplished
Security Leaders Take

The Security Executive Council



1. They position their programs proactively.

* Have the right
tools/assets/people in
the right place before
an incident happens

e Understand the
business and its
needs

* Pay attention to
internal trends

This Photo by Unknown Author is licensed under CC BY

Additional Resource: Security Leadership: Security as a Business
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2. They build the right relationships — internally
and externally.

e Strategic stakeholders, cross-functional team members
* Peers from within and outside their sector

* Public-private partnerships
* Create win-wins

For the benefit of your security programs roughly how much time do you
devote to building your people networks internal to your organization as

opposed to building connections with -those outside of your organization? ° Ad a pt fro m Ot h e rs’
| experiences

Ispend most of my time building my social network
with people internal to my organization

Ispend most of my time building my social network
with people external to my organization

 Develop preparedness

Ispend about equal time building my social network

internally and externally to my organization n etWO rks
Ido not spend much time building my people network — _ ‘ Ad d |t|0 n a I RESO U rce .
v 1w 0w som aox What is the Most Important
© 2014 The Security Executive Caundh Characteristic of an Outstanding
CSO/CISO?
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3. They foster an environment of sharing and
document what they learn from others.

* Ask for insights and viewpoints of other leaders inside the
organization and security pros from other companies

° Synthesize Sha red info If you could ci::ztt:t‘:::lzh:;:r:ia;afg;myour peers
into a cohesive solution

* Share their own data
and experience with e
others who ask

Additional Resource:
Finding Value in Security
Benchmarking
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4. They continually seek new knowledge.

* The risk landscape is
always changing

* (Organizations are
constantly evolving

 Watch what senior
management is watching,
including world events,
business trends

Additional Resource: Security Program

Strategy & Operations: Emerging
Issues
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5. They focus on leadership issues.

* Leadership skills cross all sectors and services
* It's not about security, it’s about the business

The leadership practice most important to your success

Use business terms, not _ Avoiding FUD
security
2%

Understand / adapt to —
corp culture
5%

Additional Resource: Next Generation Security Leader Resources
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6. They discuss risks and mitigation strategies in
terms the Board "gets."

. . BOARD LEVEL RISK
* How does the Board view risk? il
° Board Level Business Areas Security Department
Risk Categories with Security- Securit, Dragrqm
related Risk Strategies/Mitigation /
: M Brand Reputation + Customer Relationship Data + Privacy policies & «Regulatory security
entl € DUSINessS processes (e o b IR
N « Corporate Governance - Law enforcement liaison - Allegation response
\_ﬂh
. . - . New or Emerging + Global/International + Intelligence analysis + Information safeguards
Markets for + Mergers & Acquisitions & mitigation ! - Due diligence investigations
I n e S e r I S a re a S W I S e C u r I arxeis o « Competition « Country business risk « Business intelligence
Business assessment gathering /
+ Assets Management « Asset protection « Allegations of manipulation
- Accounting & Reporting « Exceptions management investigations
C O I I l O n e n S \ « Market Fluctuations +Violation detection & «Regulatory inquiries
reporting /
T ~ - -—
Information + Information & Privacy «Data classification « Physical access controls
«Intellectual Property «Intrusion detection + Digital 1.D. management
« Networks « Authentication & access
. ° « Applications control
[ « Hardware " /
ap what the security function e
Human + Misconduct « Background checks « Benefits loss prevention
C | « Environmental Hazards « Awareness & training « Labor disruption planning
apita «Turnover « Code of conduct « Intellectual property
M M M + Employee Skills «Drug testing protection
es to Itl ate t ese rIS S & Performance ‘
O l I l - Compensation & Benefits
« Labor Union Issues /
« Services
Legal + Antitrust Violation . R_e ulatory controls « Investigations )
R lation/ « Noncompliance + Risk assessment « Program Integrity
egu ? ion « Audits « Security programs « Regulatory compliance
° . Compliance + Accreditation certification +Vendor contracts/code of
[ J &Liability +Third-party Vendors « Partner due diligence ethics & regulations
« Supply Chain «Records retention policy
- Liability
+ Litigation
. + Partnerships &
Service Providers
ween w ri n =’
+ Procurement
Business + R&D & Manufacturing < i dsand -« Mitigati
Continui + Logistics intellectual property « Emergency response
ontinuity - Environment/Safety protection « Disaster recovery plans

what the Board cares about L e

+ Outsourcing

\

« Branding
Physical/Premises « Inventory & Products «Warehouse facility + Property protection program
& Product + Unauthorized Access protection +Facility access policy

Additional Resources: T T >
Managing Enterprise-Wide Board Risk e

l © 2011 Security Executive Council, All Rights Reserved
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7. They run security as a business.

Identify & categorizing

iy & categor L e Understand their internal
services and FTE time ' risks that these customers and What they

dedicatedto each. services reduce.
want or need

e (Catalogue what security
Rank the criticality of | Associate the business Offers and |tS Value

- units that use the
the risk. . .
VArlous services,

* Develop KPIs to measure
that value

Calculate current * ConStantly communicate
with stakeholders

capacity and any gaps.

Copyright 2019 Security Executive Council

Additional Resource:
Influential Strategies for Corporate Security
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8. They take care of staff and help them grow.

° TeaCh Staff tO th|nk What is the biggest challenge that the Security function
i in your organization faces today?
strategically
S:cu:ity;rr;ﬂm_
* Create a team of busiesscaseasto
leaders that the o
organization will view
as experts
 Mentorship within the .
team will help draw =
stronger new job - A " Tanee

candidates as well

Additional Resource: Next Generation Security Leader Program
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9. They recognize their organization is
different from any other.

 There is no one “best” model for security

 The best choices for the organization will depend on:
OPalL+

o Organizational
Readiness

o Program Maturity

o Leadership Style

®

®

Corporate Culture e
. . Readin P Leadershi Cor t Org Risk
Risk Appetite “or | maturity |05 l] cuture | Appetite

Security

Additional Resource:
The OPalL+ Assessment
Executive Summary
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10. They prepare for future trends.

* Understand the industry and company

* Develop a skill set that blends security, IT, business
expertise and the ability to identify and evaluate
emerging issues

 Grow with the company

e Cultivate an imagination capable of finding opportunities

that will add value

o
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For more on the 10 Actions Successful Security Leaders Take, including

interviews with SEC subject matter experts and more, visit The Roadmap for
Security Leadership Success

About the Security Executive Council

The Security Executive Council is the leading research and advisory firm focused
on corporate security risk mitigation strategies and plans. We work with security

leaders to transform security programs into more capable and valued centers of
excellence. For more information, visit us at

http://www.securityexecutivecouncil.com/.
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