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Success in Your First 
Three Years in a New 
Leadership Role 
 
By the Security Executive Council 
 
During the past 15 years the Security Executive Council has been collecting data on what makes 
some security leaders successful and others less so. The key dividing factor turns out not to be 
how good they are at identifying and mitigating risk (we are all expected to do that reasonably 
well) but rather how well they align with and fit their programs in with the business and 
organization culture. 
 

 
 
Recently the SEC wanted to investigate how soon after entering a new leadership role were 
security practitioners addressing the key tasks necessary to put them on a path to success. The 
SEC created a self-assessment for security practitioners to measure this. The charts shown here 
represent the results gathered from that work. 



 
 

 
Copyright 2021 Security Executive Council  2 

 

 
  

 
 
What is most important about these charts is not how many people completed each task but 
rather what those tasks are. Each of the tasks are key to your success in your current role and 
are not something you can put off until some later time. You need to take advantage of your 
grace period to gain a robust and accurate understanding of your current environment. 

• Confirm a service delivery model with your management (e.g., centralized, distributed). 

• Conduct a staff gap analysis. 

• Conduct program gap analysis. 

• Conduct an internal capacity / value analysis. 

• Conduct a security risk assessment. 

• Align mitigation strategies with new risk assessment results. 

• Define risk ownership and appetite with senior management. 

• Align risk assessment results with identified enterprise risks related to security. 

• Identify and interview business leaders for their top security issues and needs. 

• Document your security program plans and processes. 

• Seek stakeholders input and concurrence on your plans. 

• Develop a "security story" to brand and communicate security's value to your 
stakeholders. 
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• Assess the previous items in light of the corporation's current conditions, circumstances, 
culture and resources. 

Completing these tasks will not only provide you with a very strong understanding of your 
current environment but also enhance confidence in your ability to defend your program in 
times of budget cutting and other future challenges. 
 

 
 
 
Next Steps 
 
Review these tasks and perform a self-assessment of where you stand regarding completing 
them to your satisfaction. Make sure you understand why they are important and how they can 
benefit your program and career. 
 
If you prefer, you can participate in the online self-assessment to get your own score: 
https://securityexecutivecouncil.com/survey/188865 
 
The SEC has a long history of helping security leaders improve their programs to better protect 
and demonstrate value to the organization. Contact us contact@secleader.com to discuss your 
situation and find out how we can work with you. 
 
 

Visit the Security Executive Council web site to view more resources in 

the Corporate Security Career: Career Development series. 

 
 
 

https://securityexecutivecouncil.com/survey/188865
mailto:contact@secleader.com
https://www.securityexecutivecouncil.com/spotlight/?sid=31174&sc=spotNewRoleAsmtPpr&utm_source=spotNewRoleAsmtPpr&utm_medium=PDF&utm_campaign=spotNewRoleAsmt
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About the Security Executive Council  

The SEC is the leading research and advisory firm focused on corporate security risk mitigation 

solutions. Having worked with hundreds of companies and organizations we have witnessed 

the proven practices that produce the most positive transformation. Our subject matter experts 

have deep expertise in all aspects of security risk mitigation strategy; they collaborate with 

security leaders to transform security programs into more capable and valued centers of 

excellence. Watch our 3-minute video to learn more. 

Contact us at: contact@secleader.com 
Website: https://www.securityexecutivecouncil.com/ 

https://www.youtube.com/watch?v=6TEkl3b_BZQ
mailto:contact@secleader.com
https://www.securityexecutivecouncil.com/?sc=spotNewRoleAsmtPpr&utm_source=spotNewRoleAsmtPpr&utm_medium=PDF&utm_campaign=spotNewRoleAsmt

