
 

 
Copyright 2018 Security Executive Council  1 

 

 
 

Risk-Based Security > Board Level Risk/Enterprise Risk 
Management (ERM) > 

Facility Criticality and 
Mitigations Option 
Tool 
 

Created by the Security Executive Council 

 

Publicly held companies are required by the Securities and Exchange Commission to file 
an annual 10-K report complete with an examination of risk factors. While it would 
seem that the security organization ought to play a role in developing the enterprise risk 
assessment (ERA) to meet this requirement, companies' boards often hire outside 
consultants or task Audit or Finance with this responsibility. Security leaders do not 
always have a voice in the process.  

Because of this, the CSO's classification of security risk areas, such as facilities (see table 
below), by criticality and risk mitigation options may not correspond with classifications 
identified in the ERA. A more holistic view of risk would better serve the organization.  

The Criticality/Mitigation Options tool was developed to help security leaders bridge this 
gap by providing them with an organized, visual format for communicating the security 
organization's perception of risk levels and mitigation options.  

This outcome of this process can be presented to the board or the ERA team as the 
starting point of a conversation about how to align facility classification criteria so that it 
considers not only financial or legal risk but also business continuity and crisis 
management concerns.  

Using facilities as an example, the sample below provides potential options for security 
risk mitigation related to criticality level. The options should be adjusted to your 
organization based on industry, facility type, location, corporate culture, etc. While the 
example below discusses facility security, the same process of classification of criticality 
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and identifying mitigation options should be applied to other risk areas such as 
employees, travelers, and expats.  
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Visit the Security Executive Council website for other resources 

in the Risk-Based Security: Board Level Risk/Enterprise Risk 

Management (ERM) series. 

 
 
 

About the Security Executive Council  

The SEC is the leading research and advisory firm focused on corporate security risk 
mitigation solutions. Having worked with hundreds of companies and organizations we 
have witnessed the proven practices that produce the most positive transformation. 
Our subject matter experts have deep expertise in all aspects of security risk mitigation 
strategy; they collaborate with security leaders to transform security programs into 
more capable and valued centers of excellence. Watch our 3-minute video to learn more. 

Contact us at: contact@secleader.com 

Website: https://www.securityexecutivecouncil.com/ 
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